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AHHOTALA

JlaHHBIN TOKYMEHT COACPKHUT PYKOBOJICTBO omeparopa nmporpammuaoro npoaykra PB.FOCKHN.08003-

06 «IIporpammusiii komiuieke «l[lepconanbubiii MeHekep ceprudukaros ABECT» AVPCM»y (nanee —

[TK AvPCM). B nokymeHTe npuBeIeHbI OITMCaHKe ACHCTBUI OIIepaTopa Py YCTAHOBKE U HCIIOJIb30BAaHUU
ITK AvPCM.

I[IK AVPCM sBnsieTcst 37€MEHTOM HHQPPACTPYKTYPbl OTKPBITHIX KIIOYEH M IMPEeIOCTaBISIET

nonb3oBarenio MOK cepBucsl yrpasieHust KpUntorpadhuieckuMu KIF04aMu, cepTU(UKaTaMi OTKPBITHIX

kmouerd (manee — COK), cnuckamu oto3BaHHBIX cepruukaroB (nanee — COC) u arpuOyTHBIMU

ceptudukaramu B coorBercTBuu ¢ THITA Pecniybnuku benapycs.

Usrotosurenem I[IK AVvPCM sBnsercs Oenopycckoe Mpeanpusitue «3aKkpbhiToe aKIMOHEPHOe

obmectBo «<ABECT» (3AO «ABECT»).

Anpec npeanpusrus: 220116, Pecnnybnuka benapycs, r. MuHck, np-1 razetsl «lIpaBaa», 1. 5, mom.

3H, kab. 7.
Ten.: +375 (17) 257-99-74, +375 (17) 318-92-34, ¢axc: +375 (17) 303-91-49.
Wurepuer-ctpanuna: https://www.avest.by.
DnekTpoHHas moura: Welcome@avest.by.

IIpu oOnapyxeHun HeucmpaBHocTH npu sKcrutyatanuu [IK AvPCM HeoO6xonumo mpekpaTHTh
skcrutyaraiuio [IK AvPCM u cBsizaThCsi ¢ NPOM3BOJIUTENEM IO BBIIEYKAa3aHHBIM TenedoHaMm WU
3JIEKTPOHHOW MOYTE.

["apanTHitHblil cpok, o0A3aTenbcTBA U3roTOBUTENS, AaTa u3rorosinenus [IK AvPCM yka3spiBatoTcs
B JMIEH3MOHHOM noroope mnpu mnocraBke I[IK AvPCM B cooTBeTCTBHHM € 3aKOHOAATENBCTBOM

Pecniy6nuku benapych.
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1. HASBHAYEHUE ITPOI'PAMMBI

I[TK AvPCM (yHKITMOHUPYET HAa MEPCOHATHFHOM KOMIIBIOTEPE KOHEYHOTO CYOBEKTa — MOJIH30BaTEIsS
NOK wu mpenocrasisier nonbzoBatento MOK cepBucel yrpaBieHHss KpUNTOTpapUUECKUMH KIFOYaMHU,
CepTH(HUKATAMU OTKPBITBIX KIIOYEW, CHOUCKAMH OTO3BAHHBIX CEPTU(PHUKATOB U  aTpUOyTHBIMHU
cepTu(UKaTaMu.

HNOK — 5310 TexHoyormueckas HH(PPACTPYKTypa, CEpPBHCHI W TPOLEAYpPHI, OOecreunBaronme
HeOoOXOUMBIN YpOBEHb JOBepus U 0e30MacHOCTH MH(GOPMALMOHHBIX U KOMMYHUKAIIMOHHBIX CHCTEM,
MCIOJIB3YIOUINX KpUNTOrpaduueckre alrOpuTMbl C OTKPBITHIMU KIFOYaMH.

HNOK o0ecneunBaeTr cepBUCH, HEOOXOAMMBIE [JIs HENPEPHIBHOIO YIPABICHUS KIIOYaMU B
pacnpeieieHHOM CUCTEME, CBS3BIBAET OTKPBITHIE KIIIOYM C BJIAJENbIAMU COOTBETCTBYIOIIMX JHMYHBIX
KJIFOUEH U MO3BOJIAET M0JIb30BATEISAM IPOBEPATH MOJIMHHOCTD 3TUX CBA3EH.

ens MOK cocrout B ynpasnenuun kpunrorpadpudeckumu kmodamu, COK u COC, nocpencTBoMm
KOTOPOTO OJIep KUBaeTCs HajiexkHas ceteBast cpena. MOK mo3Bossier nenoiap30BaTh KpunTorpapuuecKkue
CepBUCHI MM POBAHUS U BRIPAOOTKU HU(POBOI MOAIIMCH COTJIACOBAHHO C IMUPOKUM KPYTOM IPUIIOKECHUH,
MCTIOJNB3YIOUIMX KPUITOTPahUIeCKUe allTOPUTMBI C OTKPBHITBIMHU KITFOUAMH.

AtpubytHbiii ceprudurar (mamee — AC) — cepruduKar crenudaabHOro Qopmara, KOTOPBIi
UCTIOJB3YETCsl JUIS CBS3BIBAHMS JIOTIOJIHUTEILHON HH(DOpPMAIUK C CEPTHPHUKATOM OTKPHITOrO KIFOYA.
ATpuOyTHBIE CEpTHU(HUKATBHI MO3BOJSIOT YINPABIATH JAOCTYIIOM HAa OCHOBE OIPEIEIICHHBIX TPUHIIMIIOB,
poneit, nomkHocTeil. AC npeacrapnsieT co0oil CTPYKTypy JaHHBIX, 3aBEPEHHBIX HU(POBON MOAMKUCHIO, U
COJICPIKAIYI0 CCHUIKY Ha OJWH WU HECKOJIBKO CEpTU(PHUKATOB OTKPHITHIX KIIFOUEH OJHOTO W TOTO KE
cyowrekta. Kak mpaBuio, atpuOyTHbI cepTUGUKAT COACPKUT MH(OOPMAIUIO O TOJIB30BaTENE, IPyIIax
JIOCTYTIa, B KOTOPBIX OH COCTOHWT, a TAKXKE €ro OTKPBITOM KiTltoue. Hammane Takux cepTU(UKATOB HE TOIHKO
MO3BOJISIET YBEJIMYUTH CPOK CITYKOBI OTKPBITBHIX KITFOUEH, a TAK)KE CYIIECTBEHHO yIpocTUTh padoty ¢ MOK.
Hanpumep, nepxatens 0 JHOT0 MyOIMYHOTO KITF0Ya MOKET UMETh MHOXKECTBEHHBIE ITpaBa JocTyna. Kpome
TOTO, PU CMEHE MpaB AOCTyMa TpeOyeTcs MepeBbIMYCTUTh TOJIBKO aTPUOYTHBIN cepTU(HKAT, HE U3MEHSIS
cepTu(UKAT OTKPHITOTO KIIFOUa.

I'maBHBIM OTIMYMEM HMHPPACTPYKTYphl yIpaBieHus npuBwieruwsmu (naree — HWVYID) or
UHPaACTPYKTYpPhI OTKPBITHIX KiIrouei (nanee — MMOK) coctout B Tom, uto MOK ynpasnser ceprudukaramMu
OTKpbITBIX Kitouell, a UYII — atpuOyrubimu cepruduxatamu. UVII sBasercs ckopee HaacTpoilkoil Hax
MH(QPACTPYKTYpO OTKPBITHIX KItoued, a He ee 4YacTbio. CepTH(HUKAT OTKPBHITOTO KI0Ya OTBEYAET
3a ayTeHTU(UKAIMIO MOJIb30BaTelNs, MOATBEPKICHHE JUYHOCTH (€ro MOXKHO CPaBHUTh C MacHOpPTOM
cyOBeKTa), a aTpuOyTHBIN cepTH(UKAT — 3a €r0 aBTOPHU3AIUIO, TIOJITBEPKACHHUE TTpaB (MOXKXHO CPaBHUTH
c Bu3oit). Kpome Toro, AC 00bIYHO UMEIOT MEHBIINN CPOK JIEHCTBHS, YEM JINYHBIE CePTU(UKATHI.

B xauectBe mnporpammHoro cpenacrsa kpunrorpaduyeckoit 3ammutsl uHpopmauuu (ITCK3H),
peanu3youero KpunTorpagpuueckue alropuTMbl U IpoTokosl B cootBeTrcTBUM ¢ THITA PecnyGnmuku
benapycs, IIK AVPCM wucnons3yer kpuntompoBaiinep kommanuu 3A0 «ABECT», a Ttaxxke
CHelMaIn3upOBaHHbIE MporpaMMHoO-amnmnapaTHeix CK3U

s padoter [TK AVPCM HeoOxoauMo HaWdue Ha KOMITBIOTEpPE IOJIH30BATENs YCTAHOBICHHOTO
OJJHOTO M3 CIEAYIOUIMX KpPUITONPOBAHAEPOB WM CHELMAIM3HMPOBAHHBIX IMPOrPaMMHO-ANMIAPATHBIX
CK3U:

—  TPOrpaMMHOE CpeICTBO Kpumnrorpapudeckoil 3ammtel nHpopmarmn «Kpunronposaiinep AVEST

CSP» AvCSP (PB.FOCKU.08000-03) (manee — kpunromnposaiinep AVCSP): 32- pa3psanas Bepcus
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AvVCSP B 32-paspsannbix Bepcusix OC; 32- u 64-pazpsaabie Bepcur AVCSP B 64-pa3psiiHbIX BEpCUAX
OC;

MIPOrpaMMHOE CpPeACTBO KpHunrorpaduueckor 3ammrsl uHPopmanuu «Kpunrtonposaitnep AVEST
CSP BEL» AvCSPBEL (PB.FOCKH.12004-02) (manee — xpunromposaiinep AVCSPBEL): 32-
paspsanas Bepcuss AVCSPBEL B 32-paspsanbix Bepcusix OC; 32- u 64-paspsaHble BepcuH
AVCSPBEL B 64-pa3psinabix Bepcusix OC;

MpOrpaMMHOE CPEeACTBO Kpunrorpadudeckoit 3amutbl nHGpopManuu «Kpunronposaiinep AVEST
CSP BIGN» AvCSPBIGN (PB.FOCKM.12005-02) (mnanee — kpunronpoaiiaep AVCSPBIGN) (32-
paspsanas Bepcusi AVCSPBIGN B 32-paspsansix Bepcusix OC; 32- u 64-pa3psiiHbie BepCHHU
AVCSPBIGN B 64-paspsanbix Bepcusix OC), HCMONB3YIOMUN KpUOTOrpaduuecKue CEpBUCHI
u3zenust Y CTpoicTBa MporpaMMHO-aIIapaTHbIC 3JIEKTPOHHOW IU(PPOBON MOAUCH U MH(PPOBAHUS
«AvBign» (MUATA.467532.003);

YCTPOMCTBO MpOorpaMMHoO-anmapaTHoe kpunrorpadpuyeckoe «AVHSM-Bign» (MSTA.466217.003)
(manee — yerpoiictBo «AVHSM-Bign»);

YCTPOICTBO MPOrpaMMHO-aIapaTHOE EKTPOHHON udpoBoii moanucyu u mudpoanus «AvBigny»
(USITA.467532.003) (mnanee — ycTpoiicTBO «AVBIgny).

[IK AvPCM npenocrasisier noas3oBarento MOK cnenyromiue cepBUCHI:

reHepalus ¢ MOMOIIbI0 KPUIITONPOBAWIEPOB JIMYHBIX U OTKPBITHIX Kimtoueidt DI u mmdpopanus
noJsib3oBareds, ynosierBopsitouux Tpedosanusim CTh 34.101.31-2020, CTh 34.101.45-2013, CTb
34.101.78-2019;

¢dopmHupoBaHUEe 3ampoca Ha CcepTU(UKAT K YAOCTOBEPSIOIIEMY ILEHTPY B COOTBETCTBHM C
tpeboBanusamu CTh 34.101.17-2012 (PKCS#10), CTb 34.101.78-2019;

(dbopMupoBaHUEe 3ampoca Ha aTpUOYTHBIN cepTU(UKAT K LEHTPY aTpUOyTHBIX CEPTHU(PHUKATOB B
coorBerctBud ¢ CTh 34.101.67-2014;

noanepxkka COK u COC, ynosnerBopsiromux tpedoarmsim CTh 34.101.19-2012 (X.509) u CTh
34.101.78-2019;

MOJIJIEPKKA aTpHOYTHBIX cepTH(UKATOB, yaoBieTBopsitonux TpedboBanusm CTh 34.101.67-2014;
noJiepkka (opMaToB napaMeTpoB Kpunrorpaduueckux anropurmoB corisacHo CTh 34.101.23-
2012 (PKCS#7), CTb 34.101.78-2019;

UCIOJb30BaHUE peecTpa cepTU(UKATOB, pa3MEIIEHHOTO B JIOKAIbHOW (haiiioBoil cucreme,
xpanunuimax Microsoft Crypto API (cucremusiit peectp Windows) mim 6a3e JaHHBIX;

XpaHEHUE CIUCKA TOBEPEHHBIX KOPHEBBIX YIOCTOBEPSIOINX IIEHTPOB C KOHTPOJIEM IIEIOCTHOCTH B
ciryyae ucnoib3oBanus ¢aitnosoro xpanunuima COK u COC;

ucrnons3oBanue peectpa ceprudukaro Y1, [IP u CAC;

MH(GOPMHUPOBAHUE MOJIB30BATENs 00 OIMOKE NP JIHOOBIX HEKOPPEKTHBIX JACHCTBHIX MOJIb30BATENs
Wi cO0SsIX KOMIIOHEHTOB MPOTPaMMHOI0 KOMILIEKCa,

BU3yallM3alus cepTuduKaTa i IpocMOTpa aTpuOyTOB €ro Biia/ieNblia M Ha3HAYeHUs cepTu(uKara;
npoBepka aeiicreurenbHoctu COK, arpudyrnsix ceptudukaro u COC;

BeneHue xxypHaia padotsl [IK AvPCM ¢ oGecnieueHreM KOHTPOIIS LIETIOCTHOCTH (paiina xypHaia;
UCIIOJIb30BaHUE KPUIITOTPAPHUECKUX CEPBUCOB, peallM3yeMbIX ycTpoiicTBoM AVBign;
UCIIOJIb30BAHUE KPUIITOrPAQHUECKUX CEPBUCOB, pealn3yeMbIx ycTporictBom AVHSM-Bign.

Bzaumoneiicteue IIK AVPCM c¢ kpuntonposaiinepom AvCSP ocymiecTBisieTcs ¢ UCIOJIb30BaHUEM
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OTKPBITHIX ~CTaHJAPTU3UPOBAHHBIX Kpunrorpaduuecknx uHrepdeiico: Microsoft Cryptographic
Application Programming Interface (CryptoAPI) Bepcwuii 1.0 u 2.0

Bzaumopeiicteue IIK AvPCM c¢ ycrpoiicteom AvBign/AVHSM-Bign ocymectBusiercss B
cooTBeTcTBUM ¢ HHTepdericom, onpenencaabM B CTh 34.101.21-2009 «MHbopMainOHHBIE TEXHOIOTHH.
Wutepdeiic obMena wuHbopMmamueid ¢ anmapaTHO-MPOrpaMMHBIM HOCHTEJIEM KPHUITOTpaduyecKkoi
unpopmanuu (TokeHoMm)» (PKCS#11).

I[IK AvPCM o6ecneunBaeT BBITIOJIHEHHE KpunTorpaduueckux cepBucoB DI, mmdpoBanus,
yopasienus kimodamu, COK u COC abonenta MOK B COOTBETCTBUH CO CIAEAYIOIIMMH HOPMAaTHBHBIMU
aKTaMH U JIOKyMEHTaMH:

1) CTb 34.101.17-2012 «MHdpopMaimoHHbIe TEXHOJIOTHH U Oe3omacHocTh. CHUHTaKCHC 3ampoca Ha

MOJTy4YeHHe cepTuduKaray;

2) CTb 34.101.19-2012 «MudopmannoHHbIe TEXHOJIOTHU 1 0€30MacHOCTh. DOpMaThl CepTUPHUKATOB U

CIMCKOB OTO3BaHHBIX CEPTU(MUKATOB UHPPACTPYKTYPHI OTKPBITHIX KIIIOUEH»;

3) CTb 34.101.21-2009 «Hudopmarmonnsie Texunomoruu. HMurepdeiic oOMena wuHpopmammen ¢
arrapaTHO-IIPOrPaMMHBIM HOCUTENIeM KpunTorpaduueckoit uadopmarmu (TokeHoM)» (PKCS#11);
4) CTb 34.101.23-2012  «MudopMannOHHBIE TEXHOJOTHH W  0Oe30macHOCTh.  CHHTaKCHC

KpUNTOrpaQuuecKux COOOIIEHUN;

5) CTb 34.101.26-2012 «MupopMannoHHbIE TEXHOJOTHH U Oe30macHOCTh. OHJIAMHOBBIA MPOTOKOJ
npoBepku cratyca ceprugukara (OCSP)»;
6) CTh 34.101.27-2011 «MudopmaiinoHHbIe TEXHOJIOTHH U 0€30MacHOCTh. TpeOoBaHus 6€30MacHOCTH

K IIPOrPaMMHBIM CPEJICTBaM KPUITOTPaPHUECKON 3alUTHl HHPOPMAIIHN»,

7) CTB 34.101.31-2020 «1udopMaIiOHHbIE TEXHOIOTHH U O€30MACHOCTh. AJITOPUTMBI IIU(PPOBAHUS

Y KOHTPOJIS LIEJIOCTHOCTUY;

8) CTb 34.101.45-2013 «1HdpopMaImoHHbIE TEXHOJIOTHH U 0€30MaCHOCTh. AJITOPUTMBI SJICKTPOHHON
1M POBOM NOANKMCH HA OCHOBE SJUTUITHYECKUX KPUBBIX»;
9) CTb 34.101.47-2017 «WHudpopMaoOHHbIE TEXHOJOTHH M Oe3omacHocTh. Kpunrorpadudeckue

QJIITOPUTMBI T€HEpAIUH TICEBIOCTYYalHbIX YU CEI»;

10) CTb 34.101.65-2014 «MubopMaMOHHBIE TEXHOJOTHH W 0€30MacHOCTh. [IPOTOKOJ 3alUThI

TpancnoptHoro ypoBHs (TLS)»;

11) CTb 34.101.67-2014 «U1udopmanroHHble TEXHOIOTWH U Oe3omacHOCTh. MHbpacTpykTypa
aTpUOYTHBIX CEPTHUPHUKATOBY;

12) CTb 34.101.78-2019 «MHdopManoHHBIE TEXHOJOTMH W  Oe3zomacHOCTb.  [Ipoduib
UHQPACTPYKTYPBI OTKPHITHIX KITFOUEH.
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2. YCJIOBUA BBITOJIHEHU A ITPOI'PAMMBI

IIK AvPCM mnpennaznaueH yisi paOOThl Ha IMEPCOHAIBHOM KOMIIBIOTEpPE OOIIEro Ha3HAYCHHS,
¢bynkunonupyroumm o ynpasieauem OC:

— Windows 2008 R1 Server (x32, x64);

— Windows 2008 R2 Server (x64);,

— Windows 2012 Server (x64);

— Windows 2012 R2 Server (x64);

— Windows 10 (x32, x64);

— Windows 2016 Server (x64);

— Windows 2019 Server (x64).

IMpumeuanue. Jlonyckaercs pabora AVPCM B cpene cneayromux OC Windows, KOTopbie CHSTBI ¢
noiIep kKK Kommanuu Microsoft:

— Windows 2003 Server (x32, x64) SP2;

— Windows XP SP3 (x32) ;

— Windows 7 (x32, x64);

— Windows 8 (x32, x64);

— Windows 8.1 (x32, x64).

B ciywae ucnonbp3zoBanusi BhimieykazaHHBIX OC, CHATBIX € TOJICPKKH KoMIaHuu Microsoft,
ycroitunBas pabora AVPCM He rapanTupyercs.

Hna wucnonszoBanus IIK AvPCM nonb3oBaTens J0MKEeH uUMeTh mpaBa «Administrator
(AamuauCTpaTOp)» MO0 «Power User (OMbITHBIH MOJIB30BaTEb )».

Heo0OxonuMo ycTaHOBUTH MOAMEPKKY PYCCKOTO S3bIKA ISl MPOTpaMM, HE MO KUBAIOIIMX
IOnuxon. Jlns storo:

B OC Windows XP, Windows 2003 Server:

1. [epeiitu B meHto «Starty - «Control Panel» («Ilyck» - «Ilanens ynpaBieHus»), B 3aBUCUMOCTH
OT TapaMEeTPOB MPOCMOTPA IJIEMEHTOB B MAHENN YIpaBIeHHs (KJIACCHYSCKHUA BHJ WIIH TI0 KaTETOPHSIM)
BbIOpaTh «Regional and Language Options» («SI3bIk U pervoHanbHble cTaHAapThl») Wi «Date, Time,
Language and Regional Options» - «Regional and Language Options» («lata, Bpems, s3bIK U
peruoHaNbHbIE CTAHIAPTHD) - «SI3BIK U PErMOHANIBHBIE CTAHAAPTHI).

2. Ha Bxnajgke «Regional options» («PernonansHbie napameTpsi») B moie «Standards and formatsy»
(«SI3pIKOBBIE CTaHIApTHl U (pOpMaThI») BHIOpaTh pycckuil sA3bIK, B moie «Location» («PacmonoxxeHue»)
yka3ath bemapych, Ha Bkimaake «Advanced» («JlomomaurensHo») B moie «Language for non-Unicode
programs» («SI3BIK JJ1s IporpamMM, He ToaaepkuBatomux KOHUKO1») BRIOpATh PYCCKHI S3BIK.

3. BeImomHUTE MIepe3arpysky.

4. TlpoBepuTh 0TOOpaXKEHHE KOJUPOBKH.

B OC Windows 7, Windows 2008 Server:

1. Ilepeiitu B MeH1o «Starty - «Control Panel» («Ilyck» - «Ilanens ynpaBieHus»), B 3aBUCUMOCTH OT
apaMeTpoB OTOOpaKEHUS JIEMEHTOB B IMAHENIM YIpaBlIeHHs (KaTeropus WiM 3HauykH) BeIOpaTh «Clock,
Language and Region» - «Region and Language» («Yachkl, A3bIK U PETHOH» - <«SI3BIK M pEruoHaJIbHBIE



-10 -
PB.FOCKMN.08001-04 34 01

cranaapTh») Wik «Region and Language» («S3bIk 1 pernoHaIbHBIEC CTAaHAAPTHI»).

2. Ha Bkmanke «Formats» («®opmatbel») BbIOpaTh pycCKHl s3bIK, Ha Bkiaake «Location»
(«Pacmonoxxenue») BoiOpath «benmapycb», Ha Bkmagke «Administrative» («JlomOJTHUTEIBHO») B TOJE
«Language for non-Unicode programs» («SI3bIk asist mporpamm, He noaepxkuBaromux KOHnKo») HaxKaTh
kHONKY «/3MeHHTh si3bIK cucteMbl...» («Change system locale...»), B okHe «Region and Language
settings» («I3bIK U perMOHalIbHBIE CTAaHIAPTHI») BBIOPATh PYCCKUN SA3BIK.

3. BeIOIHUTE nepe3arpysKy.

4. ITpoBepuTh 0TOOPaXKEHNUE KOJIUPOBKH.

B OC Windows 8, Windows 8.1, Windows 2012 Server:

1. Iepetitu B «Control Panel» («IlaHens ynpaBiieHUs») OJHUM U3 CIIOCOOO0B, TPETyCMOTPEHHBIX JIJIS
nanHbix OC. Hanpumep, HaBeCTH Kypcop MBIILIK HA IPaBbli BEPXHUN WM HUXKHUI yroi pabodero crosia.
B otkpeiBmeiics 6okoBoi maHenw BbIOpaTh MyHKT «Settings» («I[lapametpbi»). B crucke mapamerpoB
BbIOpaTh mMyHKT «Control Panel» («Ilanens ynpasienusi»). Ipyroit cnocod — HaxaTh MpaBOil KJIaBUIIIEH
MBIIIY 10 KHOTKe «Starty («Ilyck»), BeiOpath myHKT «Control Panel» («Ilanens ynpasnenus»). [lpu stom
HYXKHO y4uThIBaTh, 4TO0 B OC Windows 8 naHHast KHOMKa He OTOOpaXkaeTcs, A ee OTOOpaKeHHs HYKHO
Ha paboyeM CToJie MEePEMECTHTh Kypcop B HIDKHMI JIEBBIM yron skpana. Jlamee, B 3aBHCHUMOCTH OT
MapaMeTpoB MPOCMOTpa DJIEMEHTOB, B MAaHENTU YIpaBlieHUs (kaTeropus wid 3Hadyku) BbIOpaTh «Clock,
Language and Region» - «Region» («Hacsl, S3bIK 1 peTnoH» - «PernoHansHbIe CTaHAapThI») WK «Regiony»
(«PernonanbHBIC CTAHIAPTH).

2. Ha Brmagke «Formats» («®opmarel») BbIOpaTh pYyCCKHH S3bIK, Ha BKJIanke «Locationy»
(«MecTtomnonoxenue») BolOpath «benapycb», Ha Bkianke «Administrative» («ZlomoJHUTENBHOY») B T0JIE
«Language for non-Unicode programs» («5I3bIk A5 mporpamm, He noaaepxkuBaromux KOHnKoa») HaxaTh
kHOTIKY «/3MeHHTH s3bIK cucTeMbl» («Change system locale...»), B okHe «Region and Language settings»
(«PernoHanbHbIe CTaHIAPTHI») BHIOPATh PYCCKUH SI3BIK.

3. BeInonHuTH Nepe3arpysKy.

4. TlpoBepuTh 0TOOpaXKEHHE KOJUPOBKH.

B OC Windows 10, Windows 2016 Server, Windows 2019 Server:

1. Ilepeiitu B «Control Panel» («Ilanens ynpasneHnus») 0JHUM U3 CIOCOO0B, IPETYCMOTPEHHBIX JIJIS
nanabix OC. Hanmpumep, B cTpoke noucka BBectH «Controly». JIpyroit cioco6 — HaxkaTb «Starty («Ilyck»),
B crucke npuiiokeHnit Haiitu «Windows System» («CiyxeOnsie Windows»), Beiopats «Control Panel»
(«ITanens ympaBneHus»). Jlanee, B 3aBUCUMOCTH OT IapaMeTpOB MPOCMOTpPA 3JIEMEHTOB B MaHEIH
yrnpasiieHus: (kateropusi uiau 3Hauku) BbIOpath «Clock and Region» - «Region» («Hacel u peruon» -
«PernonanpHbIe cCTaHAAPTHIY) WK «Regiony («PernoHanbHbIe CTAaHAAPTHIY).

2. Ha Bruagke «Formats» («®opmatbl») BBIOpaTh PYyCCKHN sI3BIK, Ha BKIIaaKe «Administrative»
(«domonuurensHo») B mone «Language for non-Unicode programs» («S3bIK s mporpamm, He
noaaepxuBarommx FOHUKOM») HaxaTh KHOMIKY «M3MeHuTh 1361k cuctemMbl» («Change system locale...»),
B okHe «Region settings» («PermoHanabHble CTaHIAPTHI») BHIOPATh PYCCKUM A3BIK. ['ajJOouKy Ha MyHKTE
«Beta: Use Unicode UTF-8 for worldwide language support» («beta-Bepcus: Mcnons3oBats FOHUKOA
(UTF-8) st moaiep KKH si3bIKa BO BCEM MUPE») HE YCTaHABINBATb.

3. BeimomHUTh mepe3arpysky.

4. TIpoBepuTh 0TOOpAXKEHHUE KOIUPOBKH.

I[IK AvPCM mnpenna3HadeH s paboOThl HAa KOMITbIOTEpe (cepBepe), MMEIOIIEM CIIeAYOIne
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MUHUMAJIbHBIC TEXHUYECKUE XapPAKTCPUCTHKU:
— mporeccop X86 (X64) ¢ TakTOBO# YacToToii - He MeHee 2,5 I'T'i;
— 00peMm O3V - He menee 4 I'0;
— JKeCTKUH IHCK, coiepammii He MeHee 8 ['0 cBOOOJHOrO MpPOCTpaHCTBA MAJsl CTaHAAPTHOU
ycraHoBku OC;
— MoHuTOp ¢ noaaepxkkoir VGA i 60Jiee BHICOKOTO pa3pericHus;
— MaHHMITYJISATOP «MBIIIb» Microsoft Wi COBMECTHMOE yKa3bIBAOIIEE YCTPOUCTBO,
— cBoboaubIii USB-1opT.

Jns xpanenuss nauuHbIX Kiodeil monb3oBarenss MOK IIK AvPCM wucnonbs3yer oT4y»KIaeMbie
HocuTeNnu KiroueBoit mabopmaruu (HKH).

s pabotel [IK AVPCM Heo0xonuMo Halnuyue Ha KOMIIBIOTEpE IMOJIb30BATENSl YCTAHOBICHHOTO
kpunronpoaiigepa (AvVCSP, AVCSPBEL, AVCSPBIGN) wunu crernuanu3upoBaHHBIX MPOrPAMMHO-
armmapatabix CK3U (ycrpoiictBo AvBign/AvHSM-Bign), moxpoOuee cm. 1. 1. Ha3nadenue nporpamMmmel.

J1J1s BO3MOXKHOCTH pabOThI ¢ XpaHUJIUIIEM JaHHBIX B B/[ Ha KOMIIbIOTEPE TOIKHO OBITh YCTAaHOBJIEHO
KJIMEHTCKOE NPOrpaMMHOE oOecrieueHue s 0JJHON u3 npuBeaeHHbIX Huxke CYB/L:

— MySQL Community Edition Bepcuu 5.0, 5.5, 5.6, 5.7, 8.0.11 co cnenumansubiM apaiiBepom ODBC
(nocrasnsercst 3AO "ABECT" no 3anpocy);

— Sybase ASE 12.5.3 (B03MOXXHO JHIIIb BOCCTAHOBJCHHE Yyxe cymiecTByromielr B/l u3 pesepBHOiA
KOTMH/UMTIOPT 0a3bl JaHHBIX CEPTU(PUKATOB);

— Oracle 9.0.2.1,10.2.0.4, 11.1.0.6, 11.2.0.3, 12.1.0.1, 19.3c.
OtnenbHble napametpsl BeinosHeHus [IK AVPCM HacTpauBaroTcst OCpeICTBOM PeJaKTUPOBAHUS
¢aitna AvCmMsg.ini. Onucanne mapamMeTpoB npuBeneHo B [Ipunoxenne 2, mpuMep KOHPHUTYPAITHOHHOTO
¢aiina — B [Ipunoxenue 3.

BHUMAHME. Eciu undpacTtpykTypa mnpeanosnaraeT HEoOXOIUMOCTb MOJKIOYEHHs K 0aze
JAHHBIX KOHEYHBIX I0JIb30BaTEJIeH, HE peKOMEHAYEeTCs MOAKIIYEHNE TI0Jb30BaTeNel HanpsAMYyto K 0ase
JTaHHBIX Y 1ocToBepsroniero mentpa. Cieayer co3aaTh AyOaupyromyo 0a3y JaHHBIX, B KOTOPYIO OyaeT
MIPOUCXOIUTH PETJIMKAIMA JAHHBIX U3 OCHOBHOM 0a3bl JaHHBIX Y1 B omHOCTOpOoHHEM nopsake. [Ipu aTom
KaX/IbIi [T0JIb30BaTENb JIOJDKEH UMETh CBOIO COOCTBEHHYIO YUETHYO 3anuch B B/

2.1. Pexxum Ge3omacHoit 3arpy3ku (Secure Boot)

st OC Microsoft Windows 8.1 u BbIllie XapakTepHO HaJU4He BKIFOYSCHHOTO PeKUMa O€30macHOM
3arpy3ku (SecureBoot) B BIOS. B GonbInHCTBE cilydaeB JaHHBIA PEKUM XapaKTepeH il HOYTOYKOB C
npeaycradHoBiaeHHOM OC, 0IHaKO COBPEMEHHBIE MATEPUHCKUE IIAThI 11 cTarmoHapHbIX [1K Takxke Moryr
COZIEPKATh JAHHBINA PEKUM.

Ecnu B BIOS pexxum 6e3omacHoi 3arpy3ku Secure Boot BkiroueH, To nepes ayreHTU(UKanuei no
TLS B Opaysepe Microsoft Internet Explorer manHbIii pexuM HYKHO OTKIHOUUTH. MHCTpyKmmMu 10
OTKJIIOUEHUIO HacTpoliku Secure Boot B BIOS cienyer nckaTh B COMyTCTBYIOIIEH TOKYMEHTALUU K MOJENIN
KOMIIBIOTEpA, OIMPAsACh HAa MOJIENIb MaTEPUHCKOMN I1aThl U Bepcuto BIOS.
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[TpoBepuTh cTaTyC NAaHHOTO PEXHUMa MOXHO CIICAYIOIIUM 00pa3oM: 3almyCTUTh yTHIUTY MSinfo32,

IPOCMOTPETH cTaTyc cTpoku «CocrosHue 6e3omacHoi 3arpy3ku». Eciu cocrosaue «Bki.», To Secure Boot

BKJIFOYCH U €r0 CleyeT OTKIIUnTh (cM. Pucynok 1. CocrosiHue 6e30macHoi 3arpy3Ku).
|

_lt CEEAEHNA O CUCTEME — O

Qaiin  Mpaska Bwug Cnpaska

- MporpamMmHan cpeaa

| Bepcuna SMEBIOS 2.7
| BepcwA BCTpOEHHOTO KOHTPOAA.. 255.255
I Pexum BIOS YeTapeeLwwi
| M2roTOBMTENE OCHOBHOW nnatel  Hewlett-Packard
| Modenb OCHOBHOR NNaTkl 1993
Bepcwa OCHOBHOI NAaThl HeaocTynHo

Pone nnatpopmel

PaGouwnii cTon

CocToAHne Be3onacHoi 3arpys..

He nogaepxueaeTca

KoHgurypauwa PCR7
Nanka Windows
CUCTEMHAA Nanka
YcTpolicTED 2arpyzku

AzbIK cncTEMBI
<

MNMEHEAZKA HEEOIMOXHA
CAWINDOWS
CAWINDOWSY\system32
yDevice\Harddiskvolume2
Poccna

C.EE.D.EHHH Q CucTeme INEMEHT 3HaYyeHune
| "A””E'PE'THE"E pecypcel Mpoueccop Intel(R) Core(TM) i7-4770 CPU @ 3.40GHz, 3401 M
[| B KoMNOHEHTEI Bepcus BIOS Hewlett-Packard LO1 v02.21, 17.12.13

WckaTs:

Haiit

|
| CJNowck Toneko B BELAENEHHOI KaTeropHK

DHOHCK TONBKO B MMEeHaX K.ETE[OPHIFI

Pucynoxk 1. Cocrosiaue 0e30macHoOi 3arpy3ku

3aKphITE
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3. BBIITOJIHEHUE TTPOI'PAMMEBI 1 COOBIIEHU S OITEPATOPY

I[IK AvPCM sBnsieTcsi HHTEPAaKTUBHBIM TPHJIOKEHHEM, BBIOIHSIIOMUMCS B cpene 32- nmmbo 64-
paspsaHON omnepanmoHHON cucteMbl Microsoft Windows. JIisi BBIOJHEHUS MPOTpPaMMBI  HYKHO
WCIIONBb30BaTh  CPEJICTBA, IMPEAOCTaBIs€Mble JAHHBIM  CEMEHCTBOM  OMNEPALMOHHBIX  CHUCTEM.
B3aumopeiicTBue ¢ onepaTopoM OCYIIECTBISICTCSl MMOCPEICTBOM OOpalleHusi K MMyHKTaM MEHIO W BBOJA
JTaHHBIX B MO JAuanoroBbix (opm. CooOmieHus omepaTopy, a Takxke HMHpopMaius 00 aKTyaabHOM
COCTOSIHMM 0a3bl JaHHBIX OTOOpakaeTcs B JUANOTOBBIX OKHAaX rpaHUuecKkoro IMojiab30BaTelbCKOro
uHTepderica.

B paspenax, npuBeneHHBIX Aajee, OMUCHIBAIOTCS ITUAIOrOBble OKHA, BhiBoAUMEBIE [IK AVvPCM, n
neicTBus oneparopa no ynpasieHuto [IK AvPCM.
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4. YCTAHOBKA ITPOI'PAMMBI

[Tepen ycranoBkoi [IK AvPCM Hy:XHO MpOBEPUTH, YCTAHOBJICH JIU Ha KOMIIBIOTEPE, HA KOTOPOM
OymeT mpom3BeleHA yCTaHOBKAa Mporpammel, kpumrompoBaiigaep Avest CSP  («Ilyckn= «llaHens
yrnpapieHus» = «lIporpaMmbl U KOMIIOHEHTBI») U MOAKIIOYEH JU CBOOOJHBIM HOCHUTEH ISl 3aIUCH
JUYHBIX KJItouel nmosib3oBatens. B ciydae, eciu kpuntonposaiiiep eie He ObUT YCTaHOBJICH, IPOU3BECTH
€ro yCTaHOBKY. YCTaHOBKa KpPHUITONIpOBaijiepa He TpeOyeTcss B ciyyae MCIIOJIb30BAaHUS YCTPOMCTB
AvBign/AvHSM-Bign (B coorBerctBum ¢ unTepdeiicom PKCS#11) B kadecTBe XpaHWIWINA JIMYHBIX
KJIFOYEH I10JIb30BATEIIS.

I[IK AvPCM nopnepxxuBaer 4 BapuaHTa YCTaHOBKM B 3aBUCHUMOCTU OT HCIOJIb30BaHUS THIIA
xpanwnima COK u COC:

— YCTaHOBKA C ceTeBOM 0a30l JaHHBIX CEPTUPUKATOB;

— ycTaHOBKa C (ailioBoi 0a30# TaHHBIX CEPTU(DUKATOB;
— ycrtaHOBKa ¢ 0a30i gaHHBIX B peectpe Windows;

— ycraHoBKa ¢ xpanwmiieMm B AVHSM/AvVBIign.

st ucnionszoBanust [IK AvPCM c kpunronpoBaiizepom Avest CSP X X X. XXX B kauecTse (aitna
HACTPOCYHBIX JaHHBIX CIIeIyeT UCIONIb30BaTh (aitisl Tuia AVCmMED_Main.zip.

Jlnst ucnionp3oBanus I[IK AvPCM ¢ kpunrronipoBaiinepom Avest CSP BEL X. X. X. XXX B kauecTBe
daiina HaCTPOCUYHBIX JaHHBIX CIIEAYET MCIOJIb30BaTh (aitnel Tuma AVCMED_Main_Bel.zip.

s ucnonsizoBanus [IK AvPCM c kpunronposaiinepom Avest CSP BIGN X. X X. XXX B kauecTBe
¢aiina HaCTPOCUYHBIX JaHHBIX HY)KHO UCIIOJIB30BaTh (aiiibl Turia AVCMED_Main_Bign.zip.

IIpumeuanue. B 3aBUCHMOCTH OT KOMIUIEKTa IMOCTaBKU Ha3BaHMs (haiJIOB HACTPOEUHBIX JAHHBIX
MOTYT OTJINYaThCA.

Br10op BapuaHTa yCTaHOBKH MPOrpaMMBbI 3aBUCUT OT HEOOXOAMMOCTH HCIIOJIb30BAaHUS Pa3IMYHbIX
kpunrorpadpuyeckux anroputmo u OID (cm. [Tpunoxenue 1).

4.1. YcranoBka ¢ ceTeBoi bJ]

BHUMAHMUME! Ilepen ycranoBkoit 64-paspsnnoii Bepcun [IK AVPCM c cereBoit BJI MySQL
HYXHO yctaHoBUTH MYysql-connector-odbc-8.0.X-winx64.msi.

Jlns paborst ODBC connector o6si3atenbHa ycranoBka Bepcuu Microsoft NET Bepcuu 4.2 u Bbite,
a taoxke Microsoft Visual C++ 2015 Redistributable (x64). ITogpoGuas uHOpMAIHs MO YCTaHOBKE 64-
outnoro MySQL ODBC connector B 3aBucumoctu ot Bepcuu b/l MySQL ykazana B COOTBETCTBYIOIIEH
JOKyMeHTaluu pazpadborunka b/I.

BHUMAHMUE! Ilpu nonkmoueHun Kk ©Oaze nanHbIXx Oracle HeoOXoaMMo 3aperucTpHpoBaTh
oubmuorexy OraOLEDBI11.dll. Jly1s 5TOT0 HY>KHO 3aiTH B KaTaJIOT C YCTAaHOBJICHHOM 02301 TaHHBIX, HAUTH
nanky BIN, BbI3BaTh U3 Hee KOMaHAHYIO CTPOKY OT MIMEHHU aIMUHHCTPATOpa U 3aIlyCTUTh KOMaHY:

regsvr32 OraOLEDB11.d11l

[Tocne gero TpeOyeTcs nmepe3arpy3uTh KOMIBIOTED.

HetictBus no ycranoBke [IK AvPCM:
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1) samyctuth ¢ guctpubyruBa nporpammy AvPCM DB _setup.exe (AvPCMEX_DB_setup.exe) -
32-paspsimabie Bepcuu, win AVPCM_DB_setup64.exe (AVPCMEX_DB_setup64).exe - 64-pa3psiaHbie
BEPCHH.
JInst 3amycka MporpaMMbl HaJO BOCIIOJIB30BATHCS IYHKTOM «BBINOJIHHUTEY B OCHOBHOM MEHIO

Windows «ITyck», 1100 cienath 3T0 ¢ MOMOIIbI0 BO3MOXKHOCTEH cTaHaapTHOrO npuiiokeHuss Windows
«ITpoBOAHUKY.

B Hauane ycTaHOBKM BBIBOAMTCS CTaHAAPTHOE OKHO C HMHQOpMAIHMel O MpearnojaraéMoM K
YCTaHOBKE MPOrpaMMHOM oOecriedennu (cM. Pucyrnok 2. 3actaBka Hayana uHctammiun [IK AvPCM).

Bac npuBeTrcrByeT Macrep
yCcTaHOBKM MNepcoHasibHbIN
MeHemep cepTuduKaToB
ABecT

MporpaMMa ycTaHoEMT MepcoHansHeIi MeHeLHep
cepTuduKaToE ABect Ha Ball KOMMBHITEP.

FPeKoMeHOyeTCH 3aKPLITE BCE NPOYKE NPUNMKEHHA Nepeg
TEM, KK NpodoHHTb.

Haxmute «[danee», ytobbl NnpogonsxuTe, unu «OTMeHa®,
yToObl BEINTM W3 NPOrpaMMel YCTAHOBKM,

Hanee > OTMeHa

Pucynok 2. 3acraBka Havyana uncramisiiuu [1IK AvPCM

2) B cnenyromem okHe ycraHoBku I[IK AvPCM oroBapuBaroTcs YCIOBHS JIMIECH3HOHHOTO
corameHus. s MpoaoiKeHMs] MPOLEAYpbl MHCTAISALUN HAaJO0 IHPHUHATH YCIOBHS JIMLEH3MOHHOTO
COrMIallleHUs] U HaxaTb KHONKY «Jlamee». Ecmu Bbl HE cCOTJIacHBI C YCIIOBUSIMU JIMLIEH3MOHHOTO
COTJIALIEHUS], HAJI0 HaXaTh KHOMKY «OTMeHay JIJIsl BBIX0/1a U3 TPOrPaMMBI.

3) OmpenenuTh OCHOBHYIO MAMKY, B KOTOPOH OY/YT paciioOKEeHbI YCTAHABINBACMbIC KOMITOHSHTBI
(cMm. Pucynok 3. BeiOop manku ycTaHOBKH ITPOTPAMMBI).
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ﬁ' Ycranoexka — lNepcoHaneHelil medegxep ceptidnkatos Asect —

Buibop nankm ycranoBrm

B KKy ManKky Bkl XOTHTE YCTAHOEWTE [EpCOHANEHEI MEHEAHED
CEpTUDMKETOE ABECT?

MporpaMmMa yCTaHoEMT MNepCoHansHEI MEHEOMED CEPTMDHKETOE ABECT B
CNEAYHOULYHD MAMKY,

HaskmuTe «flanees, JTobbl npoaomTe, Ecnk Bel xoTHTE BRIDPaTE APYT YD NaNKY,
HawMuTe «Dfz0p:,

|C:‘|,Program Files {(x&a)\AvestiAvPCM Ofzop...

TpebyeToA Kak MMHMMYM 28,2 MG ceoboaHOro AWCKOBOro NPOCTPEHCTES.

Pucynoxk 3. Beibop manku ycTaHOBKH MTPOTPaMMBI

4) Onpenenuts Tun yctanoBku [IK AVPCM. B okHe «BbIOOp KOMITOHEHTOBY TpeOyeTCsl BRIOPATH U3
BCTPOCHHOTO CIHCKA THI YCTAaHOBKH MPOTpaMMbl — «HCTAIIAIMS ¢ ceTeBor 0a30ii JaHHBIX», BRIOPATh
UCIIOJIb3yeMYI0 0a3y TaHHBIX U HaXkaTh KHOMKY «/lanee» (cM. PucyHok 4. BbIOOp KOMIIOHEHTOB).

ﬁ! Ycranoeka — MepconaneHelil MeHegkep cepTdmrkatos Apect —

Beibop KoMnoOHEHTOB
KaK1e KOMNOHEHTEI A0M#KHB! BEITE YCTaHOBNEHEI?

BifepuTe KOMNOHEHTLI, KOTOPLIE Bbl XOTHTE YCTAHOBUTE) CHUMHTE hNaHHK C
KOMNOHEHTOE, YCTAHEBNMEATE KOTOPEIE HE TpebyeTca. Hammure «anees, koraa
Bbl BYAETE roToBE! NPOAOITHMTE.

WMHCTannAuwA © ceTeBoi Basoid MySQL

WMHCTannAws ¢ ceTesoi basomn M
WMHCTannAwds ¢ ceTesol Gasol Orade
WMHCTannauna c ceTesoi hasol Sybase ASE

Pucynok 4. Bei0op KOMIIOHEHTOB

5) Cnenyrolas CTpaHUIla MacTepa YCTaHOBKH MPOUH(OPMHUPYET O TOM, UTO BCE TOTOBO K YCTAHOBKE
[IK AvPCM, a B okHe mapaMeTpoB YCTaHOBKHM OyIyT yKa3zaHbl: myTh K MecTy XxpaHenusi [IK AvPCM nHa
KOMIThIOTEPE, TUIT YCTAaHOBKH, BBIOpaHHBIC KOMITOHEHTHI. /{151 ycranoBku [IK AvPCM 3neck Hamo HaXxkaTh
KHOTIKY «Y cTaHOBHTB» (cM. PucyHok 5. [TapamMeTpbl yCTaHOBKH ITPOTPaMMBbI).
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ﬁ%‘ Yeranoeka — MNepcoHaneHeld MeHesxep cepTudimkatos Asect  —

BCE roToBO K YCTaHOBKE

MporpamMMa yCTaHOBKM MOTOBE HEYATE YCTAHOEKY MEepCoHaneHEIR MEHEQHED
CEPTUOMKETOE ABECT HE Ball KOMNEHOTED,

HaMuTe ¥ CTaHOBMTE *, yTobk NPoACIHMTE, MMM <Hasan #, ecnM Bbl XOTHTE
MNPOCMOTPETE MNKM MSMEHWMTE OMLWMK Y CTSHOBKH.

Manka yCTaHoBHM:
C:\Program Files (x86)\Avest\AvPCM111

Tun yCTaHOBKM:
WMHCTannAws c ceTesoi Dasoi Sybase ASE

BbIEpEHHbIE KOMMNOHEHTBI:
ase

< Hazan t YCTAaHOBWTE OTMeHa

Pucynok 5. [lapameTpsl ycTaHOBKH MPOTPaMMEI

[TK AvPCM npousBeneT pacakoBKy ¥ KONMpoBaHKE (HaiiIOB MPOrpaMMHOT0 0OECTICYCHUSI.

6) B mocnennem okHe mactepa ycranoBku [1K AvPCM Biiouens! ¢uiaxku «HacTpoiika ceTeBoro
noakimoueHust kK b/I» u «3anyctute MeHemxkep ceprudukaToBy. Ecau Bbl XOTUTE MEPEHTH K HACTPOUKE
ceTeBOro nojkiaroueHus u oTkpbITh [IK AVPCM s co3nanus 3ampoca Ha cepTH(PHUKAT, pEKOMEHAYETCs
HE CHUMaTh (PJIaKKMU U HaXKaTh KHOMKY «3aBepUIMTh)» Ul BbIXoja 13 Mactepa yctaHoBku [TK AvPCM.

Ecnu BBl XOTUTE MPOU3BECTH HACTPOUKY MO3XKE U BBINTH U3 MacTepa yCTAHOBKH, TO HAJIO CHSTH BCE
(b1aXKH U HaXKaTh KHOIKY «3aBEpIINUThY.

7) 3areM cieyeT MpPOM3BECTH HACTPOMKY CETEBOrO JOCTyNma K 0a3e IaHHBIX CIPaBOYHHKOB
ceptuduratoB (cM. [Ipunokenue 4. HacTpoiika ceTeBOro MOAKIIOUEHHS K 0a3e TaHHBIX).

[Tpomnecc ycranoBku 1K AvPCM 3aBepireH.

[Tocne 3aBepIeHUs] TPOrpaMMbl ycTaHOBKK pasnen «IIporpammbr» B ocHoBHOM MeHro Windows
«ITyck» Oyzner nOMOIHEH MOApa3eioM «ABECT», KOTOPBIH BKIIOUAeT B ceOs CIEAYIOIINE TYHKTHI:
— «llepcoHanbHbIll MEHEIKEP CEPTUPUKATOB ABECTY,
— «Co3pats 3anpoc Ha cepTudUKaTY;
—  «/Mmopt cepTUPHUKATOBY;
— «llepconanpHbrit MeHEKEp cepTrhUKaTOB (PyKOBOICTBO TOIB30BATEINS )».

Ha paGouem crone mnosiBUTCSA SpibIK s ObicTporo 3amycka «llepcoHanbHBIH MeHemKep
cepTH(PHUKATOB ABECT».

IIpumeuanue. B 3aBrcHMOCTH OT KOMITJIEKTa TOCTaBKM Ha3BaHUE Manku B MeHI0 «Ilyck» n Ha3BaHUe
ApJIbIKa Ha pab0YeM CTOJI€ MOTYT OTJIIMYAThCA.



-18 -
PB.FOCKMN.08001-04 34 01

4.2. YcraHnoBka ¢ (paitioBoit 6a30ii 1aHHBIX (¢ 0a30# JaHHBIX B peecTpe)

Ycranoska [IK AvPCM c ¢aitnoBoii 6a30i JaHHBIX WK 0a301 TaHHBIX CEPTH(PHUKATOB B CHCTEMHOM
peectpe Windows nmpou3BOUTCs aHAJIOTHYHO YCTAaHOBKE € CETeBOM 0a3oit maHHbIX (cMm. 1. 4.1 YcraHoBKa
c cereBoit bJ1). OCHOBHOE OTJIMYKE B TOM, YTO HCIOJIB3YIOTCS ycTaHoBouHbIe (aitmel AVPCM_setup.exe
(AVPCMEX_setup.exe) — 32-paspsianbic Bepcuu, win AVPCM_setup64.exe (AVPCMEX_setup64.exe) —
64-pa3psiqHbie Bepcuu, U B OkHe «BbIOOp KOMIIOHEHTOBY» Tpedyercs ykazath «MHcTamnsnus ¢ aitnoBoii
0a3oii naHHbIX cepTuduKaToB» UMM «MHCTamuAuMs ¢ 6a30if JaHHBIX CEPTUPHUKATOB B peecTpe» (CM.
Pucynok 6. BeIO0Op KOMIIOHEHTOB).

ﬁ! ¥cranoeka — MNepcoHaneHeld meHegxep cepTngmkaTtos Asect —

Boibop KOMNOHEHTOB
KaKME KOMNOHEHTEI AOUT#HEl BRITE YCTSHOBNEHEI?

BrIGEpHTE KOMNOHEHTEI, KOTOPEIE Bbl XOTHTE YCTEHOBMTE) CHUMUTE QNEHKKA C
KOMNOHEHTOE, YCTEHABNMBATE KOTOpbIE He TpefyeTca, HasMmuTe «[lanees, Koraa
Bkl OYAETE roToBL! NPOAOMHHTL.

MHCTANNAUMA © Ba30i AaHHBIY CEPTUOWKATOR B PEECTPE o

£l 1 il Cl

MHCTannAuMA © halinosoi fasoll AaHHbN CepTUOUKATOE
(S =g bl g = S ) S = TR

TexkylWi Beifiop TpelyeT He MeHee 28,2 MB Ha nWcke.

Pucynoxk 6. Be16op KOMIIOHEHTOB

JlaHHBIN BapHaHT yCTAaHOBKHM HE IpeaycCMaTpUBACT MOAKIIOYEHHE K ceTeBod Oa3e naHHBbIX YII,
MOSTOMY TYHKTBI, Kacalollhecs HaCTPOMKH CeTeBOro MOJKIIOUEHUs K Oa3ze [aHHBIX, 31eCh HE
paccMaTpuBarOTCA.

B cnyuae ycnemnoro 3aBepiienus ycranoBku [IK AvPCM Ha skpaHe MOSBUTCSI OKHO € COOOIIEHHEM
O BBIMOJIHEHHON MHCTAIISIUY ¢ npeanoxkenueM 3anyctuth [IK AvPCM, mist yero tpeGyercs BKIIOYUTD
MMEIOLIUIICS B JaHHOM OKHe (uiaxkok. [[s1 BhIXoJa M3 MpOorpaMMbl HAJI0 HaXKaTh KHOMNKY «3aBEpIIUTH)»
(cMm. Pucynok 7. 3aBepiiieHue paboThl MacTepa yCTAaHOBKHU MPOTPAMMBbI).
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ﬁ! ¥cTanoeka — NepcoHansHeli meHepkep cepTugukatos Asect  —

Japepwenne Macrepa yCTaHOBKM
NepcoHanbHbLIA MEHEPKED
ceptudukaToB ABecT

Mporpamma MepcoHanEHEI MEHEOMED CEPTHDWUKATOE ABECT
YCTEHOBNEHA Ha Bal KoMNbtoTep, MPUNCKEHME MOMHO
3ANYCTHTh C NOMOLLLH COOTEETCTEYHLLErD SHAYKA.

Ha#muTe «3aBepluTe*, YTobkl BEIATH M3 NporpamMMel
YCTaHOBKM.

SanycTWTe MeHEIKED CEDTMDMKATOE:

Pucynok 7. 3aBepuieHne paboThl MacTepa yCTaHOBKH POTPaMMBbI

[Tocne 3aBepiieHUs] IpOrpaMMbl ycTaHOBKU pasnen «IIporpammbi» B ocHoBHOM MeHro Windows
«ITyck» Oyzner nonoiIHEH Noapa3aesioM «ABECT», KOTOPbIH BKIIOUAeT B ceOsl CICAYIOIINE TYHKTHI:
— «llepconanbHblll MEHEIKEP CEPTUPUKATOB ABECTY,
— «Cosnarp 3anpoc Ha cepTrdUKaT,
—  «/Mmopt cepTUPHUKATOBY;
— «llepconanbHblil MeHeKep cepTudukaToB (PykoBOACTBO MOIB30BATENS ).

Ha paGouem crone mnosiBUTCA spibIK s ObicTporo 3amycka «llepcoHanbHBI MeHemKep
cepTH(PHUKATOB ABECT».

HpnMeanne. B 3aBHCHMOCTH OT KOMILIEKTa IOCTAaBKHM Ha3BaHHUE ITalIKK B MEHIO ((HYCK)) N Ha3BaHUC
sSIpJIbIKA Ha pa60qu CTOJIC MOT'YT OTJIMYATBHCA.

4.3. YcTaHOBKa C HCIIOJIb30BaHKEeM ycTporicTBa AvBign u cereroii b/1

BHUMAHMUME! Tlepen ycranoBkoii AvPCM ¢ wucnonp3oBaHuem ycrpoiictBa AvBign,
00eCreurBaroIIero HCIOJb30BAaHUE allapaTHOM peaau3alid KpUNTOrpauuecKux ajropuTMoB B
cooTtBeTcTBUM ¢ HHTepdeiicom PKCS#11, HyxHO yOeauThCs, 9TO Ha KOMITbIOTEepe Tok3oBatesst AVPCM
YCTaHOBJIEH JipaiiBep i ycTpoiicTBa AvBign u ycrpoiictBo AvBign ycranosneno B USB-nioprt.

BHUMAHME! Ilepen ycranoBkoit 64-paspsimuoii Bepcun [IK AVPCM c cereBoit BJI MySQL
HYXHO yctaHoBUTH MYysql-connector-odbc-8.0.X-winx64.msi.

Jlnst pabotet ODBC connector o6si3atenbha ycranoBka Bepcun Microsoft NET Bepcuu 4.2 u Bhiiie,
a taroke Microsoft Visual C++ 2015 Redistributable (x64). ITogpo6nas uHbopMaius Mo yctaHoBke 64-
outHoro MySQL ODBC connector B 3aBucumoctu ot Bepcuu bJ] MySQL yka3zana B COOTBETCTBYIOIIEH
JOKyMeHTaIuu pa3padorunka b/l
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BHUMAHME! IIpu noxxmoueHuun k Oa3e naHHbix Oracle HEOOXOAMMO 3aperucTpupoBaTh

oubmmorexy OraOLEDBI11.dll. /{51 5TOTO HY>KHO 3aliTH B KAQTaJIOT ¢ YCTAHOBJICHHOM 0a30i TaHHOM, HAUTH
nanky BIN, BeI3BaTh U3 Hee KOMaHAHYIO CTPOKY OT UMEHH aJIMHHUCTPATOPA U 3aMTyCTUTh KOMaH/Y:

regsvr32 OraOLEDB11.d11

[Tocne gero TpeOyeTcs nepe3arpy3uTh KOMIIBIOTED.
HetictBusg no ycranoBke [IK AvPCM:

1) zamyctuth ¢ auctpuOyruBa nporpammy AvPCMwEX setup.exe (32-paspsiaHas BepcHsi) HIU
AVPCMWEX_setup64.exe (64-pa3psiinas Bepcus).

Jnist 3armycka mporpaMMbl BOCTIONIB3YHTECh IMYHKTOM «BBIMOIHUTEY B OCHOBHOM MeHI0 Windows
«[lyck», mubo caemaiiTe 3TO C IOMOIIBI0 BO3MOXHOCTEH CTaHAApPTHOrO mpwiokeHus Windows
«ITpoBOTHUKY.

B Hayane ycTaHOBKM BBIBOAMTCS CTaHIAPTHOE OKHO C HH(OpMAIMEed O MpeanojaraeMoM K
YCTaHOBKE MPOrpaMMHOM obecriedenuu (cM. PucyHok 2. 3actaBka Havana uHctauisiiun [IK AvPCM).

2) B cuenyromem okue ycranoBku I[IK AvPCM oroapuBarOTCsl yCIOBHS JIUIIEH3HOHHOTO
cornameHus. Jins mpoaoSKeHHsl HPOLEeAypbl MHCTAUISILUN HAAO0 IHPHUHITH YCIOBUS JIMLEH3UMOHHOTO
COIVIAlIEHUS] U HaXaTb KHONKY «Jlamee». Ecimum Bbl HE COrJacHbl C YCIOBUSIMU JIMLEH3MOHHOIO
COIJIALIEHUS], HAKMUTE KHONKY «OTMEHa» ISl BBIX0/1a U3 IPOIPaMMBI.

3) OmpenenuTh OCHOBHYIO MAIKY, B KOTOPOH OYAYT pacIioIOKEeHbI YCTaHABINBAEMbIC KOMIIOHEHTHI
(cm. Pucynok 8. Beibop nanky ycranoBku nporpammbl AVPCMHSM).

ﬁ_%! ¥eranoeka — lMepconaneHblid meHegwep ceptudmkatos Asect —

Boibop nankm yCTaHoBKA

B KaKkyH Nanky Bl XOTMTE YCTAHOEMTE [EPCOHANEHEIA MEHEQHED
CEPTUDMKATOE ABECT?

MporpaMma yeTaHoBuT MepcoHansHeIM MEHEQWED CEPTMMKETOE ABECT B
CNESYHOWLYHD NEnKy.

HammmTe «flanees, 4Tobbl NPoAOMHMTE. Ecni Bel X0THTE BoIBPaATE APYTYHD NaNKY,
HawmMuTe «06030ps.

|C: ‘\Program Files (x86)\Avest\AvPCMHSM Ofzop...

TpebyeTon Kak MuHUMyM 28,2 ME ceobogHoro AMCKOBOro NpOCTPEHCTES.

Pucynoxk 8. Beibop nanky ycranoBku nporpammbsl AVPCMHSM

4) Onpenenuts T ycranoBku [IK AVPCM. B okHe «Bbi00p KOMIIOHEHTOB)» TpeOyeTCsl BHIOpATh
13 BCTPOCHHOTO CIHMCKA TUT XPaHWIIKIIA IMYHBIX Kitoueit AvBign u ceprudukaros (b MySQL nuto B/
Oracle), u Haxxatb kHOMKY «J/lamee» (cM. PucyHok 9. Be1OOp KOMIIOHEHTOB).
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ﬁl ¥cranoeka — [NepcoHaneHblAd MeHegKep cepTigmkaTtos Asect —

Boibop KOMNOHEHTOB
KakKe KOMNOHEHTEI A0MT#HEl DbITh YCTaHOBNEHE!?

BbibEpUTE KOMNOHEHTLI, KOTOPLIE Bbl XOTHTE YCTAHOBWTL; CHHMMTE INEHn C
KOMMOHEHTOE, YCTaHABMMBATL KOTOPkIE HE TpelyeTcA, HammuTe «flanees, korna
Bbl GyAETe roToBLI MPOACTHHTE.

KPEHHUMNLLE NMMYHEIX KIKYER 1,2 MG
(D) AvHSM 0,8 M5
L. (@) AvBign 1,2 MG

¥paHUNUWE cepTUdMKaToE 2,2Mb
D ¥patunmwe g AvHSM/AvBign
() daiinoBoe ¥paHURMLLE 0,1 MB
o (C) ¥paHunuwe & peecTpe

(O] {paHunuwLe B ceTesoi baze MyS0L
‘o (C) ¥panunuiLe B ceTesol Base Crade 2,2MB

Tekywmit Beibop TpebyeT He Menee 31,6 MO Ha amcke.

Pucynoxk 9. Bei6op KOMIOHEHTOB

5) Crenyromasi CTpaHMIla MacTepa YCTAaHOBKM MPOUH(DOPMHUPYET O TOM, 4YTO BCE TOTOBO K
ycranoBke [IK AvPCM, a B okHe mapaMeTpoB YCTaHOBKU OynyT yka3aHbl: IyThb K MecTy XpaHeHus I1K
AvVvPCM Ha KoMIbIOTEPE, TUIl YCTAHOBKH, BbIOpaHHBIE KOMIOHEHTHI. J{1s ycranoBku I1IK AvPCM 3xech
HaJI0 Ha)XKaTh KHOMKY «Y cTaHOBUTHY (cM. Pucynok 10. [TapameTpbl yCTaHOBKU MPOTPAMMBI).

f['_,-?-r' Ycranoeka — [NepcoHaneHbll MeHef#ep cepTudukaTos Asect  —

BcE roToBo K yCTaHOBKE
MporpamMMa yCTaHOBKM MOTOES HEYSTE YCTEAHOBKY MEPCOHENEHEIR MEHEMED
CEPTMDHKATOE ABECT Ha Ball KOMMbIOTER,

HammMuTe «¥CTaHoBHTL =, yTobk NPOACITHNTE, MAK <Hazan =, ecnu Bkl XOTHTE
NpoCMOTRETE MAWM MZMEHWMTE ONLWAM YCTaHOEKK.

Manka ycTaHoBKK:
C:\Program Files (x86) WAvest\AwvPCMHSM

TuN YCTaHOBKM:
AvHSM

BiiBpaHHEIE KOMNOHEHTGI:]
XPEHUAMLLE MMYHBIX KAKDYER
AvBign
XPEHUNMLLE CEPTUDMKSETOE
¥paHMNMLLE B ceTeBol baze MySOL

< Hazan YcTaHoBMTE OTmena

Pucynok 10. [TapaMeTpsl YCTaHOBKH MPOTPAMMBI

I[IK AvPCM mnpousBener pacnakoBKy U KomupoBaHHe (ailioB mporpaMMHOro obecriedeHus. B
MPOLIECCE YCTAHOBKU CJIEyeT IMPOU3BECTH HACTPOIIKY CETEBOT0 JOCTyIa K 0a3e JaHHBIX CIIPABOUYHUKOB
ceprudukatoB (cM. [Ipunokenue 4. HacTpoiika ceTeBOTro MOAKIIOUEHHS K 0a3e TaHHBIX).

[Ipouecc ycranoBku [IK AvPCM 3aBepiieH.
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[Tocne 3aBepiieHUss MPOrpaMMbl YCTaHOBKH pasfen «lIporpammei» B ocHoBHOM MeHio Windows
«[Tyck» Oyzmer 1OMOIHEH MOApPa3aeioM «ABECT», KOTOPBIH BKIIOYAET B ceOs CIIEAYIOINE TyHKTHI:
— «llepcoHanbHbIil MEHEKEp cCePTUHUKATOB ABECTY;
— «Co3znars 3anpoc Ha cepTuduKar,
—  «/Mmopt cepTUHHUKATOBY;
— «llepconanbubiii MeHemKeEp cepTurKaTOB (PyKOBOICTBO MOIB30BATENSA)Y.

Ha pabouem crone mOSBUTCS SIpABIK Juisi ObicTporo 3amycka «llepcoHanbHBIA MEHEIKEP
cepTu(uKaToB ABeCT».

HpnMeanne. B 3aBuCHMOCTH OT KOMIIJIEKTa IOCTABKYU HA3BaHUE ITAIIKU B MEHIO ((HYCK)) U Ha3BaHHUC
sApJibIKa Ha pa60qu CTOJIC MOT'YT OTJIMYATBHCA.

4.4. YcraHoBka ¢ yctpoiictBom AVHSM-Bign u ceteBoit B/]

BHUMAHME! Ilepen ycranoBkoit 64-paspsanoit Bepcuu I[IK AVPCM c cereBoit b/ MySQL
HYXHO yctaHoBuTh Mysql-connector-odbc-8.0.X-winx64.msi.

Jlnst pabotet ODBC connector o6s3atenbha ycranoBka Bepcuu Microsoft NET Bepcuu 4.2 u Bbile,
a taoke Microsoft Visual C++ 2015 Redistributable (x64) IToapoGuast wHdopmMalus Mo yctaHOBKe 64-
ournoro MySQL ODBC connector B 3aBucumoctu ot Bepcuu bJI MySQL yka3zana B cooTBeTCTBYIOLICH
JOKYMeHTaluu pazpadorunka b/I.

BHUMAHME! Ilepen ycranoBkoit AvPCM c¢ wucnons3oBanuem ycrpoiictBa AvHSM-Bign,
00ECTIeYNBAOIIETO HCIIOJIb30BAaHUE aIlMapaTHOH pealn3alud KpUNTOrpauYeckux alrOpUTMOB B
cootBercTBUH ¢ nHTEphericom PKCS#11, nyxHo yoeautscs, uto ycrpoiictBo AVHSM-Bign noakioyeHo
py TOMOIIM ceTeBoro coenuHeHust Ethernet m HaxomuTcs ¢ TOH K€ TMOJCETH, YTO M KOMIIBIOTED
nonb3oBarenss AVPCM.

BHUMAHMUME! Ilpu noaxmtoueHnn K ©Oa3e manHbix Oracle HE0OXOAMMO 3aperucTpupoOBaTH
6ubmmoreky OraOLEDB11.dll. [ns1 3TOro Hy»HO 3aiiTH B MaIKy ¢ YCTAaHOBJICHHOHN 0a30i1 TaHHBIX, HAUTH
nanky BIN, BeI3BaTh U3 Hee KOMaHAHYIO CTPOKY OT IMEHHU aIMUHICTPATOpA U 3aITyCTUTh KOMaH/Y:

regsvr32 OraOLEDB11.d11

[Mocre yero Tpebyercs mepe3arpy3uTh KOMIIBIOTED.

Heiictust no ycranoske 11K AvPCM:

mpoleiypa yCTAaHOBKH IMPOTpaMMbl C HCIOJb30BaHHEM ycTpoiictBa AvHSM-Bign anamorunuyna
npoIieIype, OMUcanHoM B 11. 4.3 YcTaHOBKA C UCIIOJIb30BaHUEeM ycTpoiicTBa AVBign u ceresoii BJ]. Onnako
JUIS TAHHOTO BHJIa YCTAHOBKU B OKHE «BBIOOpP KOMIOHEHTOB» TpeOyeTcs BHIOPATh MYHKT «XPaHMIHUIIE
JUYHBIX Kitouein» — «AVHSM» (cm. Pucynok 11. Beibop kommonenTa AVHSM).
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ﬁ ¥eranoeka — MNepcoHanedeli menenkep cepTudnkatos Asect —

Buibop KomnoweHToB
KaKKe KOMNOHEHTEI AOMHHE BBITE YCTEHOBNEHE!?

BLIDEQMTE KOMOOHEHTLI, KOTOPLIE Bbl XOTUTE YCTAHOBWMTE] CHAMMTE INaMKkmM C
KOMMNOHEHTOE, YCTAHAENMEATE KOTOPEIE HE TpelyeToA, HammuTe «lanses, Koraa
Bkl ByAeTe roToBLl NPOACMTHHTD.

XPEHUNMLLE MAYHBI KNKOYER 0,8 Ma
WO AvHSM 0,8 MA
- () AvBign 1,2 MG

¥pPEHUNMLWE CEPTUDMKETOE 2,2Mb
O ¥paHunuwe 6 AvHSM/AvBign
- () ©aiinosoe XpaHUmwe 0,1Ma
- () XpaHUnuLLE B peecTpe
- (@) ¥paHunuwLe B ceTeBoii Haze MySQL 2,2MbB
- () ¥parmnuwe B ceTesoil Dase COrade 2,2Mb

TeKyILWA Bbibop TpebyeT He meHee 31,2 MB Ha auoke.,

Pucynok 11. Beibop xommnonenra AvHSM

B crneayromemM OkHe HY)XHO yKa3aTh MapaMeTphl MOAKIOYEHHs K ycTpoictBy AVHSM-Bign.
Heo6xoaumo ykazate IP-aapec yerpoiictBa, TCP/IP mopt, a Takke uaeHTH()UKATOP BHYTPEHHETO CI0Ta
AVHSM-Bign (cm. Pucynok 12. Hacrpoiika noakimtodenust K AVHSM).

ﬁ_%l Y¥craHoeka — MNepcoHanbHbld MeHegkep cepTudgukaros Asect —

Hacrpoitka nogxmouyennn K AvHSM

MoaNYACTa 3EN0NHKTE NEpaMETPRI MOAKAKDYEHWA K AvHSM

IP anpec ycTpoRcTEa AvHSM:
|1n.u.n.1nnl |

TCF/IP nopT:
| 10016 |

MoeHTudmKaTop BHYTpeHHero cnoTa AvHSM:

[ |

Pucynok 12. Hactpoiika noaxmodenust K AVHSM

Crnenyromniasi cTpaHuila MacTepa YCTAaHOBKU MPOMH(POPMUPYET O TOM, YTO BCE TOTOBO K YCTaHOBKE
I[IK AvPCM, a B okHE mapaMeTpOB YCTAaHOBKH OyayT yKa3aHbl: myTh K MecTy xpaneHus [IK AvPCM nHa
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KOMITbIOTEPE, TUIT YCTAaHOBKH, BBIOpaHHBIC KOMITOHEHTHI. /{151 ycranoBku [IK AvPCM 31eck Hamo HaXxaTh
KHOTIKY «Y cTaHoBHTB» (cM. Pucynok 10. [TapameTpbl ycTaHOBKH MPOrPaMMBI).

I[IK AvPCM mnpousBefieT pacrnakoBKy M KomupoBaHue (ailyioB mporpamMmHoro obecrieueHusi. B
IPOLIECCE YCTAHOBKH CIEAYET IPOU3BECTH HACTPOIKY CETEBOTrO JOCTyHa K 0a3e JaHHBIX CIPAaBOYHUKOB
ceprudukato (cM. [Ipunoxkenue 4. Hactpoiika ceTeBoro nmoakio4eHus K 0ase JaHHbIX).

[Iponecc ycranoBku [IK AvPCM 3aBepiiieH.

[Tocne 3aBepiieHUss MPOrpaMMbl YCTaHOBKH pasaen «lIporpammei» B ocHoBHOM MeHio Windows
«Ilyck» Oyzmer AOMOJIHEH MOoIpa3aesioM «ABECT», KOTOPBIM BKIIOYAET B ceOs CIeIYIOIINE MTYHKTHI:
— «llepcoHanbHbIl MEHEIKEP CEPTUPUKATOB ABECTY,
— «Coznarp 3anpoc Ha cepThdUKATY,
— «MMmmnopr ceptuduxaToBy;
— «llepconanbhbiii MeHemKEp cepTUHKaTOB (PyKOBOACTBO MOIB30BATENS ).

Ha pabouem crone mnosiBUTCS sIpibIKk Juisi ObicTporo 3amycka «llepcoHanbHBI MeEHEmIKEp
cepTudukaToB ABeCT».

HpnMeanne. B 3aBuCHMOCTH OT KOMIIJIEKTa OCTABKU HA3BaHUE ITAIIKK B MEHIO ((HYCK)) W Ha3BaHHC
sApJibIKa Ha pa60qu CTOJIC MOT'YT OTJIMYATBHCA.

4.5. YcranoBka ¢ ycrporictBom AvBign/AvVHSM-Bign u ¢ daiinoBoii 6a30ii qaHHBIX (C
0a3oli TaHHBIX B peecTpe, ¢ Xpanunuiiem ceprudukaros B AvBign/AvHSM-Bign)

VYcranoska [IK AvPCM c aitnoBoii 0a30i JaHHBIX, 02301 JaHHBIX CEPTHU(PHUKATOB B CUCTEMHOM
peectpe Windows u ¢ xpanmnuiiem ceptudukatoB B AVHSM/AvBIgN mnpou3BoANTCS aHAIOTHYHO
YCTaHOBKE ¢ CeTeBOM 0a30ii maHHbIX (cM. 1. 4.1 YcranoBka ¢ ceteBoit bJ1), ycTaHOBKE ¢ HCITOJIb30BaHHUEM
YCTpOICTBa MpOrpaMMHO-aNIapaTHOro XpaHeHuss umHpopmauuu AvBign u cereBoit B/l (cm. m. 4.3
VcraHOBKa ¢ HCMonb3oBaHueM ycTpoictBa AvVBign u cereoit BJI), ycraHOBKEe ¢ HCIOIBb30BaHUEM
YCTpOIicTBa POrpaMMHO-annapaTHoro xpanenus nadopmarun AVHSM-Bign u ceresoii B/I (cm. 1. 4.4
YcranoBka ¢ ycrporictBom AVHSM-Bign u ceteBoii b/]). OnHako otinuaercs TeM, 9To B OkHe «Bbibop
KOMITOHEHTOB» TpebyeTcsi ykazaTth He baszy naHHbIX, a «®DailioBoe XpaHWIHIIEY, TUO00 «XpaHUJIHILE B
peectpey, 6o «Xpanumuine B AVHSM/AvBIign» (cm. Pucyrok 9. BeiOop KOMIOHEHTOB).

BHUMAHME! Eciu B mporiecce yCTaHOBKHM OBLIO BEIOPaHO XPaHWIIHIIE IMYHBIX Kitoueld B AVHSM
(AvBign) u xpanunumie ceprudpukaroB B AVHSM/AVBIgN, u kitoun, U cepTUPHUKATBI OyIyT XPaHUTHCS
BO BHYTpEHHEM XpaHuiuine ycrpoiictea AVHSM-Bign (AvBign).

IIpumeuanue. B 3aBUcHMOCTH OT KOMIUJIEKTa IOCTaBKHM Ha3BaHue NManku B MeHIo «I1yck» 1 Ha3BaHue
ApJIbIKa Ha pab0YeM CTOJI€ MOTYT OTJIIMYAThCA.
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5. BAITYCK ITPOI'PAMMBI

5.1. 3amyck nporpaMMbl, HACTPOEHHOM HA UCTIOIB30BaHUE KPUIITOIIPOBaiiiepa

3anyck IIK AvPCM, HacTpO€HHOro Ha UCHOJIB30BAHUE OJHOIO W3 KPUITONPOBAKUIEPOB
(xpunrroripoBaiinep AVCSP, AVCSPBEL, AVCSPBIGN), MoXeT IpOU3BOAUTRCS 2-MsI CIIOCOOAMHU:
e u3 ocHoBHoro meHto Windows: «Ilyck» — «IIporpammbry — «ABecT» — «llepcoHanbHbIi
MeHeKep cepTu(HUKaToB ABECT»;
e IIEJNKHYB 1O sApIbIKy «llepcoHanbHbIil MeHemKep cepTUuPUKATOB ABECT», HAXOAIIEeMCs Ha
BamieM PaGodeM cTosie mocse HHCTaIALUH.

IMpumeyanue. B 3aBUCUMOCTH OT KOMIUIEKTAa TOCTABKM Ha3BaHUE Nanku B MeHIO «llyck» u Ha3BaHue
SpJBIKA HA paboYeM CTOJIC MOTYT OTIHYAThCSI.

Bxon B CUCTEMY OCYIICCTBIIACTCA YEPE3 aBTOPU3ANIO ITOJIb30BATCIIA, JIS TOI'O B OKHE aBTOPpU3allUU
Hajg0 BLI6paTI> I/II[GHTI/I(bI/IKaTOp KIIFOYECBOI'O KOHTeﬁHepa, COOTBCTCTBYIOH_II/Iﬁ JIMYHOMY  KIIIO1Y
IMOJIB30BATEJIA, ITOCJIC YE€Tr0 BBECTHU I1APOJIb JOCTYIIA K HEMY (CM. PI/ICYHOK 13. ABTOpI/I3aI_II/I$I HOHLSOB&TCJ’IH).

li'ﬂ MeHeasep cepTHQUKATOE - BETOPW3ALNA NONBZ0EATENA EI@

BrifSepuTe CEpTHRMKAT 417 SETOPUSALMM

M ABHTHDMEATOR KAKYEEOrD KOHTEM...  CepTuduraT Cpok AeHCTEMA AWYHOMD KKYa [cepTHduEaTa]
000 "TunoeanA opraHdsauEa’_ 1. 000 "TunoganA opranusa.. o 18022013 1324193n017.02.2015 23:55:59

Bolmi B cHoTemMY G283 AETOPMSALLMM (] x OTreHa

He Bpibpand cepTwdvKaT 4nA aETOPH3ALIAR

Pucynok 13. ABropu3aius OIb30BaTENs

5.2. 3amyck nmporpamMmbl, HACTPOCHHOH Ha HCIOJIb30BaHKE ycTpoiicTBa AvBign

Bxon B cucTeMy OCyIIECTBISETCS YEPE3 aBTOpU3ALUIO Ioab30BaTeld. i atoro nociue 3amycka I1K
AVPCM c sapnbika Ha pabouem cToje, uiu yepe3 MeHIo «I1yck» B mosIBUBIIEMCS] OKHE HaJI0 BBECTH MapoJib
K ycrporictBy AvBign (cm. Pucynok 14. BBoa mapoiist k ycrpoiictBy AvBign).
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[ WaeHtudmkauna (AVEST-SYSTEMS AvBign 0) — @1
Toker
Cror 0 [4VEST BIGN KEY) -
Fin

ol |  Canesl

Pucynok 14. Beog mapoinst k yctpoiictBy AvBign

Jlanee Hago BBIOpATh MISHTH(PHUKATOP KIHOYEBOTO KOHTEiHepa, HaxaTth OK M BBHIMONIHUTH BXOJ B
cuctemy (cMm. Pucynok 15. Beibop aktuBHOIO ceprudukara).

= BoiGop aKTMBHOTO cepTUbMKaTa =B -
BrifepiTe aKTHEHEIN CEpTHEPMHEST
CepTidpugar Cpok gEfCTEMA CERTHpUKATA
@%D.&D "WHeecT" c16.10.2014 12:21:07 no 15.10.2016 23:...
[ Bomu & cucTemy fes SETOPMSALMHA ‘ .‘/ ok, ‘ | x OTMEHa |

Pucynoxk 15. Bri6op akTHBHOTO cepTHU(UKATA

5.3. 3amyck nmporpamMmbl, HACTPOCHHOM Ha HCIOJIb30BaHue ycrpoiictBa AVHSM-Bign

Bxon B cucreMy OCyIIECTBIISIETCSI UEPE3 aBTOPU3ALUIO Mojb3oBaTensd. /st aToro nmocne 3amycka
[lepcoHanbHOrO MEeHeIKepa cepTUPHUKATOB ABECT C spibIKa Ha paboueM cToiie, Uiy yepes MeHro «Ilyck»
B TIOSIBUBILIEMCSI OKHE HaJI0 BBECTHU TapoJib K ycrpoiictey AVHSM-Bign (cm. Pucynok 16. Beoa mapoist k
BHYTpEHHEMY clloTy ycrpoiictBa AVHSM-Bign).
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r 2 B
WMacHuduxaunn (AvHSM-BIGN v2.6.2.6836 2) [
Toker
Chnor 2 [test2] -
Fir
'."'-"l
[ ok | [ conesl |
|
e

Pucynok 16. BBox mapoiisi kK BHyTpeHHEMY clIoTy ycTpoiictBa AVHSM-Bign

Jlanee HY>XHO BBIOpaTh WACHTHU(PHUKATOP KIFOYEBOTO KOHTEWHHEepa, HaxkaTh OK ¥ BHIIOJIHHUTH BXOJ B
cuctemy (cMm. Pucynok 17. Beibop akTuBHOIO ceptudukara).

= BoiGop aKTMBHOTO cepTUbMKaTa =B -
BrifepiTe aKTHEHEIN CEpTHEPMHEST
CepTidpugar Cpok gEfCTEMA CERTHpUKATA
@%D.&D "WHEecT" c1B.10.20014 12:21:07 no 15.10. 2016 23:
[ Bomu & cucTemy fes SETOPMSALMHA ‘ .‘/ ok, ‘ | x OTMEHa |

Pucynok 17. BeiOop akTuBHOrO cepTudukara
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6. PABOTA C [IPOTPAMMOU

6.1. Co3znanue 3anpoca Ha cepTudukar

6.1.1. Co3nanue 3anpoca Ha cepTUPHUKAT C UCMOIB30BaHUEM KpunTonpoBaiiaepa AvCSP

[Ipouenypa reHepanuyu HOBOM Maphl KIFOUYEH M CO3/IaHUS 3alpoca Ha CepTHQPHUKAT — ITO IepBas
poliie1ypa, KOTOPYIO HaJ0 BBITOJIHUTH NoJb3oBarento nocie nactawsinuu [IK AvPCM Ha komnbrotep.

E¢€ BbImoNHEHUE HYXHO JUIS TOTO, YTOOBI BIIOCIEICTBHH MOKHO ObUTO HMcmonb3oBath [IK AvPCM
IUIsL OTIIPABKH U TIpUEMa 3alIUIIEHHBIX U MOANMCAHHBIX COOOIICHUH B aBTOMAaTU3UPOBAHHON CHUCTEME.

Hapa KJIIOYEeH COCTOWUT M3: JMYHOIO KJII04a HOHHHCH/HIHd)DOBaHHSI (I[OCTYH K KOTOpOMY HMECT

TOJIBKO BJIaJCJICH U KOTOpHﬁ 6yz[eT IIOMCIICH Ha €0 HOCUTCIJIb KJII04YeH B AU CHHOM BI/II[G) H OTKPBITOI'O
KJIIO4a IIPOBCPKHU HOHHI/ICI/I/I_HI/Id)DOBaHI/IH (KOTOpHﬁ BIaACICH MOXKET CBO6OI[HO PacCIIpoCTpaHATbL BMECTC C

€ro KapTOYKOW OTKPBITOrO KIIF0Ya CPEU TEX, C KEM OH COOMPAETCS BECTU 3JICKTPOHHYIO MEPEIUCKY).
JlelicTBUS TIPH CO3J]AHMU 3aIpoca Ha cepTu(duKar:

1) BeiOpats u3 ocHoBHOro MeHro Windows: «Ilyck» — «lIporpammer» — ABect» —>
«IlepconanbHbBIi MeHEIKEDP cepTHPHUKATOB» —> «CO31aTh 3a1poc Ha CEPTUDHUKAT

nJIn

3armyctuth [IK AVPCM, menkuyB no sipasiky «llepconanbHbiil MeHemkep cepTudukaroB ABecT»,
HaxojsmeMcs Ha BaieM PaGodem crose (cwm. 1. 5.1 3amyck mporpaMMbl, HACTPOEHHOM Ha UCTIOIb30BaHNE
KpunTornpoBaiinepa). nst co3nanus 3anpoca Ha cepTU(UKAT aBTOPU3ALUIO MPOXOJUTh HEOOA3aTENbHO.
Ecnu nosiBUTCSt OKHO aBTOPU3AIlMH, MOKHO TIOCTaBUTH TaJIOYKy HAIIPOTHB MTyHKTa «BOHTH B cucTemy 6e3
aBTOpH3auun» 1 HaxxaTh «OK». B oTkpeIBIIEMCSI MEHEKEpE CEPTUPHUKATOB HY>KHO BBIOPATH ITYHKT MEHIO
«Coznats 3ampoc» — «IloaroroButs 3ampoc Ha ceptudukar (cM. Pucynok 18. 3amyck MacTtepa co3manus
3ampoca Ha cepTuuKar).

-:]] Menepxep ceptvdmkatos HE ABTOPUZWPOBAH

®avin Cosgatesanpoc Cepsnc Buag Cnpaexa

& I‘J &2 [MoaroToeuTs 3anpoc Ha ceptudukar

= (=] Wcnonssys gankbie ceprndukata (sanpoca)
v lJ =] Wcnonesya gasHeie NWYHOro cCepTHNKATA 1¢HKETH

E Ha obHoBneHne nnuHoro ceprundnikata
r—— i
v B T ARRAERT AR TR O T — -

Pucynok 18. 3anyck macTtepa co3maHus 3alipoca Ha cepTU(HUKAT

1) B mnosBuBIIEMCS OKHE MacTepa CO3JaHUs 3ampoca Ha CepTHU(HKAT BHIOpaTh IIAOIOH IS
coznmanus ceprudukara (cM. Pucynok 19. Beibop 1rabiona 1yist co3nanust cepruukara);
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MacTep cosaanma 3anpoca Ha cepTudukar X

BuGepuTe wa6noH ANY CO3AAHUA CEPTHUgUKATA

Cej o uua (HLUSY)
CERTUPUEAT DPMIMYECKOTD AWMU

< Hazan x OTrieHa

Pucynoxk 19. Bei6op mabmona i1t co31aHus cepTUUKaTa

2) B CJICIYIOIIEM THAIOTOBOM OKHE HAJ0 3a1aTh aTpHOyThI OYyIyIlero Biajeiblia ceprudukara,
BKJIFOUAeMbIe B 3ampoc Ha ceptudukar. Habop arpubyToB, UX copepKaHue U 0053aTeIbHOCTD 3a0JTHEHUS
OmpezessieTcsl HacTpoikamu KoHpurypanuu (mabigoHa cepTH(HKAaTa) W 3aBHCHT OT TOJUTHKA
NPUMEHEHHSI CePTH()UKATOB YIOCTOBEPSIOIIETO IIEHTPAa HHPPACTPYKTYPhI OTKPHITHIX KITIOUCH, a TAKKE OT
TUMAa cepTuduKata W ero mnpeaHa3HadeHus. I[IpuMep 3amoiHeHHs aTpUOYTOB sl cepTUHUKaTa
IOpUINYECKOTO Juia noka3zaH Ha Pucynok 20. 3amonHeHue aTpuOyTOB Biajenblia cepTH(HKATa Ha
npuMepe cepTrduKaTa OPHITYECKOTO JIHIIA.

MacTep cossanmnAa zanpoca Ha cepTudmukat (CepTudnKkaT KpHANYECKDrT Anua) *

CeoficTEa CEpTUhUKATa

HaMMEHOBEHME OPraHW3aLAM - ENANENbUA OTKPLITOrS KA., | 38KPEMOe SKuMoHEpHOE 06w ecTED "'TUNOBaA OpraH1sal

Kog cTpans: [BY

OfnacTe: |MuHckanA

HacenexHeii nyHkT: | r.MuHcK

Agpec: |yn. leHrpaneHan, 0.7

D fiwme gaHHEE

YYeTHbIi HoMep nnaTenswnka: | 100421537

MecTo pafioTel M AOMHRHOCTE: | FASEHEIN GYsrammep

MogpasaeneHie: | BYramepm9a

[laHHEIe 13 LOKYMEHTE, YAOCTOBEpAWErD MiaHocTe: (42105788 064PB3

Dammunma: |MEaHOES

1.0, |BaneHTiHa Netpoena

Mpoyee

AOpPEC 3NEKTPOHHON NouTol: | bestEtest by |

< Hazan x OTriena

Pucynoxk 20. 3anonnenue atpuOyToB Biaienbla cepTudukara Ha mpuMepe cepTuduKaTa IOpUITIECKOro
Jmna

B nanHOM mprMepe Hy»HO 3alOJIHHUTD CIEIYIOIIHE MOJIS:
e «HaumeHoBaHue opraHu3alM BIAJAENblA OTKPBITOTO KIOYa» — IIOJHOE HAaUMEHOBAHUE
OpraHu3aIlK, Ha UMsl KOTOPOM OyJeT BhINyIlEeH cepTudukar;
e «Kox crpanel» — [ABYXOYKBEHHBI MEXIYHApOIAHBIH KOJ CTpaHbl, B KOTOPOM
3aperucTpupoBaHa OPTaHU3aINs, B KOTOPOU paboTaet Oyaymuit Biaaenen cepTudukara;
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e «OOnacTh» — HAWMMEHOBAaHUE AIMHHHCTPATHBHO-TEPPUTOPUATBHON EIUHUIIBI JICICHUS
CTpaHbl, B KOTOPO 3aperucTpupoBaHa opranusalys Biajelblia cepTudukara;

e «HaceneHHBbII TyHKT)» — HANMEHOBAHNE HACETICHHOT'O ITYHKTA, B KOTOPOM 3aperucTpupOBaHa
OpraHm3ais, B KOTOpoil paboTtaeT Oynymuii BIaaemner cepTudukara;

o «Anpec» — IOPUAMYECKUI agpec OpraHu3aliy, B KOTOpoi paboraer Oynymuil Biaaemnen
cepTUdHKaTa;

e «Y4YeTHBII HOMEp IUIATENbIIUKAY) — YYETHBIM HOMEp IJ1aTenbinuka, npucBoeHubii MHC Pb
OpraHm3aIlyy, B KOTOpOi paboTtaeT Oynymuii Buaaener cepTudukara;

e «Mecto paboOThl U IOJKHOCTB» — MECTO pabOThl U JOJKHOCTD JIMIIA, OTBETCTBEHHOIO 3a
paboty ¢ KpunTorpapuuecKuMu KI04amu;

o «llogpa3nenenue» — HaMMEHOBAaHUE TMOApA3JEICHHUs, B KOTOpPOM paboTaeT IuIo,
OTBETCTBEHHOE 32 paboTy ¢ KpUNTOrpahpuuecKUMU KI0YaMu;

e «JlaHHBIC U3 JOKYMEHTA, YJIOCTOBEPSIONMIETO JINIHOCTE» — HICHTU(UKAIMOHHBIN (JIMIHBIH )
HOMep (HaHHBIE U3 JIOKYMEHTa, YJIOCTOBEPSIOLIEr0 JHYHOCTh: Taclopra, BHJA Ha
KUTEIBCTBO U T. JI.) JIUIa, OTBETCTBEHHOIO 3a paboTy ¢ KpUNTOrpahUIECKUMHU KIIOYaMH;

o «Damuus» — pamMIIHs JIMIA, OTBETCTBEHHOTO 32 padOTy C KpUNTOTrPAPHUSCKUMU KITFOYaMU;

o «M.0.» — UMA W OTYECTBO JIMIIA, OTBETCTBEHHOrO 3a paboTy C KpunrtorpadguuecKkuMu
KITIOYaMHU.

e «Azpec 3IEKTPOHHOM MOYTHI» — aapec dIEKTPOHHOM MOYTHI, IO KOTOPOMY MOXKHO Oyner
CBS3aThCS C QJMHHHCTPAIMCH OpraHW3allud WM COTPYJHUKAMH, OTBETCTBCHHBIMHU 3a
WCIOJIb30BaHNE  KIFOUYCH, TP BO3HUKHOBEHWUH TIPOOJIEM WM JUISl  TIOJMyYCHHS
JIOTIOJTHATEIBHBIX Pa3bsICHEHUH.

Buumanue: Otu aTpuOyThl B JaTbHEHIIIEM U3MEHATh HE PEKOMEHAyeTCs. B cBs3u ¢ 3TUM oOparaem
0coboe BHMMaHWE Ha TIIATEIHHOCTH BBIMOJHEHHs MEPBOI T'eHepaluy JUYHOTO KIFoYa U 3alOJIHEHUs
aTpuOyTOB MOJIH30BATEINS.

B cnyuae, ecu kakoe-1u0o0 1osie u3 00s3aTeNIbHBIX aTPUOYTOB HE 3aIOJTHEHO U ObllIa Ha)KaTa KHOIKA
«/lanee», To mporpamMma cooOIIHUT 00 OMIMOKE U MPEIIOKHUT 3aMOJTHUTh €r0 3HaYCHHUE.

3areM MOSABUTCA OKHO, B KOTOPOM OyJIeT yKa3aHO MPUMEHEHHE JIMYHOTO KJII0Ya MOJIb30BaTeNs (CM.
Pucynox 21. [[pumMeHeHHE TMYHOTO KITI0Ya).
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MacTep co3aaHMa 3anpoca Ha cepTuomkaT (CEpTUdMKAT HOPYAMYECKOTO NWLa) X

NMpuMeHeHue knwua

CraHaapTHOe NpUMEHEHWE KNoMa

Tonoro wipposaHue

| MoanuceiBaHue cnvcka otaeisa [CAL)
MoanuckiBaHWe CepTUPHKATOE
CornacoBaHue knoya
|Uupposanue ganHbIx
\Uupposanue knoya
HeaorpexaemocTe
Uupposaa noanuce

NononHHTEABHOE NPUMEHEHHE KNlo4a
Mposepka NOLAMHHOCTY KAMEHTS

Mpoyie A0NONHEHKS
B nakk KapTouku oTkpbmoro kmosa=1.21121.21.1.1.21.4

¢Hasan | Danee> | )€ Ormewa

Pucynok 21. [IpumeHeHre THYHOTO KITI0Ya

3) B creayromemM AMaIoroBOM OKHE CIIEAyeT OIPEACINTh CPOK JEUCTBHS cepTuduKaTa
nojib3oBatesst (cM. PucyHok 22. BBoj CpoKOB J€HCTBUS cepTU(HUKATa);

[To ymomuanuto BkitoueH (iaxok «Cpok ACHCTBUsA cepTu(dUKaTa 3aJaeTCs YAOCTOBEPSIOIIUM
LEHTPOM» U TIOJIS «IEHCTBUTENICH C» U «IEHCTBUTEINICH T10» 3aMOJIHEHBI 3HaUeHUSIMU «0».

Ecnu BBI X0THTE yKa3aTh APYTOM CPOK AEHCTBUS cepTUUKaTa, TO HAJO BRIKIIOUUTE (iakok «Cpok
neicTBUs cepTUdUKaTa 3a7aeTcs YAOCTOBEPSIOIIUM IEHTPOM» U BBECTH HYXKHBIN CPOK IEHCTBUSI.

Ecnu cpok aeiictBus cepTrdukata 3aaaercs Y 10CTOBEPSIONUIUM IIEHTPOM, TO JaTa Hadaia JeiHCTBUS
ceprudukara OyeT paBHa TEKyIIeMy BpeMeHU 00pabOTKH BaIlero 3ampoca B Y J0CTOBEPSIOINIEM LIEHTPE.

MacTep cozaanuna 3anpoca Ha cepTudmkat (CepTrduKaT puinyeckoro auua) @

Cpok aeicteuns

Cpok aeicTEMA CEPTURMKATA S4088T0A WOCTOESPAKIL M LEHTPON
Cpok 4efcTEMA CepTUdMKaTa
[edcTeuTeneH o 0:00:00 : (:00:00

HefcTErTensH No 0:00:00 : 0:00:00

l < Hazan ” Hanee » l ’x DTMBHa]

Pucynok 22. BBoja CpoKoB JeHCTBUS cepTU(hHKATA
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4) 3areM, B MOSIBUBILEMCS] OKHE, HAJI0 3a1aTh MMs KOHTEHEpa, B KOTOPBIA OyIeT IMOMEIeH Balll
JTUYHBIA Kt04 (cM. PucyHok 23. MHunmanu3anms HOCUTENs IMYHOTO KITF0Ya).

[To ymonuanuio mporpamma cO3JacT KOHTEHHEp JIMYHBIX Kitoue ¢ uMmenem «|HaummenoBanue
OpraHu3alMy BJIAJIEIbIA OTKPBITOTO KJIF0Ya] AT MM _IT 44 MM», TA€ «J_MM_IT Y4 MM)» — 3TO Bpems
TeHEepalluy KITIOUCH.

Buumanue: OOpariaeM BHUMaHHE Ha TO, YTO Ha 3TOM 3Talle 33JaeTCsi TOJBKO JIOTUYECKOE MM
KOHTEIiHepa, U OHO HUKaK HE CBSI3aHO C peabHbIMU (M3MUYECKUMHU ycTpoiicTBamu. PekomeHayeM He
MEHSTh UMS, 33]]JaBa€MO€ 110 YMOJIUYAHHUIO.

MacTep cozganma zanpoca Ha cepTudmkaT (CepTudmKaT pHanYeckore Anua) >

2! CozpaHWe OTKpPLITOrOo M CEKPETHOMD KAya

JanaiTe KA KDHTEHHEFIELJJJ'IFI norMeWeHM|a NMYHOra KnidYa.

MoK HEHATHW Ha kHoNkY "danee >" 84AYT CreHepMPOBaHE! KAKYK, THUHEIR KAKY GYneT
AOMEWEH HE HOCHTEME.

WA koHTERHEPS

JaKpEToe aKUMOHEpHOE 06WecTED T MNOE&A opraHdsaumra 02 02 23 12 47

BoTaEkTe HOCUTENE ANA NMYHOMD KAKYA NONES0EATENA M HEHMKTE "Hanee »"

Pucynok 23. Muunyanu3aiys HOCUTEIS JJUYHOTO KITtoUa

5) Jlns MHUIMATU3aMA KOHTEHHEpa JIMYHBIX KJIFOUCH B MOSBHBIIEMCS Jajiee TUaJOrOBOM OKHE
HY)XKHO BBIOpATh M3 CIIMCKa (PU3MUYECKUIT HOCUTENh KITFOYEH, Jlaee, B 3aBUCUMOCTH OT BBIOPAHHOTO THIIA
HOCHUTEIIS, BBECTH TMPEIBAPUTEIBHO 33aJaHHBIN NapOJh WM 337aTh B COOTBETCTBYIOIIUX TOJSIX MApOJh U
ero noATBepxkaeHue (cM. PucyHok 24. Beibop ¢pu3ndeckoro HOCUTENS JIMYHOTO KITF0Ya).
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B MeHepsuua vawLaib
| B Avest CSP Bel Pro - koHTElfiHEp MMUHBR KFOUET x

ANA MHALMANKZaLMA KoHTelRHepa (HoouTens) TpelyeTcA

I [1poEe YKA3aTE Naponk, KOTOPEIA OyOET MCNONL30EATECA ANA
WHDPOBEHHA Er0 COAEMMMMOro, OThena . |
M OOMMG KoHTelHep '
HocuTens ]

AvPass 5/M AVP5089990007 ¥

MA KOHTERHEPA

| 3aKpbIToe aKuMoHepHoe obwecTso _THUNosaA DpraHH3EIL|

Mapons
Mapone DOCTYNE K KOHTEAHEDY

CoznaHKe napel

< Hazan, Hanee > OTraeHa

Pucynok 24. Boi6op ¢pU3NUecKoro HOCUTENS JIMYHOTO KITF04a

6) s co3maHus JIMYHBIX KIOYEH Mporpamme TpeOyeTcss HEKOTOpPOe KOJIMYECTBO CITyYaiHBIX
JaHHBIX, TO3TOMY ITOIBUTAlTE KypCOPOM MBIIIY B IIPEIENIax MOSBUBILIETOCS OKHA J10 ITOJIHOT'O 3alI0JTHEHUS
noJockl nHAUKaIKH (cM. PucyHok 25. OxHo «CO0p citydailHbIX TaHHBIX).

<

%5 Avest CSP Bel Pro ==

Awest CSP tpefyeTcA HEKOTOPOE KOMMYECTEO CHYYEMHLDC
panHee. MNoxanyiicTa, NoaswraiTe Meilibio B Npenenax
3TOrD OKHA, NOKE MHAMKATOD HE SanonHUTCA.

MpéT chop cnydaiHeD OAHHBD. ..

Pucynok 25. Oxno «C0O0p ciay4JaiHbIX JaHHBIX)

Nudopmanust 0 TMIHOM KJTIOUYE XPAHUTCS Ha HOCHUTENE B KPUNTOKOHTEHHEpE B 3amruppoBaHHOM
Buze. [[ns qoctyna K KIFOYy TP €ro CO3/IaHMM HAJ0 yKa3aTh Mapoiib, KOTOPHIM B JalbHEWIeM Oyner
WCIIOIB30BaThCS JUIsl TOCTYIA K KIFOUy, HallpuMep, MPU BBIPAOOTKE JIEKTPOHHON HHU(PPOBON MOANUCH
nokymMeHTOB. [laponb nomkeH ObITh JJIMHOW HE MEHEee 8 CUMBOJIOB.

IIpumeyanus:

1. PaboTocnocobHOoCTh HOCUTeNeH iButton, eToken, iKey, ruToken, Acos3, MIFARE Std Card 4K
rapaHTUPYETCS TOJIBKO B PEKUME 00PaTHON COBMECTUMOCTH.

2. Tlockombky mist (yukimoHupoBaHus Hocutened iButton, eToken, iKey, ruToken, Aco0s3,
MIFARE Std Card 4K TtpeOyrorcs mpaiiBepbl CTOPOHHHX IPOU3BOJWTENCH, TOJHOIEHHAs padora ¢
JAHHBIMU YCTPOHMCTBAMU HE TapaHTUPYETC.
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3. Pabora nocureneii iButton, eToken, iKey, ruToken, Acos3, MIFARE Std Card 4K B pexume
Oo0paTHOW COBMECTHMOCTH ISl MOMET OCYIIECTBIISATECS TOJNBKO B  32-pa3psiiHOM  Bepcuu
kpunromnposaiinepa AvCSP. 64-pa3zpsanas Bepcust kpunromnposaiinepa AvCSP nogaepKuBaeT HOCUTENH
AvToken u AvPass.

4. Hocutenu JIMYHBIX KIIIOYEH HEKOTOPBIX Mpou3BoAMTeNei, Hanpumep, Aladdin eToken umerot mo
YMOJTYAHUIO JIMYHBIA TapoJib C BO3MOXXHOCTBIO allapaTHONM OJIOKUPOBKU JIOCTyHa K HOCHUTENIO
CpeICTBaMH CaMOT0 HOCHTEJS MOCJIe HEKOTOPOTO KOJMYECTBA MOMBITOK BBOJIA HEMPABUIIBHOTO MApOJIs
(cM. TOKyMEHTAlMIO MPOU3BOAUTENsI). B cuily 3TOro Bce KOHTEHHEPHl Ha JAHHBIX HOCHTENSX JHMYHBIX
KJIFOUeH MMEIOT OJMHAKOBBIN MapoJib, TAKOM ke, KaK MapoJib CaMOT0 HOCHUTENS, a KOJIMYECTBO MOIMBITOK
BBOJIa MMapOoJIsi Ha IOCTYI K KOHTEHHEPY OTpaHUYCHO MapaMeTpaMu HOCHTENS TIPU ero (OpMaTUPOBAHUH.

5. B ciywae yrpaThl JUYHOTO KIIOYa TOJIB30BATENS WM TMApoist AOCTyHa K HEMY, CIEIyeT
MIPOM3BECTH HOBYIO TPOIEAYPY T'C€HEpAIllMU IMaphl KIFOYEH TOTOMY, YTO BOCCTAHOBJICHHUE YTEPSHHOTO
JMYHOTO KITFOYa ¥ MapoJisi K HEMY HEBO3MOXKHO.

6. ITpu ucnonb3oBanuu Hocutesss AvToken B pesxkume AvToken strong mociie ceMu MOMBITOK BBOIA
HEMpPaBUJILHOTO TapoJis Ha JOCTYN K JIMYHBIM KJIIOYaM Ha HOCHUTEJE, MPOHCXOJUT aBTOMATUYECKOE
ylajaeHre KOHTeHHepa ¢ JIMYHBIMU KITF0OYaMH Ha HOCUTEJIE.

7. IIK AvPCM o6ecneunBaer pabOTy €O BCEMH THIIAMH HOCUTENEH KIIOYeH, KOTOpbIe
noaaepxuBaroT Kkpunronposaiaepsl AVCSP, AVCSPBEL, AvCSPBIG.

[Ipumeuanue:

3A0 «ABECT)» rapantupyer HaJexxHOE B3auMojeiictBue kpunromnposaiinepa AVCSPBEL ¢ HKU
AvPass u AvToken. Tlpu wucnons3oBanun HKW otnmuneix ot AvPass u AvToken pabora
kpunronposaiinepa AVCSPBEL ¢ nanasimu HKHW He rapanTtupyercs.

7) Ilocne atoro Oyaer chopMUpOBaHA KapTOYKAa OTKPBITOrO KIIOYa, KOTOPYK Tpedyercs
pacneuatath (cM. PucyHok 26. Kaprouka OTKpBHITOrO KITfoUa).
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KAPTOYKA OTKPHTOT'O KIIHYA
ToCYRapCTEBeHHOM CHCTEeMM YNPaBNeHMS OTKPMHTIHMK KIKYaMM OPOBEPKH
3nexTpoHHO-IMbpoBON nmoamucu PecnyGamku Benapyce

HamMeHOBAHHE OPTaHMBAUMKM - ENANENLUA OTKPHTONO KAKYA: IJSKpuTOE SKUMOHEDHOE
oomec: "

$.H.0.: TeTpoBHa

Kon crpaHs:
OBnacrs: Mk

Agpec: va. [

Obupe pauuue

AnTopuTM: CT5 34.101.45
Spayuenne OTKPHTOIO KINYa:

flognues Bnamensua o© 'C EImYal

KapToyxa ynocroBepewsa:

Pucynok 26. KapTouka OTKpBITOTrO Kito4ya

JlanpHeimme AeMCTBUS 3aBUCAT OT TOr0, KAKOW THI YCTAHOBKHU ITPOU3BOIMIICS.

Ecmu npu wmHCTa)UTAIMU ObUTa BBIOpaHa YCTaHOBKA C CETEBOM 0a30il JaHHBIX, TO MOXXHO HE
AKCHOPTHPOBATH TOJYYCHHBINM 3ampoc B (aiils, T.K. 3allpoC aBTOMATHYECKH TMOmNaaaeT B 0a3zy JaHHBIX
Y 10CTOBEPSIOLIETO IIEHTpA.

Ecnu npu nHcTanmsuuu Obuta BeIOpaHa ycTaHOBKA ¢ (aiiyioBoii 6a30i1 TaHHBIX, TO B OKHE «DKCIIOPT
3ampoca B ¢aiim» MacTepa CO3IaHus 3ampoca Ha cepTUUKAT HAJA0 BKIIOUUTH (PIIaKOK «IKCIIOPTHUPOBATH
3arpoc B (aiia» u ykaszats uMs (daiina (cMm. Pucyrok 27. CoxpaHeHue 3ampoca).

Wwms daiina MOXKHO BBECTH KakK BPYYHYIO, TaK U C MOMOIIbI0 KHONKH «O030p», AT TOro, YTOOBI
BBIOpaTh (hailsl ¢ UCTIONIB30BaHUEM CPENICTB MpocMoTpa (aitnoBoit cucremsr Microsoft Windows.

C nomoripto KHOTIKU «IIpocMOTp» MOKHO IPOCMOTPETH 3aIPOC, KOTOPBINA OyJeT 3KCIIOPTUPOBAH B
daiin.
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MacTep cozgaHwa 3anpoca Ha cepTUguEaT (CepTHQUEET KpUAMYECKOrD ANLa) >

] 3JkcnopT zanpoca B hain

SKCI'IEIF:IT CO308HHOrD 2anpoca

AKCNOPTHPOBATE 3anpoc B akin

Brntounme B fatin uenoyky ceprigukaros AU v cooteeTcTeyow My COC

Wram thalina: |E:'\F'ru:|gram Filez [«86)\AvesthinwPCM_noes\export. 3akpemoe aKLI.HEIHEpHD| | Dé=op...

MpocraaTp...

< Hazan Danes > x OTtaeHa

Pucynok 27. Coxpanenue 3amnpoca

B ¢unansHOM OKHE MacTep co3daHus 3arnpoca Ha cepTuduKaT HHPOPMHUPYET O TOM, UTO 3alpoc Ha
cepTuduKaT coznaH. /s okoHuaHus pabOThI ¢ MACTEPOM CEPTU(UKATOB HAJJ0 HAXKATh KHOIIKY «3aKpBITh.

CoznaHHBIN 3ampoc Ha cepTU(]UKAT, SIKCIOPTUPOBAHHBINA B (ailyl, U KapTOuKa OTKPBHITOrO KIIOYa,
yJIOCTOBEPEHHAsl YCTaHOBJIEHHBIM 00pa3oM, IEpefatoTcss B Y JOCTOBEPSIOIINI LIEHTP AJIs MOIy4EHUs Ha
UX OCHOBaHMHM CepTU(UKATA M0Ib30BATENS.

6.1.2. Co3nanue 3amnpoca Ha CepTU(PHUKAT ¢ UCIIOJIb30BaHUEM ycTpoiicTBa AvBign

[lepenq moaroToBko# 3ampoca ¢ HCHOIb30BaHUEM yCTpoicTBa AvBign, oOecreuynBaromero
HCIIOJIb30BaHUE allllapaTHOM pealn3allud KpUNTOrpauyecKux aJropuTMOB B COOTBETCTBUU C
untepdeiicom PKCS#11, nyxHo ybOenutbes, uro Ha I[IK monp3oBaTens ycTaHOBIEH paiiBep uis
ycrpoiictBa AvBign u ycrpoiictBo AvBign ycranosneno B USB-nopr.

JlelicTBUS MPH CO3]aHMU 3aIpoca Ha cepTU(UKaT:

1) BetOpath u3 ocHoBHOro Menio Windows: «Ilyck» — «IIporpammer» — ABect» —>
«[lepcoHanbHBIN MeHEeIKEp cepTHUKaTOB» —> «Co3AaTh 3ampoc Ha cepTudukar

nim

zanmyctuth [IK AVPCM, menkuyB 1o spasiky «llepcoHanbHbIil MeHekep cepTudUuKaToB ABECT,
HaxojdueMcs Ha BaiieM Pabouem crose (cm. 1. 5.2 3amyck nporpaMmbl, HACTPOSHHOM Ha HCIOJIb30BAHUE
ycrpoiictBa AvBign). Jlins co3manus 3ampoca Ha cepTU(HKAT aBTOPU3AIIUIO MPOXOIUTh HEOOS3aTEIbHO.
Ecnu mosiBUTCS OKHO aBTOPH3alMU MOXKHO ITOCTaBHUTh T'aJIOUKY HAIIPOTHB ITyHKTa «BoiiTh B cucremy 6e3
aBropu3anmm» 1 Haxats «OK». B oTKkphIBIIEMCSI MeHEKepe cepTH(HUKATOB HYKHO BEIOPATh IMTyHKT MEHIO
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«Co3nathb 3anpoc» — «IloaroroButs 3ampoc Ha ceptuduram (cM. PrucyHok 28. 3amyck Mactepa co3aaHusl
3ampoca Ha cepTuukar).

=) Menemxep ceptudrmkatos HE ABTOPVM3WPOBAH

®aiin Cosaate3anpoc Cepswc Bua Cnpasxa

& d &7 MNMoarorosute 3anpoc Ha cepTunkar
I [E Wcnonesys ganrisie ceprndmara (sanpoca)
v &l ;e L IpUKaTh

=l  Vicnonssys gaHHbie AWYHOTO CEPTURNKATE
I--:- ITTILA ~iLF & BITTIA 3T
13 AaTPHUYTHBIW CERTHDWKS

E Ha obrxoenenune nuuHoro ceprindurara
O e TaTe S ST T VT e - =

Pucynoxk 28. 3amyck macTepa co3maHus 3ampoca Ha CepTUPUKAT

2) B nosiBUBIIIEMCSI OKHE MacTepa CO3aHus 3anpoca Ha cepTu(HUKAT BHIOPATH I1a0JIOH [T CO3TaHUs
ceprudukara (cM. Pucynok 29. Beibop miabiiona st co3manus cepTudukara);

MacTep cosganna 3anpoeca Ha cepTudimkar X

BuGepuTe waGnoH ANg CO30aHWA CepTHdgMKaTa

CepTHdMES S 1
EBDTHQ:'HK&T HKPHAWYSCEOrd Nl a

Pucynok 29. Bri6op mabnona aj1st co3ganust cepTudukara

3) B clenyroIeM JHalOrOBOM OKHE HaI0 3a7aTh aTpHOyTHI OyIyIero Biajenblia ceprudukara,
BKJIIOYaeMblIe B 3arpoc Ha cepTudukar. Habop atpubyToB, X conepkaHue U 0053aTeIbHOCTh 3aIl0THEHUS
orpeJieNiAeTcsl HacTpoiikamMu KoH(urypauuu (1mmabioHa cepTudukata) M 3aBUCUT OT TOJUTHKU
PUMEHEHHS CEPTU(PHUKATOB yJOCTOBEPSIONIETO EHTPa HHAPACTPYKTYPBI OTKPBITHIX KIIIOUEH, a TakKe OT
TUNA cepTU(HUKaTa M ero npeaHa3HayeHusa. [Ipumep 3amonHeHHs aTpuOyTOB [uid cepTHdUKara
IOpUIMYecKoro Juia moka3zaH Ha Pucynok 30. 3amonHeHuwe aTpuOyTOB Bianenblia CepTH(HKATa Ha
npuMepe cepTU(HUKATa OPUIAIECKOTO JIUTIA.
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MacTep cozganna 3anpoca Ha cepTudumkart (CepTudukart ropugnyeckoro nuya) X

CeoficTBa cEpTUdUKaTa

HavmeHosaHue OpraHy3awy - Bnafenbla OTKPbITOro K. SGKDbITDB AR LHOHEPHOE DﬁLI.lBCTBD "Tunosan OpraHysal

Kop crpane: |BY

DfnacTe: |MuHckan

HaceneHHEIi nyHkT: | rMuHck

Anpec: |yn. LLeHTpanenan, 4.7

0 tiwme naHHbIE

YueTHeIit Homep nnaTensuka: | 100421537

MecTo pafioThl M ADMKHOCTL! | FASEHEIN Cyxramep

MoapazaeneHue: | Bysramrepua

[laHHRIE 13 AOKYMEHTE, YAOCTOBENAKLErD MvaHocTe: [4210573B054PE

®amnia; |MEaHOES

W.0.: |BaneHmiHa MNeTposHa

MNpouse

Aapec anekTpoHHON nouTsl: | test@itest by |

Pucynoxk 30. 3anonHeHue aTpuOyTOB Biiajeliblia cepTrdHKaTa Ha IpUMepe CepTUUKATA FOPUIUISCKOTO

JIMIa

B nannom IMPpUMEPC HYKHO 3aIIOJIHUTH CICAYIOIIUC I1OJIA:

«HanMeHoBaHMe opraHuzaluy BiaJenblia OTKPHITOTO KIIIOYa» — IOJHOE HAaUMEHOBaHUE
OpraHu3alK, Ha UMsl KOTOPOM OyZeT BhINyILEH cepTudukar;

«Kon crtpanbl» — JBYXOYKBEHHBIM MEXIYHAapOJIHBIM KOJ CTpaHbl, B KOTOpOM
3aperuCTPUPOBAHA OpPraHU3aIMsl, B KOTOPOU paboTaeT Oyaymuii Biaaener] ceprudukara;
«O06nacTp» — HAaUMEHOBAHHME AaJMHUHUCTPATUBHO-TEPPUTOPHAIBHON €IMHULIBI JAEJIEeHUs
CTpaHbl, B KOTOPOI 3aperucTpupoBaHa OpraHu3alys Biajelnblia cepTudukara;
«HaceneHHslil MyHKT» — HAUMEHOBAaHUE HACEJIIEHHOTO ITYHKTa, B KOTOPOM 3apETUCTPUPOBaHa
opraHu3zaiys, B KOTOpoil paboTaet Oyayuiuii Biuajaenel cepTudukara;

«Anpecy» — IOpUAMYECKHI aJpec OpraHMu3allid, B KOTOpoW paboraeT Oynayuiuii Biajaener
cepTUdHKaTa;

«Y4eTHBIN HOMEp IJIATENbIINKa» — YYETHBIM HOMep IulaTenbiunka, npucsoeHusii MHC Pb
OpraHu3al|y, B KOTOPoil pabotaeT Oynyumii Bnajaesnen cepTudukara;

«Mecto pabOTBl M JOKHOCTE» — MECTO PadOThl M JOJKHOCTH JIMIA, OTBETCTBEHHOI'O 3a
paboTy ¢ KpUNTOrpapUUECKUMH KIIOYaMu;

«[logpaznenenue» — HauMEHOBaHHE TIOJpa3/eieHUs, B KOTOpPOM paboTaer JHIIO,
OTBETCTBEHHOE 32 paboTy ¢ KpUNTOrpapUUECKUMHU KIII0OYaMHU;

«/laHHbIE U3 TOKYMEHTa, YJOCTOBEPSIOMIETO JIUUYHOCTD» — UACHTU(DUKAIIMOHHBIN (JINYHBIN)
HOMEp (JaHHbIE U3 JIOKYMEHTA, YJIOCTOBEPSIOLIEr0 JHMYHOCTh: Taclopra, BHJA Ha
KUTEJBCTBO U T. J1.) JINLIA, OTBETCTBEHHOTO 3a paboTy ¢ KpUNTOrpauuecKuMHU KII0YamH,
«Damunus» — paMuIIns JM1a, OTBETCTBEHHOTO 32 padOTy C KpUIITOTrpahUIECKUMHU KITFOYaMU;
«M.0.» — UM M OTYECTBO JIMIA, OTBETCTBEHHOTO 3a PabOTy C KpuUNTOrpaduyecKuMu
KJIFOUaMH.

«AJpec AIEeKTPOHHOU TMOYTHD» — AAPEC AIEKTPOHHON IMOUTHI, MO KOTOPOMY MOXKHO Oyzer
CBA3aTbCAd C aJMMHHUCTpAllMEd OpraHu3allid WM COTPYJHUKAMH, OTBETCTBEHHBIMHU 3a
UCTOJb30BAaHUE  KIIOYEH, TpW BO3SHMKHOBEHHMHM MpOOJEM WM JUIi  TOJY4YEeHHUs
JIOTIOJTHUTENBHBIX Pa3bsCHEHUM.
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Buumanmue: D1y aTpuOyThHI B TaNTbHEHIIEM H3MEHATh HE peKOMeHayeTcs1. B ¢Bsi3u ¢ 3TuM obpataem
ocoboe BHUMaHHE Ha TIIATCIBbHOCTh BBIIIOJIHCHUA HepBOI‘/JI TreHCpalr JMYHOI'O KJIr04Ya M 3allOJIHCHUSA
aTpuOyTOB MOJIb30BATEIS.

B ciyuae, eciu kakoe-1100 moJie U3 00s13aTeNbHBIX aTPHOYTOB HE 3aII0JTHEHO U OblIa Ha)KaTa KHOTIKA
«laneey», To mporpamma cooOIIUT 00 OMMOKE U TPEUIOKHUT 3AMOTHATH €r0 3HAUCHUE.

3arem MOSIBUTCS OKHO, B KOTOPOM OyIIET yKa3aHO MPUMEHEHHE JIMYHOTO KITF0Ya MOJb30BaTess (CM.
Pucynok 31. [IpuMeHeHHE IMYHOTO KITI0Ya).

MacTep CO34aHKA 3aNPOCa Ha CEPTUDMKAT (CEPTMOMKAT HIDUAMUYECKOTO NMUa) X

MpurexeHue knwwua

CrannaprHoe NpUvEHeHHe KMoYa

| Toneko WHPposaHHe
Nogrucesanue cnvcka otseiea [CAL)
NoanuckiBaHue CepTHRHKATOE
CornacoBaHue knoua
WuppoeaHe ganHex
Wupposarie kmoua
HeorperasmocTe
Uuepposan nognuce

JononHHTEAEHOE NPUMEHEHWE KAIO4a
Mpoespka NOAAMHHOCTM KAHEHTS

MNpowie gononHeHuA
B nark kapToskd oTkpemoro kmova=1.21121.21.1.1.21.4

< Hasag | Hanee » | x Otmena

Pucynok 31. [IlpumeHeHrE TNYHOTO KITF0Ya

4) B cnenyromeM [IUajJoOroBOM OKHE CIEIyeT ONIpENeNuTh CpPOK JeicTBHsi cepTudukara
nojbp3oBatess (cMm. Pucynok 32. BBoj cpokoB JelCTBHs cepTudUKaTa).

[To ymomyanuto BkoueH Quaxkok «Cpok AeicTBusi cepTUdUKaTa 3aJaeTcs YAOCTOBEPSIONIUM
[EHTPOM» U TIOJIS «ICHCTBUTEIEH C» U «IEHCTBUTEIICH 110 3aITOJHEHBI 3HAaUCHUAMH «O».

Ecnu BbI X0THTE yKa3aTh APYroi CpoK AeHCTBUS cepTUuUKaTa, TO HaJ0 BRIKIIOUNTH (riakok «Cpok
NeNCTBUS cepTUu(dUKaATa 3aJaeTCsl YIOCTOBEPSIONIMM IIEHTPOM» U BBECTH HY)KHBIN CPOK JICHCTBHS.

Ecnu cpok neiictBust ceptudukara 3aaaercst Y 10CTOBEPSIONIUM LIEHTPOM, TO JlaTa Havasia AeWCTBUSL
cepTuduKaTa OyeT paBHa TEKYIIeMYy BpeMEHH 00paOOTKH BaIlIero 3ampoca B Y 10CTOBEPSIOIIEM LIEHTpE.
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MacTep cozgaHuA 3anpoca Ha cepTudukaT (CepTdMKaT opHANYECKOrT NMua) @
Cpok nefdcTe4A
/| Cpok afCcTEMA CERTHRMKETE Sa048TCA YWIOCT OBERARILLMM LEHTROR
Cpok AeRCTEMA CERTHRHKAT S
HelicTeWTeneH © 0:00:00 [:00:00
HeRcTEqTEAEH N0 0:00:00 : 0:00:00
| < Hazan | [ Hanee > l | x OTraeHa |

Pucynok 32. BBox cpokoB IeHCTBUS cepTHUHKATA

5) TTocne yka3aHusi CPOKOB JCHCTBHs cepTU(HUKATA B OKHE «ATPUOYTHI KITFOUCBOM MapbD» CICIYET
3aJaTh METKY KJIFOYa, AITOPUTM MEXaHU3Ma FeHepally Map KJIF0YEH 1 ITapaMeTpbl BBIOPAaHHOTO ajropuTMa
(cMm. Pucynok 33. ATprOyThI KIFOUSBOM Maphl).

MacTep cosgaHmna 3anpoca Ha cepTudrkaT (CepTMdKMKaT KpWAWYECKOrO NMUa) -
=l ATPMBYTH KNW4YeBoi naphl
MeTka knioua |Tecmsaﬂ opraHqzauma_20 10 14 10 34 |
I EXAHUSM FEHEPAUMM Nap KIYER | CTE 34.101 .45 W |
[ p— 11.21120.2.0.34.101.45.31 vl
| < Hazag | ‘ Hanee > | ‘ x DTME.'H-E|

Pucynok 33. ATpuOyTbl KITIOYEBOH Mapbl

[IporpamMma mpousBeeT 3aUCh JUYHOTO KIK04Ya BO BHYTPEHHIOIO NaMsTh ycTpoiictBa AvBign. [Tpu
3ToM Oyner copMHpOBaHA KapTOUYKa OTKPHITOrO KJOYa MOJYUHEHHOIO Y IOCTOBEPSIOILEro LEHTPA,
KOTOPYIO HYXHO pacreuaTarsb (cM. PucyHok 26. Kaprouka OTKpBITOrO KJIro4a).
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6) B cienyromem okHe «IKCIOPT 3anpoca B haiita» Hamo ykaszaTh uMs (aiiia ¥ manky, B KOTOPYIO
OyzeT coxpaHeH JaHHbIi 3ampoc (cM. Pucynok 27. CoxpaHeHue 3ampoca).

B sToM OkHe HanO BKIIOYHTH (QIIaKOK «DKCIOPTUPOBATH 3arpoc B ¢aiiny, ykazaTh ums ¢aitia, B
KOTOPOM OyJIeT COXpaHEH 3a1poc, U IIyTh K HEMY.

HaxaB Ha kHONKY «IIpOoCcMOTpP» MOXXHO YBHIIETh WH(GOPMAIIHIO, COACPIKALIYIOCS B CAMOM 3arpoce
Ha cepTu(uUKar.

7) B nocneHeM OKHE MacTep CO3JIaHMs 3arnpoca Ha cepTrudukaT HHGOPMHUPYET O TOM, YTO 3aIPOC
Ha ceprtudukar cosznmaH. J{ns okoHuUaHUS PAOOTHI C MAacTepoOM CEePTHU(PUKATOB HAJAO HAXKATh KHOIKY
«3aKpBITh».

6.1.3. Co3nmanue 3ampoca Ha cepTU(HUKAT ¢ ucnoiab3oBanuem AVHSM-Bign

[lepen co3maHueM 3ampoca ¢ ucmoib3oBaHueM ycrtpoiictBa AvHSM-Bign, obecrneunBaromiero
UCMOJIb30BaHUE AaMMapaTHOM pealn3aluu KpUNTOrpauyeckux aJIropuTMOB B COOTBETCTBUU C
untepdeiicom PKCS#11, HyxHO yoemuThcs, 4to ycTpoiictBo AVHSM-Bign noakirodeHo mpu moMoIu
cereBoro coenuneHus Ethernet u HaxoaUTHCS ¢ TOM e MOJCETH, YTO U KOMIIBIOTED MOJIb30BATEIS.

JleWicTBUS MIPH CO3/IaHUM 3arpoca Ha cepTH(UKAT aHAJTIOTUYHBI ACWCTBUSM, OMMMCAHHBIM B 1. 6.1.2
Co3nanue 3ampoca Ha cepTU(HKAT C UCIIOIb30BaHUEM ycTpoiictBa AvBign.

6.2. ®opmar 3ampoca Ha cepTudukaT B cOoTBeTCTBHH ¢ TpeOboBanusmMu CTh
34.101.78-2019

CTb 34.101.78-2019 onpenensier HOBBII Gopmar cepTUHHUKATOB NoIb30BaTeNel. B cooTBeTCTBHM C©
JaHHBIM CTaHAAPTOM YCTAHOBJIEH HOBBI HaOOp TMOJIeH, 3amoNHSAEMBIX B 3allpoce Ha TOJyYEeHUE
ceptudukar. OcHoBHbIMU cTOpoHaMu OK, KoTOpbIe BHIOMHSAIOT OANOTOBKY 3aIpoca Ha cepTU(UKAT B
MEHeKepe cepTU(UKATOB, SBISIIOTCS opuandeckue npeacrasurenu (nanee — FOII) u pusnyeckue nuna
(mamee — DJI).

6.2.1. dopmart 3anpoca Ha cepTUPHUKAT IOPUINIECKOTO PEACTABUTENSI B COOTBETCTBUH C
tpeboBanusimu CTh 34.101.78-2019

[Mpu co3manum 3ampoca Ha cepTU(UKAT IOPUIUYECKOTO TIPEACTABUTENST B COOTBETCTBHH C
tpeboBanusimMu CTh 34.101.78-2019 nyxHO 3anoaHUTH cienyrouue nois (cM. Pucynok 34. 3anonHeHue
aTprOyTOB B 3aMpoOce Ha CEPTUPHUKAT FOPUANICSCKOTO TPEICTABUTEIS):
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CsoicTBa cepTudmkara

D6wee A (ma 1 DaMUNUA Ha aHMIAICKDM A3BIKE);
damuma (Benopycokanpycckan dopmra damanim):
MoNHOE Ha3BaHUE OPraHU3aLIN:
Wms oTuecTso (Benopycokan/pycokas dopma):
MaoerTndukaLoHHER (MuHbi) Homep:
Koa crparsi:
HaceneHHeIA MyHKT:
ObnacTe:
COKPALLEHHOE HA3EEHWE OpraHM3aLym:
MogpazaensHue:
HomsHocT:
HMoeHTndHUKaTop oprasnsaLm;

MNpouee
Aapec 3NSKTPOHHDIA NOYTHI:

PexBM3IWTEI NNETEXHOr0 goKyMeHTa ob onnaTte yonyrm:

[ALEXEY IVANOV
IBAHOY/MBAHOB

;'Gﬁu.lecren C OrpaHH4YeHHON oTEETCTEEHHOCTRIO T ecToBan ‘31:
;AI'IHKEEH UNAN3IMIPABIY/ANEKCER BNAOMMWPORIY |
| PASBY-MP0312458 |
BY

a. Kateroku

\Bpectckas ofa., KameHeukuil p-H

;.DDU "Tectoeaa opraHuaauus’’

| OTABN WHPPOBBIX TEXHONOT Wi

| Ha4YanbHKUK oTaena

TAXBY-216831459

test@avest.org
/INFO:5N112358

(o X o

Pucynok 34. 3anonHenue atpruOyTOB B 3aNpoce Ha CEPTHU(PHUKAT IOPUAMIECKOTO MPEICTABUTENS

«Obwee ums (ums u pamunust Ha anenuickom szvike)» —uMs 1 pamunust FOIT Ha aHTITHICKOM s3bIKE
(xak B macniopte). ViMsi 1 pamMuIins 3amuChIBAIOTCS B BEPXHEM PETUCTPE, pa3IesIFOTCS MPoOeIoM.

«@amunus (benopycckas/pycckas gpopma gamuruu)y — 6enopycckas u pycckas Gopmbl haMuiInu
FOII. 3anuceiBatoTCs MPONMUCHBIMUA OYKBaMH U pa3fielieHbl HAKIIOHHOW 4epToi (Kak B macropre).

«llonnoe Haszeanue opearnusayuuy 3a1aCTCd IIOJHOC Ha3BaHHUC OpraHu3aluu,

KOTOPYIO
npencrasiset 011, B cooTBeTcTBUM € yIOCTOBEPEHUEM OpraHU3alUK.

«HMms omuecmeo (benopycckas/pycckas ¢opma)y — COACPKUT OETOPYCCKYIO U PYCCKYHO (hopmbl
UMEeHHM U, ecau umeercs, oTuectBa IOII. MM M oT4ecTBO pa3feisioTcsl MpoOesioM, 3aluChIBAIOTCS
MPONUCHBIMU OYKBaMH, (POPMBI pa3AesstoTcsi CHMBOJIOM */° (KakK B HacIopTe).

«HMoenmughuxayuonnwiii (muunsiil) Homep» — 3anaercs uaeHtuduxaonnsrii Homep IOI1. [lanHOE
TI0JI€ COIEPIKUT (CIIeBa HAIIPABO):

1. Tpu cumBosa Tuma Homepa: 'PAS’ — nomep macnopta win "PNO’ — nuuHbIil HOMeED,
2. IBa CHMBOJIa KOJIa CTPaHbI, B KOTOPOU 3apeTrUCTPUPOBAH MACIIOPT,

3. cumBOI *-’,

4. cUMBOJIBI HOMEDA.

«Koo cmpanwvly JIBYXOYKBEHHBI MEXKIYHAPOIHBIA KO (1ISO), B KoOTOpPO¥
3aperucTpupoBaHa opranusanus, koropyto npeacrasiset FOIL. [Ins Pb nonaraercs pasasim "BY”.

CTpaHbI
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«Hacenennwiii nynkmy» — yKa3pIBaeTCsl HACEJIIGHHBIN MYHKT: TOpo ('T.”), TOPOACKO# rmocenok ('T.1.”),
nepeBHst (*n.’) u zip.

«Obaacmby — yKa3bIBalOTCS HA3BaHUs 00J1acTH U paifoHa. JlaHHBINM aTpuOyT HE 3al0JIHAECTCS, €CIIU B
nosie «HaceneHHbI MyHKT» yKa3zaH o0iacTHOM 1eHTp. B arpulyre omyckaercs Ha3BaHuE pailoHa, €CIH B
nosie «HaceneHHblil MyHKT» yKa3aH pallOHHBIN LEHTP.

[lona «Hacenennwiti nynkm» u «Obnacmey 3alal0Tcid U3 IOPUAMYECKOTO aJipeca OpraHU3aliy,
koTopyto npezacrasiseT FOII, B COOTBETCTBUY C yAOCTOBEPEHUEM OpPTaHU3AIINH.

((COKdeL;@HHO@ HaszeaHue opcaHuzayuuy — 3aaa€TCsa COKpall€CHHOC Ha3BaHNUE OpraHru3aln, KOTOPYIO
npeaACTaBJIACT IOI1. COKpaH_[eHHOG Ha3BaHUC 3a1aC€TCA B COOTBETCTBHUH C YAOCTOBCPECHUEM OpraHU3aluu.

«lloopaszoenenue» — siBISETCS HEOOSI3aTEIBLHBIM IMApaMETPOM. 3aJacTCsl Ha3BaHUE MOJIpa3/eICHUs,
koTopoe npexacrasiseT FOI1, B COOTBETCTBHH C yIOCTOBEPCHUEM OpTaHU3aIUH.

«/onocnocmoy — 3apaercss pomwkHocTh HOII B opraHuzanuu, KOTOPYIO OH MpEACTaBIsET, B
COOTBETCTBHUH C YIOCTOBEPEHUEM OPraHU3ALINH.

«Hoenmughuxamop  opeanuzayuuy — 3a7aeTcs HISHTU(PUKATOP OpraHU3alUU, KOTOPYIO
npencrasiset FOI. JlanHoe mosie coepkuT (cieBa HapaBo):

1. Tpu cumBoua THNA HaeHTUGUKaTOpa. Pa3pemiaeTcs ucnonbp30BaTh TONbKO Kog "TAX® —
YUYETHBII HOMEp IUIaTeNbIINKA,

2.’BY’ — ko[ cTpaHbl, B KOTOPO 3aperucTpupoBaH UAeHTU(GUKaTop,

3. cumBona ’-’,

4. cuMBOJIBI HACHTU(UKATOPA.

«AOpec 3neKkmpoHHO nOYMbLy — aIpec SIEKTPOHHOM MOYTHI, 10 KOTOPOMY MOXKHO OYJET CBSI3aThCs
¢ FOII, nmpu BOZHUKHOBEHUH TTPOOJIEM HIIH JIJISl TIOTYUESHUSI IOTTOJIHUTEIbHBIX Pa3bsICHEHUH.

«Pexsuzumvl niamedcrno2o 0okymenma oo oniame yciyeu» — UHOOPMAIIMOHHAs CTPOKa, KOTOPYIO
Tpebyercs nepenars B Y1 Hanpumep, peKBU3UTHI MIATEKHOI0 JOKYMEHTA 00 oriaTe yCiIyru (Ipolecca).
WNudopmannoHHOH cTpoke 10ikeH mpeamectBoBats npedpukc /INFO: .

6.2.2. ®opmar 3ampoca Ha cepTuUKaT GU3NYECKOTO JHIA B COOTBETCTBUH C
tpeboBanusimu CTh 34.101.78-2019

ITpu co3nanum 3ampoca Ha ceptugukar PJI B coorBercTBuu ¢ Tpedboanusimu CTh 34.101.78-2019
HY)KHO 3aI0JTHUTE clieayromue moiist (cM. Pucynoxk 35. 3amonHeHne aTpuOyToOB B 3ampoce Ha cepTuduKaT
(bU3NYECKOTO JTUIIA).
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CeoicTBa cepTudgMKara

Ofwee uMa (MMa 1 GaMIANKMA Ha SHMNMACKOM A3BIKE): :ALEXEY IWVANDY
®aminia (Benopycoxkan/pycoxan dopa damniau): |IBAHOEMBAHOE
Wus oTyectso (Benopycokaspycokan dopra): |ANAKCEN YNALIIMIPABIYANEKCER ENAJUMUFOBMY .
MaeHTuduKaLonssE (maHsi) HomMep: :PASBH"-MPDH 2858

Koa crparst: |BY
Mpoyes -
Afapec sneKTpoHHoi nouTs!: | alex@avest org

PekEM3UTEl NNETEXHOrD AoKyMeHTa o onnaTte yonyri: | /INFO:SN112358

< Hasan X Orvena

Pucynoxk 35. 3amonHeHne aTpuOyTOB B 3apoce Ha CepTUPHUKAT (PUIUIECKOTO JIATIA
B 3ampoc mis @JI BrnroyaroTes 00s13aTeNnbHbIE 15 3a0THEHUS OIS
«Obwee ums (umsa u hamunus Ha aH2IULCKOM SA3bIKe)»,
«@amunus (benopycckas/pycckas popma gpamunuu)y,
«HMma omuecmeo (benopycckas/pycckasn gpopma)y,
«Hoenmughuxayuonnwlil (muuHwvlll) HoMep» *,
«Koo cmpanvly **,
«Aopec 31eKmpoHHOlU NOYUMbLY,
«Pexeusumul niamesicno2o 0okymenma 0o oniame yCuyu.

*«Hoenmugpuxayuonnwiti (Muunwvili) Homep» - B ceprudukarax PJI kpome HOMepa macmopra u
JUYHOTO HOMEpa MOXKeT TaKXKe MCIoib30BaTbess Homep |D-kaptel. B 3ToM ciiydyae Tum Homepa
obo3nauaercs kojxoM 'IDC’, nampumep: 'IDCBY-590082394654°. neHTUUKAITMOHHBI HOMEP TaKOIro
TUIA JIOJDKEH UCIIONIBb30BaThCs TOJNIBKO TOTA, KOIJla COOTBETCTBYIOIIMN JIMYHBIN KIIIOY pa3MeIIaeTcsl Ha
NEPCOHATBHOM KPUNITOrpahuuecKOM TOKEHE.

**«Ko0 cmpanvly — 08yx0yKeeHHbll MedHcOyHapoOouslil Ko ctpanbl. s @JI-Hepe3uaeHTa — 3T0 Ko
CTpaHbl, TPAXIAHUHOM KOTOPOU OH sBJIsIeTCs. Bo BCeX OCTaNbHBIX CiTydasx moJjiaraetcst paBHbIM "BY’.

JlaHHBIE TIO0 BCEM OCTAJbHBIM aTpUOyTaM BHOCSTCS AaHAJIOIMYHO JAHHBIM B 3ampoce JUIs
fopuaudeckoro juma (cm. m. 6.2.1 ®opmar 3ampoca Ha cepTUPUKAT FOPUAMUECKOTO TPEIACTABUTEINS B
cootBercTBun ¢ TpeboBanmsivu CTh 34.101.78-2019).

6.2.3. JIpyrue ocoOEHHOCTH CO37]aHus 3ampoca Ha cepTU(HUKAT B COOTBETCTBHUH C
tpedoBanusmu CTh 34.101.78-2019

JpyrumMu 0COOEHHOCTSMU MIPU CO3/IaHUM 3aIpoca Ha CEPTHU(PHUKAT B COOTBETCTBUU C TPEOOBAHUIMHU
CTb 34.101.78-2019 sBnsiroTCs CAEAYIOMINE:
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1. B 3ampoc He BKiIOYaeTCs NPUMEHEHHE KIIOYa, CJIEJOBATEIbHO, COOTBETCTBYIOIIEE OKHO MpHU
CO3/IaHUU 3aIlpoca OTKPHIBATHCS He OyJIeT.

2. Jlara co3zmaHus 3ampoca OyaeT oToOpakaTbCsl TOJIBKO B TOM Cllydyae, €CIM ObL1 YCTaHOBIIEH
IpeArnoaraeMelii Cpok JeHCTBUSA cepTU(dUKaTa, T.€. IPU CO3JaHUM 3ampoca Ha mare «Cpok
neiicTBus» Obula cHATa rajmouka ¢ myHKTa «Cpok JedcTBus cepTHHUKaTa 3amaercs
YIIOCTOBEPSIOLINM IIEHTPOMY». Y CTaHABIMBATh MpEAIojiaraeMblii CpoK JeicTBus cepTudukara
MO>KHO JIUIIIb TIPH HEOOXOIMMOCTH CY3UTh CPOK JCUCTBUS cepTUdHUKaTa, 3a1aBaeMblii B Y1 mo
YMOJYaHHUIO.

3. Tlo ymouaHuIO MporpamMma co3/1acT KOHTEHHEp JIMYHBIX Kito4eil ¢ umeHeM «[Oomee umMst (umst
U GpaMUIHs Ha aHMIIMICKOM 5I3bIKe)| [T MM _IT 94 MM, TA€ «IJI MM _IT Y4 MM)» — 9TO BpeMs
reHepanuy KIHYeH.

4. CTb 34.101.78-2019 nHe mnpemycmaTpuBaeT HCIOJIb30BAaHHE KApTOUEK OTKPHITOrO KIOYa,
MO3TOMY IPHU CO3JaHHUH 3aIpoca OKHO MPEANPOCMOTpa (MeYaT) KAPTOUYKH OTKPBITOTO KIF0Ya
OTKPBIBAaThCS HE OyIeT.

6.3. Co3nanue 3anpoca Ha aTpuOyTHBIN cepTU(hUKAT

BHUMUMAHME! IIpensapurensho cineayer aBropusoBarbes B [IK AVPCM mox tem ceptuduxarom,
Ha OCHOBaHMHM KOTOpOro OyIeT COo3/JaBaThbCs 3ampoc Ha arpuOyTHBIA ceprudurar (cMm. m. 5 3amyck
POrpaMMmbl).

Bri6pats u3 ocHOBHOTO MeHIO TyHKT «Co3nath 3anpocy = «Ha arpulyTHbii cepTudukaT.

1) B okHe macTepa co3maHus 3ampoca Ha cepTu(UKaT yka3arh TUIN InadnoHa (cMm. Pucynok 36.
Bri0op 1mabmona co3aHust arpuOyTHOTO CepTH(HUKATA).

MacTep cozganus 3anpoca Ha aTpuByTHBIR cepTudikat X

BuGepuTe waGnoH ANA CO3AAHWA CEPTHhMKATA

Pucynok 36. Bri6op madnona co3nanust aTpuOyTHOTO cepTU(UKaTa
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2) Jlanee OyayT BbIBEJICHBI CBEICHHS O CepTU(UKATE MOTb30BATENsI, HA OCHOBAHHH KOTOPOTO Oy/IeT
chopmupoBan aTpuOyTHBIH ceprudukar (cM. Pucynok 37. CBenenust 00 HCXOAHOM cepTudUKarte).

Macrep cosaanna 3anpoca Ha atpubyTaoil ceprnduxar (ATpubyTHBENM C il

CeeneHHA 0 HCXOAHOM CepTHdMEKaTe

D6wue I Eoc’raBI Myre CEDTHQJHK&LLHH'

CeeneHWa 0 cepTHPHKaTe %

CepTHRHKAT AeACTBHTENEH

Bnapeneu: 000 "Tunosas opraHuzaums’
Waparens: SUBCA_ECSP

Nedcreurenen o 27.03.2013 10:29.15
NedAcTteurenen no: 26.03.2015 23:53:59

MpOCHOTR KARTOYKM OTKPETOrG KAKYA ... |

[pEAEAPHTENEHEIR NPOCMOTR CERTHEMKATE ... |

[1poEEpKa ToUEK pacApocTpaHeRua COC . |

< Hazan, | Danee » I X EITMBHal

Pucynoxk 37. Ceeaenus 00 UCXOIHOM cepTH(dHKaTe

B 3TOM OKHE Tax)ke MOXHO IIPOCMOTPETH U pacleyaTaTb KapTOUKY OTKPBITOrO KJIK04a I0JIb30BaTEIs.
Jlnst 5TOro Hajo HakaTh Ha KHOMKY «IIpocMOTp KapTOYKH OTKPBITOrO KIOYa...» W HHPOPMALHUIO O
cepru(ukare, HaxxaB Ha KHONIKY «[IpeBapuTeNnbHbII NPOCMOTpP CepTUPHKATA. .. ».

3) B cnenyromieM okHe clenyeT ykas3aTh JaHHbBIC [0 MPUMEHCHUIO, KOTOpPBIE OyIyT BKIIOYCHBI B
aTpuOyTHBIH cepTrduKat (cM. Pucynok 38. 3anonHeHre CBONCTB aTpHOYTHOTO cepTU(HKATA).

Macrep cozganua sanpoca Ha aTpuByTHBIA cepTudunkat (ATpUBYTHBIA CEPTPUKAT (YHUKANEHBIA HOMED Ha... X
CeoiicTBa cepTUdpMKaTa

JNaHHele Wz A0EYMEHT A, YAOCTOEEPAKWErD AMYHOCTE

YHUKAMEHEI HOMEP HanoronnaTenswmka (YHM): |123458?85‘

< Hazan x OTieHa

Pucynok 38. 3amonnenue cBoicTB aTpuOyTHOTO cepTrdukara

4) 3areM HYXHO OIpPEICIUTh CPOK JeicTBus ceprudukata monb3oBatens (cMm. Pucynox 39.
CoxpaHeHue 3arpoca Ha aTpuOyTHBIH cepTH(HKAT).
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5) B okHe «JKkcHopT 3ampoca Ha aTpUOyTHBIN cepTUHKAT B (hailin» ClieayeT HaJl0 BKIIOYUTH (Iaok
«KCTIOPTUPOBATH 3alpoc Ha aTpUOYTHBIN cepTuduKar B ¢ain» u ykasars ums Qaiina (cMm. Pucynox 39.
CoxpaHeHue 3arpoca Ha aTpUOyTHBIN cepTH(HKAT).

Wwms daiina MOXKHO BBECTH KaK BPYYHYIO, TaK U C TOMOIIBI0 KHOMKHU «O030p», A TOTrO, 4TOOBI
BBIOpaTh (hailsl ¢ UCIIONIB30BaHUEM CPEIICTB IpocMoTpa (aitnoBoit cucremsr Microsoft Windows.

C nomomnipro kHONKH «IIpocMOTp» MOKHO MPOCMOTPETH 3arpoOC, KOTOPBIH OyAeT SKCIIOPTHPOBAH B
(aii.

3KENopT 2anpoca Ha aTPUBYTHEIA CEpTUhMKET

[V 3kcnopTUposaTh Sanpoc Ha aTPUBUTHBIN CEpTUPUKAT B Paii
[T Biniouurs & dain Uenotiky cepripiretoe S W cooreererayioliyy COE

Wraa paiina: [c:'\F‘mglam Files\Avest\AvPCM_Bespd21\Exportt\Za0 TEST rac O6aop.,.. I

MpocroTp... |

< Hasan HWI XDmeHaI

Pucynoxk 39. CoxpaHnenue 3ampoca Ha aTpuOyTHbIH cepTudukar

6.4. Co3znanue 3anpoca Ha OOHOBJICHUE JINYHOTO CEPTH(PHUKATA

Oo6HoBNEHME cepTu(dUKaTa MOIb30BATENS PEKOMEHAYETCS TPOBOAMTD 10 UCTEUEHHUS CPOKa NEHCTBUS
TEKYyILEro cepTu(uKara moab30BaTels.

[MpensaputensHo cienyet aBropuzoBathes B [IK AVPCM mox tekymum ceptudurarom (cm. 1. 5
3amycKk mporpamMMel).

HeﬁCTBHH MO0 CO3JaHUIO 3aIpocCa Ha OOHOBJICHHE JINYHOTO CCpTI/I(I)I/IKaTaI

BoiOpate u3 ocHOBHOro MmeHro NOyHKT «Coznate 3ampoc» = «Ha oOHOBiIEHHE IMYHOTO
ceprudukaTay.

JlanpHeimue JeHCTBUS TI0 CO3aHuUI0 3arpoca Ha OOHOBJICHUE JTUYHOTO cepTU(HUKATa aHATOTUYHBI
ONMMCAaHHBIM TPH CO3JaHWH TepBoro 3ampoca Ha ceprudukar (cm. m. 6.1. Co3manuwe 3ampoca Ha
cepru¢ukar). OCOOCHHOCTBIO JAHHOTO CO3/aHMs 3ampoca SBISIETCS TO, YTO MHPOPMAIMS O Oymyliem
BIIQJIETIBIE CepTU(UKATA 3aMOHIACTCS aBTOMATUYECKH HAa OCHOBAHHH TOM, KOTOpas yKa3aHa B TEKYIIEM
(aKTUBHOM B HaCTOsIIIIEE BpeMsl) cepTUHUKaTe, HAXOIAIIEMCS B CIIPAaBOYHUKE «JIMUHBICY.
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CreHepupOBaHHBIN TakMM O00pa3oM HOBBIM 3ampoc Ha cepTHU(UKAT MOXKHO IepenaTb B
Y A0CTOBEPSIOIMNN IEHTP ¥ MPOJOHKATH padOTaTh CO CTAPHIMU JIMYHBIMH KITFOYAMU B CEPTUHUKATOM 0
oTiepariy UMITIOpTa B 0a3y JaHHBIX MPOTPAMMbl HOBOT'O (OOHOBIIEHHOTO) JJMYHOTO CepTU(UKATA.

[Tocne Toro xak u3 YIOCTOBEPSIOLIETO IEHTpA IOJIyYe€H HOBBIA JIMYHBIA CEpTHUPUKAT, HYNKHO
uMIopTuposars ero B nporpammy [IK AvPCM.

[poreaypa UMIIOPTa B MPOrpaMMy JTHYHOT0/OOHOBICHHOTO JHYHOTO CepTU(HKATA MOIb30BATEIS
OIKCaHa B CJICAYIONIUX MyHKTaX JaHHOTO JOKyMeHTa (cM. 6.5. IMmopt nuvHoro ceprudukara).

6.5. UmmopT auaHOTO cepTudUKaTa

6.5.1. [lonkmroyeHne TMYHOTO cepTU(UKaTa MPU HHCTAIUIAIMN C CETeBOM 0a30i TaHHBIX

[Tocne Toro, kak B YIOCTOBEPAIOLIEM LEHTPE, B COOTBETCTBUHU C YCTAHOBJICHHBIM PErIaMEHTOM,
MOJIb30BATEN0 OyayT TMepefaHbl: JTUYHBIA cepTU(HKAT MOJB30BaTeNsl, CepTU(PUKATHI KOPHEBOTO H
nonguuHeHHoro Y1I, HeoOxonumeie nis paboTsl kKapTouku oTKphIToro kioya Y1 u COC kopuesoro Y11,
— OH JIOJDKEH Mpou3BecTH UX uMmopt B nporpammy [IK AvPCM.

Oco0EHHOCTBIO INOAKIOYCHHUA JIMYHOI'O CepTI/I(bI/IKaTa IIpu UHCTAJULAOHUUA IIPOrpaMMbl C CETEeBOM
0asoii JaHHBIX ABJIACTCA TO, YTO JIMYHBIN CepTI/I(I)I/IKaT MMOJIB30BaTCIIsl HE UMIIOPTUPYCTCA B 6a3y JaHHBIX,
IIOTOMY, YTO OH YK€ TaM HAaXOJUTCs.

JleiicTBUSI TpU MOJKITIOYEHUH JIMYHOTO cepTU(UKaTa IPU HHCTAISIUM C CETEeBOM 0a30i JaHHBIX:

1) u3 ocHoBHOro meHro Windows BbIOpaTh moouepenHo: «Ilyck»— «IIporpaMMmbin—«ABecT»—>
«[lepcoHanbHbIN MeHeTKEp cepTUPUKaTOB»—>«IMIopT cepTudukaToB»

nJIn

3armyctuth [TIK AVPCM, mienknyB 1o spibiky «IlepcoHanbHbIN MEHEDKEp cepTU(UKATOB ABECTY,
HaxosIeMcs Ha BaureM Pabouem crose. (eMm. 1. 5. 3anmyck mporpammsl). Eciu mosiBUTCS OKHO
aBTOPH3allUH, IOCTABUTH FAJIOUKY HAMIPOTUB MyHKTa «BoiTH B cucTteMy 0e3 aBTOpU3aIM» U HAXKaTh
«OK». B oTkpbIBIIEMCSI MEHEKEPE CEPTU(DUKATOB HYKHO BHIOpATh MYHKT MeHI0 «Paitim»y— «Mmopt
ceprudukara/COCx;

2) B IMAJOTOBOM OKHE MacTepa MMIOpTa CepTU(PHUKATOB, HY)KHO yKa3aTh MMs MANKW, U3 KOTOPOH
OyleT MpOW3BOAUTHLCS HMIIOPT: JUYHOTO cepTu(duKaTa, IEMOYKH COIMYTCTBYIOUIUNX CEPTUHUKATOB
VY nocrosepsromux nuentpoB 1 COC, BeimynieHHbIX Y1

3) B MOsBHBIIEMCS J1ajiee OKHE B BUE TaOIHIBI OYAYT OTpaskeHbI BCe 00BEKTHI, KOTOPHIE BXOAT B
UMIOPTUPYEMBIH (a1 1 MOTYT ObITh MOJKIIOYEHBI I PAOOTHI.

BbinenuB  cooTBeTCTBYIOIIMKA OOBEKT B TalnMile, MOXHO TPOCMOTPETh HH(OPMAIHIO,
cozpeprKanrytocs B (aitne, 111 3TOro HaJo HaxaTh KHOMKY «IIpocMoTpy.

J1st IpOIOIDKEHUST TIPOIIETyphl UMIIOPTa TIOCIEe BBIOOpa UMIOPTHPYEMBIX OOBEKTOB HAJIO HaXaTh
kHOTKy «/lanee» (cMm. Pucynok 40. Mudopmarus 06 UMIOPTHPYEMbIX 00bEKTaX).

BHuMaHue: B OKHE ¢ TaOJIULEH UMIOPTUPYEMBIX OOBEKTOB HE BBIIEJIEH HU OJUH OOBEKT, T.€. HE
BKJIIOYEHA rajiouka B crosdie «CyOobekT», T.K. uMnoptapyemsle ceptudukarel 1 COC yxe HaxomsaTcs B
6a3e JaHHBIX MPOTPAMMBI.
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Macrep wnopra coprugucaron |

BriGepHTe HMNOPTHPYEMEIE OGBEKTHI.

HranopTHpyersie oSEeKTEL

| JeficTEMTENEH © | T efcTEMTENEH A0 |

040 T unosas opradusauma” 2 5 07
[ 040 "Tunosos KopHesod yiocTosepaowmi werrp' ... 24.08,2005 23.08.2010
D@ 040 "TrnoBEol KopHeEOH yaocToEEPAOWMA ueHTp' ... 24,08, 2005 23.09.2005

MpoctoTp | ¢ Hasan | Nanee » I x OtreHa |

Pucynoxk 40. Mudopmanust 06 UMIOPTUPYEMBIX 00bEKTaxX

4) B crnenyromeM OKHE COACPKUTCS MHPOPMAIMS O KOJIUYECTBE MMIIOPTUPOBAHHBIX OOBEKTOB U
MPEUIOKEHO TOMECTUTh JIMYHBIH CepTH(HKAT B MEPCOHAIBHBIA CHPABOYHUK. T.K. MMIIOPTUPYEMBIE
ceprupukarel 1 COC yxe Haxoasrcs B 0a3e JaHHBIX IPOrpaMMbl, TO B MHPOpPMAIMH O KOJIHMYECTBE
UMIIOPTUPOBAHHBIX cepTU(dukaToB Oyner ykazaHo «CepTuukarbl He ObUIM MPOUMIIOPTHPOBAHBI,
BO3MOYKHO, OHM YK€ IPUCYTCTBYIOT B cucteMe» (cM. Pucynok 41. [Tomenienue JIn4HOro ceprudukara B
HEePCOHANBHBIH CIPABOYHHUK).

MacTep umnopTa cepTduKaTos *

"DMEI.II_EHHE AHYHOIO CEPTHPHEATA B NEPCOHANEHBIA CNPAB0YHHF..

Hmnoprupoeano:

CepTHduEaTEl HE GblM NPOMMNORTMPOBAHE, BOSMOMKHO, OHM Y#KE MPMCYTCTEYIOT B CHCTEME.

B nepcoHaneHoOM CNPEaE0YHMKE OTCYTCTEYMIT BKTHMEHEIE CERTHOMKATEL
[na NoOMEWEHKS NMYHOMD CepTMdMKaTa B NePCOHANEHEIR CNPaB0YHMK
ECTAELTE HOCWTEMNE C AWYHEIM KIKYOM M HEskMWTe "Oanes".

Pucynok 41. [Tomenienne nuuHOTO cepTu(UKaTa B IEpCOHATBHBIN CIIPaBOYHUK

Jljia moMeneHus JINYHOro cepTudukaTa B MEPCOHANbHBIN CIPAaBOYHUK HAJI0 BCTABUTH HOCHUTEIb C
BalIMM JIMYHBIM KJIFOUYOM MOAMUCH/IIH(PPOBAHUS B CUUTHIBAIOIIEE YCTPOUCTBO U HAXKaTh KHOTIKY «/lanee».
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byner mnpoBeneHa mnpoBepka HOCUTENs KIOYed U B IOSABUBLIEMCS OKHE OyJeT BbIBEAEHA
uHpopManus 000 BceX HAXOAALINXCS HA JAHHOM HOCUTEIIE JIMYHBIX KITF0YaX.

JUist IpOIOJKEeHUS TTPOLIETyphl TOMEIICHUS JTMYHOTO CepTU(HUKATa B MEPCOHATBHBINA CIIPABOYHUK
HA/JI0 U3 JAHHOTO CIHCKAa BBHIOpAaTh KOHTEHHEp JMYHOIO KI0Ya, KOTOPBIH COOTBETCTBYET JUYHOMY
cepTH(UKATyY, U HaKaTh KHOMKY «Jlanee».

5) 3arem Ui JOCTyNa K KIIOYEBOMY KOHTEHHepY B OkHe «KoOHTeiiHep JMYHBIX KJIFOUCH» Haso
BBECTHU MapOJib, KOTOPBIHM Bbl BBOAUIIU MPU F'eHEPAIMH JTUYHBIX KITFOUEH.

6) CiexyrommM  [maroM sBJISETCS  YCTAHOBKA JOBEpHs K  KOpPHEBOMY  cepTHduUKary
VYnocroBepstomero neHtpa. ius 3Toro B NOSBHUBIIEMCS OKHE HAJ0 BKIIOUUTH (PIIAXKOK «YCTaHOBUTH
nosepue ceptudukary kopaeoro Y1I» (cm. Pucynok 42. IIpocmotp kopHeBoro ceptudukarta Y1I).

YcraHoeka goEEpHA KopHEEOMY cepTHgHEaTy LT |

E';‘*""_‘ lNMpocHoTp KopHeeoro cepTudMrkaTa LT

[+ YeTaHoEWTE AOEERME KOPHEEOMY CepTHEHEaTY LG

Cnucok, A0EEpMA YWOOCTOBEERAETCA AMYHOM NodnMcel. [P Ha#aTMKY Ha kHonky ' Hanee' GygeT
NOANUCEH CAMCOK QOBERKA.

MpockoTp KopHEBOrD cepTHgMraTa LT

X Otraena |

¢ Hazan |

Pucynoxk 42. IIpocmoTp KopHEBoro ceprudukara Y1[

B CJICAYIOIIEM OKHE IIporpamMma COO6IJ_II/IT 0 MMOMCHICHUU KOPHEBOI'O CepTI/Iq)I/IKaTa yu B CIIMCOK
HOBCPUS. 3,[[60]: HaAO HAXKAaTh HA KHOIIKY ((3aKpLITb)>.

[Tocne ycmemHoro UMMNopTa JUYHBINA cepTU(UKAT MOSBUTCA B JIMYHOM CIIPaBOYHHUKE, OH OyneT
o0OBe/IeH KpacHOW paMKOW, B OKHE 3arojioBka MeHemkepa OyneT oroOpaxkarhes oOmiee ums (oOurue
JaHHbIe) TnIHOTO cepTudukara (cM. Pucynok 43. CepTudukar B IHYHOM CIIPABOYHHKE).

Daiin D343Th 3aNpoc EPBKC

Giar QO -~

S e NMuuHbE CEpPTUhUKATH
& Nuaee w Punbtp
[=] Nosepennsix YU @|
CeTesnii CNPaBOYHUK —t

& coc

3 J ianf{o;::e cepTHMKkaT Nedicteurend|deicteutensino  |OBwee uMa
TIPSRV [ = 26 (7 20 23272125 07 22 23:53.53 D00 "Tunosas opravusaus”
&) Dépadorarriie (] 21.04.20 10:34:4¢ 20.04.22 2353:59 340 "Tecr"
) OTrnoHEHHBIE 15.04.201213:1¢14.04.22 23:59:59 Piotr Brouka, 3250705E006PBE

Pucynok 43. Ceprudukar B TMYHOM CIIPABOYHUKE
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IIpumeuanue:

Ecnu 3anpoc Ha cepTugukar co3aaBajics B 3TOM K€ MEHeJKepe, TO OH OyAeT MOMELIEH B JIMYHBIN
CTIPAaBOYHHMK aBTOMATHYECKU IOCHe BbIycKa ceprudukara B YII. B 3ToM ciaydae HyXHO OyAer JIMIIb
3aIlyCTUTh MEHEJDKEp C ApJiblka Ha paboyeM CTolie, B OKHE aBTOPHU3aLlMU BbIOpAaTh HY)KHBIH cepTUdHUKaT,
BBECTH Napoiib K KoHTeiHepy. [locne 3Toro mporpamma norpedyer yCTaHOBUTH AOBEpUE K CEPTHPHUKATY
Kopuesoro VII (cm. mar 6), mocie yCHemHoro BbIIOJIHEHUS JaHHOH omnepalnuyu MEHEIKEp OTKPOETCs ©
aBTOpH3ALMEH 1O/ BAIIMM JIMYHBIM CEPTU(DUKATOM.

6.5.2. Ummnopt nugyHOTO cepTrdUKaTa MPH HHCTALIALNNH ¢ QaitioBoil 62301 TaHHBIX

JIeHCTBYS 110 UMITOPTY JIMYHOTO cepTU(UKATA MPY WHCTAJUIIIUY C (aitioBoi 6a30i JaHHBIX:

1) w3 ocHoBHOro MeH Windows BEIOpaTh MOOYEPEIHO:
«[lycx»—«lIporpammbin— «ABecTr—>«llepcoHanbHblil MeHEeIKEP cepTUPUKATOBY—> «IMIOpT
cepTu(UKaTOB)»

NI

3anyctuth [IK AVPCM, menknyB no spiabiky «llepcoHanbHblil MeHeIKep cepTU(PUKATOB ABECTY,
HaxojIeMes Ha BaieM Pabodem crose (cM. 1. 5. 3amyck mporpammbl). Eciii HOsSBUTCS OKHO
aBTOPHU3ALIUHU, TIOCTABUTH TaJIOYKY HAMPOTUB MyHKTa «BOWTH B cucTemy 0e3 aBTOpH3aluu» U HAXKAaTh
«OK». B oTkpbIBIIEMCSI MEHEKEPE CEPTU(DUKATOB HYKHO BHIOpATh MYHKT MeHI0 «Daim»— «Mmopt
cepruurara/COCy;

2) B IMaJOroBOM OKHE MacTepa UMIIOpTa CepTU(HUKATOB, HY)KHO yKa3aTh UMs IAIKH, U3 KOTOPOIl
OyzleT NpPOM3BOIUTBHCS HMIIOPT: JIMYHOTO cepTU(dUKaTa, ILEMOYKH COMYTCTBYIOIIUX CEePTU(UKATOB
VY nocrosepstonux neHTpoB u COC, BeimynieHHbIX Y1 (cMm. Pucynok 44. Bri6op daiina uMnopTupyeMbIx
JaHHBIX);

MacTep nmnopTta cepTudUkaTos @

BrGepHTE HMNOPTHPYEMBIA afin.

Hra palina:

C:hbesth000 _Twnosaa opradusaurya_ peb

< Hasan | Danee > | | X DTME.'HEI|

Pucynox 44. Be1oop daiiina UMIIOPTHPYEMBIX JaHHBIX
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3) B mosiBuBIIEMCsl OKHE B BHIE TaOJNUIBI OyAyT OTpa)keHbI BCe OOBEKTHI, KOTOPBIC BXOIST B
UMIOPTUPYEMBIH (ailm 1 MOryT OBITh MOJKIIOYEHBI /Ui paboTel (cM. Pucynok 45. Mudopmanus o6
UMIIOPTHPYEMBIX 00BEKTaX).

-

MacTep nmnopTa cepTidWKaToB @

Britiepure MMNopTHpYEeMbe 00LEKTH.

MrnopTHpYetble OObEKTRI

CyteekT NERcTEMTENEH © JefcTEMTENEH 0D
J K.opHEEOIN Yl 0CTOEEPAKIWMEA LEHTP 14.02.2013 13.02. 2028
J 000 "Tunosan opraHMsauma' 18.02.20M3 17.02.2015
1B F.OpHEEOI Yo 0CTDEEPAKIWMEA LEHTR 14.02.2013 16.02.2013

‘M < Hazan |[ Danee > ] | X Orraena |

Pucynoxk 45. Mndopmanust 060 *UMIOPTUPYEMBIX 00bEKTaxX

BbinenuB  cooTBeTcTBYIOIIMH 00BEKT B TalnMile, MOXHO TPOCMOTPETh HH(OPMAIHIO,
coJiepaKallyrocs B (ailiie, Ui 3TOro HaJjo HaxkaTh KHOIIKY «IIpocMoTp».

VY6enuBIIMCh B COOTBETCTBUM HMH(OpPMAIMM cojepxkalleiics B ¢aiie ToH, 4TO IMpeacTaBieHa B
KapTOUYKe OTKpHITOro Kitoua (s ceptudukara Y1), Bbl MOXeTe NPUHATH pelIeHHe 00 yCTaHOBKE
3NIEMEHTAa B CBOCH cUcTeMe (CHATh WM YCTAHOBUTH «TAT0UKY» B cTOJ0IE «CyOBheKT?).

Jlid mpoJ1oJKeHUsT POLeAypbl UMIIOpPTa MOCie BhIOOpa MMIOPTUPYEMBIX OOBEKTOB HAJ0 HaXaTb
KHOIIKY «/lanee».

Buaumanue: [Ipy umnopre cBoero JMYHOTO cepTU(UKaTa B MEPBBIN pa3 peKOMEHYyeM BbIIEIUTh U
UMIIOPTUPOBATH BCE 0TOOpa)kaeMble B JAHHOM OKHE OOBEKTHI.

4) B crnenyromeM OKHE COAEPKUTCS MHPOPMAIMS O KOJIUYECTBE MMIOPTUPOBAHHBIX OOBEKTOB U
MPEUIOKEHO TIOMECTUTh JIMYHBIH CEepTH(HUKAT B TEPCOHAIBHBIA CIpaBOYHUK (cM. PucyHok 46.
[Momemnenne TUUHOTO cepTU(HUKATA B IEPCOHATBHBIN CITPABOYHHK).
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P "

MacTep vmnoprta cepTudukaToe @

MomeweHHe AMYHOT O CEPTHPHEATA B NEPCOHANBHBIA CNPaBOYHHE.

HmnopTHpoBaHo:

1 AMYHBIN CEPTHPMKAT
1 cepruduear YU
1COC

B nepcoHansHOM CPESEOYHMKS OTCYTCTEYHK T SKTHEHEIS CERTHGIMKATE.
1A NOMEWEHUA NMUHOMD CEPTUARMKATA E NERCOHANEHEIR CRPEECUHME
ECTABLTE HOCHMTEMNE C MMYHEIM KNKY0M W HEsMuTe "Oanee".

¢ Hazan Hanee » ] | x OTreHa |

Pucynoxk 46. ITomenienne nuuHOro cepTuuKaTa B IEpCOHAIBHBIN CIIPAaBOYHUK

T.k. aT0 mepBBIii UMNOPT JUYHOrO cepruukara B nporpammy [IK AvPCM, To B nepcoHanibHOM
CIpaBOYHHUKE CEpTU(PUKATOB OH OTCYTCTBYeT. lloaTOoMy, /Ui HOMEIIeHus JMYHOro cepTHdHKara B
NEPCOHAIBHBIN CIPaBOYHUK HYXHO BCTaBUTh HOCHTEIb C JIMYHBIM KIIIOUOM MOANUCH/IIM(POBAHUS B
CUMTBIBAIOLIEE YCTPOMCTBO U Ha)KaTh KHONKY «/lanee.

Bbyner mnpoBeneHa mnpoBepka HOCUTENsS KIO4eH M B TOSABHUBIIEMCS OKHE OyJIeT BbIBEIEHA
nH(popmaiyg 000 BceX HaXOISAIMINUXCS Ha JAHHOM HOCHUTENIE JIMYHBIX KITI0Yax.

Jljis IpoJIoJIKEHUsT TIPOLIEIypbl TOMELIEHUS! JINYHOTO CePTU(UKATa B MEPCOHANBHBIN CIIPAaBOYHUK
HY)KHO W3 JAaHHOTO CIHMCKa BbIOpaTh KOHTEHHEp JINYHOTO KJIH04a, KOTOPBIH COOTBETCTBYET JIMUHOMY
ceptudukary U HaxaTh KHONKY «/lamee» (cM. Pucynokx 47. Bbribop KoOHTeliHepa JMYHOro Kiro4a,
COOTBETCTBYIOIIETO JINYHOMY CepTH(]HUKATY).
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Momewenue auunoro CEPTHPUEATA B NEPCOHANBHBLIA CNPaBOYHME.

Brifepure KOHTEAHED AMUHOMD KAIDYE, COOTBETCTBYIOWMIA NMHYHOMY CEpTHDUKATY

[ ] NomecTure muuHei cEpTUPUKET B KOHTEHED

Ceprugurar Kpurronposaiaep
Avest CSP Bel Pro
Avest CSP Bel Pro
Avest C5P Bel Pro
Avest CSP Bel Pro
Avest C5P Bel Pro

MoeHTupuKkaTop KNKYEBOro KOHTEMHEDPa

L, ALEXEY IVANDY_26_07_20_20_19

CL ALEXEY IVANDV_27_07_20_14_00

L Jarpemoe akuMoHepHoe ofiecTso _T ecToBan Opraru...
1,000 _Tunoean oprasusauua_26_07_20 23 19

¢, 000 _Tunosas opranusaums__27_07_20_17_53

D6HoBuTE

¢ Hasan Nanee > X Ormena

Pucynok 47. BeiOop KoHTeliHepa TMYHOTO KJTFOYa, COOTBETCTBYIOIIETO JIMYHOMY CepTU(DHUKATY

3areM Ul AOCTYMA K KIFOUEBOMY KOHTEHHEPY B OKHE «KOHTEHHED IMYHBIX KIH0YEW» HaZ0 BBECTH
MapoJib, KOTOPBIA BBl BBOAMIIN NPU TeHEPALMH JIMYHBIX KiItouyer (cM. Pucynok 48. Beox maposst mocryma

K KOHTEHHEPY JIMYHOTO KIIF0Ya).
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@ Avest CSP Bel o - kore

Ans ROCTYNaE K KOHTENHEDY NMYHLIX KMoyei suibepuTe Tun oK
HOCMTENS W YKSXUTE Napons

< OTMeHa
KosTeimep

Hocurensb
AvPass S/N AVP4079330006 e

VMR KOHTeHEPa

000 _Tunosas oprasmsaws__ 26_07_20_23 19

MNaponb
Mapens A0CTYNa K KOHTEMHepyY

Pucynok 48. Beoj maposist 1ocTyna K KOHTEHHEPY JTUYHOTO KI0ua

Ha srom mpomecc no0aBieHUs Ballero JMYHOTO CepTU(UKATa B TEPCOHAIBHBIA CIIPABOYHHK
ceprudukaToB «[lepcoHambHOrO MEHEIKepa CepTU(HHKATOB ABECT)» 3aBEPILCH.

5) s noaHo(GyHKIMOHATBHONH pabOThl MPOrpaMMbl HYXXHO YCTaHOBHTH JTOBEPHE K KOPHEBOMY
ceprudpukary YII[. lns sToro B clieayronieM OKHE HAI0 BKIIOYUTHh (UIAKOK «YCTaHOBHUTH JIOBEpHE
ceprudurary kopHeBoro YII» (cMm. Pucynok 49. Ycranoska gosepus ceptudukaty kopaesoro Y1I).

Buumanmue: /{751 Toro, 4ToObI yOEIUTHCS B TOM, YTO KapTOUKa OTKPBITOTO KJTF0Ya Y JOCTOBEPSIOIIETO
LIEHTpAa, [IepelaHHas M0JIb30BaTEN0, COOTBETCTBYET cepTU(UKaTy KopHeBOro Y1, Hago HaxaTh Ha KHOIIKY
«ITpocmoTtp ceprudukata kopaeBoro Y1».
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P "~

MacTep nmnopTa cepTdnkaTos @

Ycranoera poeepun ceprupurary kopuesoro Y1

EEDTH'ZPMKEIT NorEWEH B NEPCOHANEHEBIN CIPABOYHHE.

1.8 nonHOPYHELMOHANEHOE PaGOTEl CHETEREl HEOSHOAHMO YCT SHOBWTE A0BEMME CEPTHPMKaTY
KopHegoro AU

| HoTaHOBMTE OBEPME CERTHPMEATY KopHeEoro H1

Cnucok. 4oBepda Yo ocTOBEPAETCA AMYHOME Nognucet. [p9 HakaTd Ha kHonky ' Danee'" Gyaet
ELIBEAEHD OKHO 4017 BEQLA NApaaA 4OCTYNS K NMYHOMY KOHTERHERY,

| [pocktoTp cepTHdMkaTa kopHesoro HL

< Hazan [ Nanee » ] | x EITMEHa|

Pucynoxk 49. YcranoBka oBepus cepTudukary KopHeBoro Y1

[Tocre 3Toro OyaeT BEIBECHO COOOIIECHUE O TOM, YTO KOpHEBOU cepTudukat Y1 moMemnieH B Cliucok
JOBEpHS U MacTep MMIIOpTa cepTU(UKATOB 3aBepm padory (cMm. Pucynok 50. 3aBeprmienne paboTb

Mactepa HMIOPTa CepTUHUKATOB).

y
MacTep vmnopTa cepTMgUKATOR @

PatioTa macTepa HMNOPTa CEPTHPHKATOE 3aBEPIIEHA.

CepTupukar kopHesoro Y1 nomelw e & ciMcok, aoEepHA

Pucynoxk 50. 3aBepiienue padoThl MacTepa UMIIOpTa CEPTH(GHUKATOB
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[Tocrme ycmemHoro MMMopTa JTUYHBIA CepTU(UKAT MOSBUTCS B JUYHOM CIIPABOYHUKE, OH Oyner
00BE/ICH KpacHOW pPaMKOH, B OKHE 3arojioBKa MeHe/pKepa OyaeT oToOpakarbesi obOmiee mMms (oOmue
JaHHbIC) THYHOTO cepTudukara (cMm. Pucynok 51. Ceptudukar B IMYHOM CIIPABOYHUKE).

Dain Co3gats 3anpoc epenc  Bua npaska

g SEX RO -

S e fluuHbe cepTUpUKaTH
& Nuuroie w Punvtp
(&) Noeepennsix YU E|
CeTesnii CNPaBOYHUK —

& coc

vH 3”30;::6 CepTUdvKaT Nencreutend Oedicteutenesno  |OBwee uMa
) Ha yaanenHoii oﬁpaﬁcrr: 26.07.20 23:27:21 25.07 22 23:59:53 000 "Tunoeas opraHusaums’
£ 06patorantibe (5] 21.04.20 10:34:4¢ 20.04.22 23:59:59 380 "Teer"

I OTrnoHeHHbIE 15.04.20 1213:1¢14.04.22 23:53:59 Piotr Brouka, 3250705E006FB6

Pucynok 51. Ceptudukat B 7TMYHOM CITPaBOYHUKE

6.5.3. UMmopt nuuHOTO cepTudukaTa mpy WHCTALIALIUU ¢ 62301 JaHHBIX B XPaHUJIUIIE
Windows.

BHUMAHME!!! TIpu ummnopre auuHoro ceprudukata B xpanwiuiie Windows (peectp) HYKHO
YUUTBIBATh, YTO UMIOPTHPYEMBIH CepTUPUKAT OyIeT NMPUBSA3aH K YYETHOW 3alMCH IOJIb30BATENs, OT
UMEHH KOTOPOTO TMPOM3BOJUTCS MMIIOPT, COOTBETCTBEHHO O] JPYTUMH YYETHBIMH 3aIllUCSMH JaHHBINA
ceptudukar OyaeT HeTOCTYIIEH.

JleiicTBUS IO UMIOPTY JIMYHOTO CepTU(UKATA IPU UHCTAUISALUKN ¢ 0a30i JaHHBIX B XpaHUJIMILE
Windows:

1) u3 ocHoBHOTO MeHIO Windows BBIOpaTh MOOYEPETHO:
«ITyck»—>»IIporpammein— «ABecT»—> «llepconanbHblil MeHeIKep cepTUGUKATOB»—>»MIopT
CepTHU(PHUKATOBY

HIJIN

3armyctuth [IK AVPCM, menknyB o spibiky «IlepcoHanbHbIN MEHEIKEp cepTU(HUKATOB ABECTY,
HaxoJsIeMces Ha BaiieM Pabodem crone (cM. 1. 5. 3amyck mporpammbl). Eciiu osBUTCS OKHO
aBTOpHU3ALINHU, TIOCTABUTh TaJIOYKY HANPOTUB ITyHKTa «BoWTH B cuctemy 0€3 aBTOpU3alluu» U HAXKAaTh
«OK». B oTkpbIBIIEMCSI MEHEKEpE CepTU(DUKATOB HYKHO BHIOpaTh MYHKT MeHI0 «Daim»— «VmMmopt
cepruuxara/COCy;

2) B JMAJOTOBOM OKHE MacTepa HMMIIOPTa CEpTH(HMKATOB, HYKHO yKa3aTh WMs KaTajora, u3
KOTOpOTro OyIeT MpOU3BOAUTHCS HMIIOPT: JIMYHOTO CepTHU(UKATa, LENOYKH COMYTCTBYIOLIUX
ceptudukaroB Yaocrosepsomux 11eHTpoB 1 COC, BeimymieHHbIX Y1 (cM. Pucynok 44. Beibop daiina
UMITOPTHPYEMBIX JTaHHbIX);

3) B MOSBUBIIEMCS OKHE B BHJE TaOJMHIBI OyIyT OTpa)kKeHbl BCE OOBEKTHI, KOTOPHIE BXOIST B
UMIOPTUPYEMBIN (ailm ¥ MOryT OBITh MOJKIIOYEHBI Ui paboTel (cM. Pucynok 45. Mudopmanus o6
UMIIOPTHPYEMBIX 00BEKTaX).
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BbinenuB  cooTBeTCTBYIOIIMH OO0BEKT B  Tabiuue, MOXHO IPOCMOTpPeTb HH(OpPMAIHIO,
cozpeprKalryrocs B (hailsie, U1 3TOro HaJo HaxaTh KHONKY «IIpocMoTpy.

YOenuBIIMCh B COOTBETCTBMU MH(OPMALMU coJepkalieiics B (aiije TOH, 4TO MpeacTaBieHa B
KapTouKe OTKphITOro kimoya (s ceprudukara YII), Bbl MOXKeTe NPUHATH pelIeHHE 00 YCTaHOBKE
3JIEMEHTA B CBOEH CUCTEME (CHAThH WJIM YCTAHOBUTH «TAJI0UKY» B cTONOLE «CyOBEKT»).

Jlis IpoioJKeHHs POLelypbl UMIIOPTa MOCie BBIOOPa UMIOPTUPYEMBIX OOBEKTOB HAJ0 HAXaTh
KHOIIKY «Jlanee».

4) Byner mpoBeieHa NpPOBEpPKA HOCHUTENS KIIOYCH M B IOSBHBIIEMCS OKHE Oy/IET BbIBEJCHA
uHpopmanus 000 Bcex HaXOAALMXCS Ha JAHHOM HOCUTEJIE JINYHBIX KIIF0YaX.
JUis IpooJKeHHs MTPOLelyphbl TOMELIEHUs JTUYHOIO cepTU(HUKATa B EPCOHAIBHBIA CIPAaBOYHUK

HYKHO M3 JaHHOTO CIIMCKa BBIOpaThb KOHTEWHEp JIMYHOIO KJI0Ya, KOTOPBI COOTBETCTBYET JIMYHOMY
cepTudUKaTy M Haxarb KHONKY «/lamee» (cMm. Pucynox 47. BwiOop KoHTEWHepa JIMYHOTO KIIOYA,
COOTBETCTBYIOIICTO JINYHOMY CepTH(HUKATY).

5) 3arem st ocTyna K KIHOYEBOMY KOHTEHHepY B okHe «KOHTEHHep JIMYHBIX KIIFOYEH» HYKHO
BBECTH IapOJib, KOTOPBIA BBl BBOJIWIM IPU T€HEpAIMH JINYHBIX KiIrouel (cMm. Pucynok 48. BBox mapoms
J0CTyIa K KOHTEHHEPY JTUYHOTO KIIF0Ya).

Ha »sToM mnpouecc no06aBieHMs Ballero JUYHOTO CEepTHU(PHUKATa B IMEPCOHATIBHBIA CIHPABOUYHUK
ceptudukatoB «llepcoHanbHOro MeHeKepa cepTu(UKATOB ABECT) 3aBEpLICH.

6) s monHOYHKIMOHATIEHON PabOThl MPOrpaMMbl HY)KHO YCTaHOBHTBH JOBEpHE cepTH(UKATY
kopHeBoro Y1I. Jlns sToro Hao B OkHe «YcTaHOBKa JoBepHs KopHeBoMy cepTudukary LIC», rae cienyer
Haxkathb «/lanee» (cMm. Pucynok 49. YcranoBka JjoBepus cepTudukary kopaesoro YLI).

Buumanmue: /{751 Toro, 4ToObI yOEIUTHCS B TOM, YTO KapTOUKa OTKPBITOTO KJTF0Ya Y JOCTOBEPSIOIIETO
[IEHTpa, IepeIanHas MoJIb30BaTENI0, COOTBETCTBYET cepTu(duKary KopHeBoro Y1l Hamo HaXKaTh HA KHOTIKY
«IIpocmoTtp ceptudurara kopaeoro Y1» (cm. Pucyrok 49. YcranoBka 1oBepusi cepTHPHUKATY KOPHEBOTO

VID).

7) Tlocine sToro OymeT BBIBEACHO MpPEAYNpEKICHUE ormepaiuonHoii cucrembr Windows o
nobasnenun ceprudukara KopHeBoro YocToBepsoliero LeHTpa B KOPHEBOE XPaHWIIMILE, B 3TOM
COOOIIEHNH yKa3aHbl aTpUOYTHI ToMeIaeMoro ceprudukara. Eciu oHu COOTBETCTBYIOT JJaHHBIM Balllero
Kopuesoro V1, To Hy>xHO HaxkaTh «/la» (cM. Pucynok 52. [IpoBepka cooTBETCTBHS aTpHOYTOB KOPHEBOTO
ceprudukara).
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MNpeaynpes geHHe CHCTEMBl DEZ0NACHOCTH ]

f MOTOBMTCA YCTAHOBKS CEPTHRMIEATa OT WEHTPS CepTHbHIESWHK (LLC) B 3ToM goMeHE!

'

L] (] (=
KOpHEEDH ¥ A0CTOEEDAHILLMIA LEHTR

He ¥ AaeTCA NPOBEPMTE, YT0 CERTHMKAT NEHHAANEHKHT "HopHEEDH ¥ ADCTOBERAHILLMA
ueHTR", ObpaTtiTeck K "KopHEEOH Y A0CTOEERAHIWKA LEHTR" M NOATEEPAKTE Ero
MPOMCXOM AEHKE, CNedyHWMEe YMcna By AYT NoONesHel ANA AaHHOMD MPOLECCa;

OThedaTok (shal) : OC12750E 4E322785 EGAB44FE C4FFSOAF BE4E1967

MNpeaynpes AeHHe:

EcnH ¥CTaHOEMTE A3HHEIA KOpPHEEOH cepTHMEAT, To Windows SBTOMATHHECKH Oy AET
AOEEpATE NHbamy cepTrdMEaTY, BelgdaHHOMyY LC, ¥oTaHoBRa cepTrdikikaTa Hes
OTMNEYATES MOMET NPHMEBECTH K PHCKY BEZ0NacHOCTH, 3" viKaskIE3ET, YTO PHCE
MPHHHMAETCA,

¥CTAHOEMTE AAHHEIA CEpTHHEMEATT

fa | HeT

Pucynok 52. [IpoBepka cooTBeTCTBHS aTpHOyTOB KOPHEBOTO CEpTH(PHKATA

[Tocne aToro OyzaeT BHIBEACHO COOOILICHHE O TOM, YTO KOPHEBOU ceprudukaT Y1 momerieH B Ciucok
JIOBEpHUsl M MacTep UMIIOpTa cepTU(UKATOB 3aBepiini padoty (cMm. Pucynok 50. 3aBepuieHue paboOThI
Macrtepa UMIOPTa CepTUHUKATOB).

[Tocne ycmemHOTo MMIOpPTA JUYHBIA CepTU(UKAT MOSBUTCS B JIMYHOM CIPABOYHUKE, OH OyIeT
00BE/IEH KpacHOM paMKO#, B OKHE 3arojioBKa MeHe/pkepa OyneT oTroOpakaTbes obmiee ums (0oOImme
naHHbIe) TUYHOTO cepTrdukara (cM. Pucynok 53. CepTudukar B IHYHOM CIIPABOYHUKE).

Dain Co3gaTts 3anpoc EpB

¢ BEx RO~

npaska
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& Nuireie » Punbtp
[=] Dosepennbix YL @|
[E] Ceresoit cnpasoursk —
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v —'f 3anpoce Ha cepTHeuKar Nedcreutend| deicteutensino  |OSwee uma

(=] Hoeeie
) Ha uaanenHoit obpatior]|
&) D6padoraree
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Pucynok 53. CepTuduKar B JMIHOM CITPABOYHUKE

6.5.4. UMmopT JIMYHOTO CepTU(HKATA TIPU HHCTAJUIALUY C UCTIOIb30BAaHHEM YCTPOMCTB
AvBIign/AvHSM-Bign u xpanwunuriem ceprudukaroB B peectpe Windows, ¢
¢aitnoBoii 6a30ii, ceTeBoil 6a30i TaHHBIX.

[Tocne Toro, kak B YIOCTOBEPSIIOUIEM LIEHTPE, B COOTBETCTBUU C YCTAHOBJICHHBIM PETJIAMEHTOM,
MOJIb30BATENI0 OyayT TepedaHbl: JTUYHBINA cepTUdUKAT MONBb30BaTeNsl, CEepTU(UKATHI KOPHEBOTO H
nogunHeHHoro Y1, Heo6xoauMmele i1 paboThl KapTouku oTKphITOTO Kitoua Y1 u COC xopuesoro Y1I,-
OH JIOJKEH MpOou3BecTH uX uMnopt B nmporpammy [IK AvPCM.

JleficTBUS MTPU TTOAKITIOYCHUH JIMYHOTO CEPTH(HUKATA:
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1) wu3 ocuoBHoro MeHro Windows BeiOpath noouepenno: «Ilyck»—«IIporpammbin— «ABecTr—>
«IlepconanbHbIil MeHEKEp cepTuUKaTOB»—>»HIMIOpPT cepTuduKaToB»

nimn

3anmyctuth [IK AVPCM, menknyB 1o spibiky «llepcoHanbHbIi MEHEKEp cepTUPUKATOB ABECTY,
HaxoJieMcs Ha BaieMm PaGodem crose (cM. 1. 5. 3amyck nporpammbl). Eciu nosiBUTCS OKHO
aBTOpU3AlIMU, TOCTABUTH TAJIOUKY HAMPOTUB MyHKTa «BONTH B cucteMy 0€3 aBTOpHU3alMK» U HAXKATh
«OK». B oTKkpbIBIIEMCSI MEHEKEpPE CEPTHPUKATOB HY)KHO BBIOpPATh MYyHKT MeHI0 «Daitim»—«mMmopT
ceprudukara/COCx;

2) B numanoroBoM OKHE MacTepa MMIOpTa CepTH(UKATOB, HY)KHO yKa3zaTh UMs KaTajiora, W3
KOTOpPOro OyAeT MpOW3BOAMUTHCS UMIIOPT: JIMYHOTO cepTU(UKaTa, IEMOYKH COIYTCTBYIOMIMX
cepruduraroB Y nocrosepsitouux 1eHTpoB 1 COC, Beimyniennbix Y1 (cm. Pucynok 54. Beibop daiina
UMITIOPTHPYEMBIX JIaHHBIX);

MacTep nmnopTa cepTUQUKATOE @

Brifepure HMNOPTHPYEMBA Dafin.

Mraa pakina:

C:Atest\000 _Tunosan opradkzauda_.prb

< Hazag | Hanee » | | x EITMEHa|

Pucynoxk 54. Bri6op daiisia IMIIOPTHPYEMBIX TaHHBIX

3) B mosBuBIIEMCs 1asiee OKHE B BHJIE TaOIHIBI OyIyT OTpaskeHBI BCE OOBEKTHI, KOTOPBIE BXOJIST B
UMIOPTUPYEMBIH (Paiiil U MOTYT OBITh MOJKIIOYEHBI U1 PAOOTHI.

BrimennB  cooTBeTCTByIOmMNA OOBEKT B TaOJNMIle, MOXXHO MPOCMOTPETh HH(POPMAIIUIO,
cozieprkariyrocs B (aiine, st 3TOro HaJlo HaxaTh KHONKY «IIpocMoTp».

Jlji IpoJIoJKEHUs TPOLelypbl UMIIOPTa MOCJIE BbIOOpa UMIOPTHUPYEMBIX OOBEKTOB HAJl0 HAXKaTh
kHOTIKY «/lanee» (cMm. Pucynok 55. Mudopmarius 06 UMIOpTHPYEMbIX 00bEKTaX).
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MacTep nmnopTa cepTMdiMKaToE @

BriiepMTE HMNOPTHPYEMBIE D bLEKTHL

M rnopTHpyemble ofbekTe:

CyfreekT DNedtcTETenEH © JeficTEMTENEH 00
K.opHEBDI YIoCTOBEPAIW KA LeHTp 14022013 13.02.2028
000 "Tunosan opraHyzauus" 18.022M3 1702205
K.OpHEBOH YOoCTOBEPAIW WA LEHTD 1402203 16.03.2013

[ < Hazan, H DNange » ] [xDTMEHa]

Pucynoxk 55. Uadopmanns 00 UMIOPTHPYEMBIX 00BEKTaxX

4) B crenyroieM OKHE COACPKHUTCS MHPOPMAIUS 0 HEOOXOJMMOCTH Tepe3arycka IporpaMmbl JUist
BbIOOpa J4yHOTO cepTrduKara (cM. Pucynok 56. [Tomermenue mmyHOTO CepTH(UKaTa B MEPCOHATBHBIN

CIIPABOYHHK).

MHbopMaLHa

@ In4 BEISOP& NMYHOMD CEATHHMKATS HEOBXOOMMO NEPEZENYCTUTE MPOrparMY

Pucynoxk 56. ITomemnienne nuuHoro cepTudukaTa B IEpCOHAIBHBIN CIIPaBOUYHUK

5) Jlanee mporpamma BbIIACT coOOmIeHHEe 00 ycrmemHoMm ummopte ceptudukatoB u COC (oM.
Pucynoxk 57. 3aBepienue mactepa HMIOPTa CEpTU(HHUKATOB).
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PatioTa macTepa HMNOPTa CEPTHPHKATOE 3aBEPWEHA.

HmnoprupoBaHo:

1 AU4HENR CEPTHDMEAT
1 ceprudikar S
1COC

Pucynok 57. 3aBepiieHue MacTepa UMIIOpTa CepTU(UKATOB

Ha »TOoM mpomecc mo0aBieHHs Ballero JUYHOTO CEepTH(HUKATa B IMEPCOHAIBHBINA CIPABOYHUK
ceprudukaroB «llepcoHanpHOr0 MeHeKepa cepTUDUKATOB ABECT 3aBEPIIICH.

6) Jlns momHOYHKIMOHATIEHON PabOThl MPOrpaMMbl HY)KHO YCTaHOBHTH JOBEpHE cepTH(UKATy
kopHeBoro YII. [Ing storo Hamo mepesanmyctuts AVPCM u mpu aBTOpH3anMM BbIOpaTh JIMYHBIN
ceptudukar. /lanee MosBUTCS OKHO «YCTaHOBKa JloBepus KopHeBoMy ceptudukaty L[C», rae cnemyer
Haxkathb «/lanee» (cMm. Pucynok 58. YcranoBka fnoBepus ceprudukary kopaesoro YII).

Y{TaHOBKA JOBEPWMA KOPHEEDMY CEpTHhMKEATY LIC ﬂ

] YcrtaHoeka noBepuMs KOpHEBOMY cepTudukary LIC

I8 NoAHO b YHKLMOHENEHDRH paS0TE CMCTEMEl HEOBXOOMMO
UCTEHOEMTE OOESQME KOPHEEOMY CEpTHGMKaTY S,

< Hazan | x OTraeHa |

Pucynok 58. YcranoBka noBepus cepTudukary KopHeBoro Y 1|
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Buumanue: /{1 Toro, 4To0b1 YOEIUTHCS B TOM, YTO KAPTOUKA OTKPBITOTO KITF0UYa Y JOCTOBEPSIOLIETO
[IEHTPA, IepeaHHas TI0JIb30BATENI0, COOTBETCTBYET cepTU(hUKaTy KopHeBoro Y1 Hajno HaxkaTh Ha KHOTIKY
«ITpocmortp ceprudukara kopaeBoro Y1» (cm. Pucynoxk 59. IIpocmotp kopreBoro ceprudukara I[C).

Y{TaHOEKA JO0EEPHA KOPHEBOMY CEpTHHEaTY LIC ﬂ

1 T[pocMoOTp KOPHEBOro cepTHgukaTa LIC

[v YcTaHoeuTe goEEpUE KOpHEEDNY cepTidikary H1

CrMcoK A0BEEpWA YlOCTOEERAETCA AMYHOMH Nognuce. [pu HasatW Ha kHonky ' Oanee’’ dunet
NOAMMCaH CHMCOK QOBEpMA.

MpOCHOTR KOpHEEDrD CepTHEMEATS L

< Hazan |

Pucynoxk 59. ITpocmotp kopHeBoro ceprudukara LIC

X Otraena |

B cnenyromem oxkHe TporpaMMa COOONIUT O IMOMENIEHHH KOopHeBoro ceprudukara Y1l B crucok
JoBepus. 37ech HAI0 HaKaTh Ha KHOMKY «3akpbITh» (cM. PucyHok 60. 3aBepuieHue paboThl Mactepa
UMITOpTA CEPTH(PUKATOB).

Y({TaHOBKa A 0BEPHA KOPHEBOMY CEpTHMKaTy LIC ﬂ

| PaGoTa MacTepa 3aBepueHa

CepTvdurar kopHeeoro SU noMeweH B cnKcok A0Ee KA

4 Haszan | Jakpeme I %DTMEHal

Pucynok 60. 3aBepuienue paboTsl MacTepa UMIIOPTa CEPTHUPHUKATOB

[Tocne ycmemrHoro UMMOpPTa JUYHBIA CepTH(HKAT MOSBUTCA B JUYHOM CIPAaBOYHUKE, OH OyaeT
00Be/IeH KpacHOW paMKO#, B OKHE 3arojioBKa MeHe/pkepa OymeT oToOpakaTbesi obOmiee mMms (oOmiue
JaHHbIe) THYHOTO cepTudukara (cM. Pucynok 61. Ceprudukar B IMIHOM CIIPABOYHHKE).
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) OTrnoHEHHBIE 15.04.2012131¢14.04.22 235953 Piotr Brouka, 3250705E006PBE

Pucynok 61. Ceprudmkar B IMYHOM CIIPaBOYHUKE

6.5.5. Ummopt ceptudukaros ¢ cepepa Y]

CyiiecTByeT BO3MOXKHOCTh HMIOPTHPOBaTh ¢ cepBepa YL nuunblil cepruduxar, arpuOyTHBIN
ceprudukar (ceprudukarbl), LEMOYKH COMYTCTBYIOMIMX CEpTU(UKATOB Y AOCTOBEPSIOMIUX ILIEHTPOB,
Cayx0pb1 aTpubyTHbIX cepTudukaToB u COC, BrinymnieHHbIX Y1I.

Jnst Toro, uro6sr [TK AvPCM mor B3aumoeiictBoBath ¢ cepBepom Y1, B daitn AvCmMsg.ini,
KOTOPBI HAaXOMUTCS B IMAllKe C YCTAHOBJICHHBIM MEHEKEPOM, HY)KHO BHecTH cekiuio [certLookup],
HACTPONKH M3 KOTOPOH OYAyT MCIOJB30BATHCS MPU COCTUHEHUH C cepBepoM. D10 Oyner IP-anpec nmm
DNS-umMs xocTa, Ha KOTOPOM pacIojiaraeTcs cepBep.

MPUMEP 3anonuenus cexkuuu [certLookup]:

[certLookup]

URL=https://test.nces.by/certdb/certificates/vl/

B cnyuae, ecu Ha pabouyeM MecTe OpraHuM30BaH JOCTYINl K MHTEPHETY uepe3 MPOKCHU-CEPBEP, TO B
daitn AvCmMSsg.ini, HaIO MOMOJHUTEILHO BHECTH JaHHBIC JUIS MOAKIIOYEHUS K mpokcu (cm. m. 6.14.5
3ajiaHue HACTPOCK MOJKIIFOUCHHS Yepe3 POKCH-CEPBED).

[Mpu HeoOxomumoctu B (aiine AvCmMSsg.ini MOXHO yka3aTh TpPOTOKON TLS, KOTOpBIi OymeT
UCIIOJIb30BAThCS TIPH MOAKIIOUCHUH K cepBepy (cM. 1. 6.14.6 Hactpoiika mporokona TLS).

JUis MOAKIIIOYEHHsI K CepBEpY HY)KHO MOMECTHTh B CHpPaBOYHHUK JoBepeHHbIX YL ceprudukar
Kopuesoro Y1I u3 uHGpacTpyKTypbl OTKPBITHIX KJIIOUEH, BBITYCTUBIICH cepTudukar cepsepa YL (cm. 1.
6.7.3 CnpaBouHHK «J{0BEpEeHHBIX Y JOCTOBEPSIOIIUX LIEHTPOBY

JleiicTBus Mo uMmnopty ceptudukaTtoB ¢ cepBepa Y1I:
1) BCTaBUTh HOCHUTCJIb C BallluUM JIMYHBIM KIHOYOM HO)IHI/ICI/I/HII/I(bPOBaHI/ISI B CUHUTBIBAKOIIICC

YCTPOMCTBO U Ha)kaTh KHOMKY «Jlanmeey.

2) Beiopars myHkT MeHIO «CepBuc» - «IMmopT ceptudukaTos ¢ cepsepa YI» (cMm. Pucynok 62.
Wmmopt ceprudukaros ¢ cepepa Y1I).
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'."ﬂ Mernenxep ceptudukatoe HE ABTOPV3WPOBAH
®aiin Cozgato sanpoc  Cepsmc Bug Cnpaexa
& 3 E X | & B )Kypﬁa; paﬁc;bl
: Q}, Cnucok KNOYel Ha HOCWTENE

v =_ temu@ur-:aru
l] E] Nusrsie O6noenenne COC n ceprudukartos Y1

& Doseperrbi YaanexwHan perncTpauun 3anpoca Ha ceptuduxar

& Cereeod copes (b Wmnopr ceprudmkatos c cepeepa YL|

@ coc
% Hacrpoiikn N | ID
]| ATpMEYTHbIE CEpTHI . - - - T——————

Pucynok 62. ImmopT ceptuduraros ¢ ceprepa Y1

3) Ipou3oita€T Oonpoc yCTaHOBJICHHBIX HOCHTEJICH W B IOSBUBIIEMCS OKHE OyIeT BbIBEICHA

uHdopMarms 000 BCEX IOCTYIHBIX JMYHBIX KiIrodax (M. Pucynok 63. Cnmcok kmoueil Ha
HOCHTEJE).

KOHTE“HQD NAUYHBLIX KNIDYeR

Briffiepure KOHTEAHED NMYHOrD KAKNE, COOTEETCTBYIOWMA NMYHOMY CEPTHEMEATY

MaeHTUduMkaTop KNKNEBOro KOHTENHEPa Kpurronpoeaiaep
} ALEXEY IVANOV_26_07_20_20_19 Avest C5SP Bel Pro [423)
S, JakpuiTos aKuHOHEpHDE ofwecTso _TecToBan opranusauns_ 26 07_20_21_16 Avest CSP Bel Pro [423)
< >
O6HosuTe

Haaaa X Oriena

Pucynok 63. Crincok kitoueld Ha HocuTese

4) Jlns TpOAOJDKEHUS TMpPOIEAYpbl MMOMEIICHHS JIMYHOTO CcepTHu(dUKaTa B TMEePCOHATBHBIN
CIPaBOYHHMK HYXHO W3 CIIMCKA KIJIIOUEH Ha HOCHUTEJNE BBIOpaTh KOHTEHHED C JIMYHBIM KIIIOUOM,
KOTOPBIM COOTBETCTBYET JTUYHOMY CEPTU(PUKATY U HAXKaTh KHONKY «Jlaneey.

5) 3arem aiIsl IOCTyNa K KJIFOYEBOMY KOHTEHHEpY B OkHe «KOHTeHHep JMYHBIX KITFOYel» Haao
BBECTH MapoJib, KOTOPHIN 3a/aBajicsl MPU TeHEepaluu JUYHbIX Kitodyei (cM. Pucynok 64. BBoj
napoJsi JOCTYIA K KOHTEHHEPY JIMYHOTO KITF0Ya).
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[ng NOCTYNE K KOHTEAHEDY MWYHLIX KIFOYei BribepuTe Tun oK
HOCWTENRA M YKEMUTE Napons
OTrHeqa
Komreisep
Hooutens
AvPass SN AVP4079990006 v

WMa KoHTeliHEPa
| ALEXEY IVANOV_26_07_20_20_19

Mapono
Mapons AGCTYNa K KOHTEAHEpY

Pucynok 64. BBox maposs qocTyma K KOHTEHHEpY JIMYHOTO KITFo4a

6) ITocie BBOAA mMaposist OTOOpa3sHuTCss OKHO, B KoTopoM OyzeT ykaszan URL-aapec cepuca Y1 (cm.
Pucynok 65. URL-aapec cepBuca YII). Caenyer yOemuThCcsi B KOPPEKTHOCTH YKa3aHHOTO ajpeca U
HU3MCHUTB €ro, €CJIN HYKHO, ITOCJIC Y€Ir0o HYKHO HaXXaTb KHOIIKY «I[anee».

URL aapec cepeepa

Beenute URL anpec cepeepa

URL aapec
[ https://test_seiver.by/certdb/cettiiicates/v1/

< Hasaa X Oriaena

Pucynok 65. URL-aapec cepsuca Y1

7) Iocne Haxxatust KHOMIKH «/lanee» OyneT OTIpaBiIeH 3arpoc Ha cepBep.
B cnyuae, ecnu B 0aze ganHbix YI[ mo namnomy URL azapecy xpaHuTcs cepTHQHKAT,

COOTBETCTBYIOIIHH JIMYHOMY KJIFOUY, BRIOpaHHOMY Ha 1are 4, mosiBUTCSI OKHO, B KOTOPOM B BHIE TaOIHUIIBI
OyIyT OTpakeHBI BCE OOBEKTHI, KOTOphIE XpaHaTcs Ha cepepe Y1 (muunb cepTudukar, aTpuOyTHBIN
ceptudukar/ceprudukarsl, ceprudukarsl YL, Ciryx6s1 atpubyTHbIX cepTudukaton, COC Y1 u Ciyx0Ob1
aTpUOYTHBIX CEPTU(PHUKATOB) U MOTYT OBITH OJKIIOUEHBI 111 paboThl (cM. Pucynok 66. Madopmarus o6
UMIOPTUPYEMBIX 00BEKTax). BbInenuB coOOTBETCTBYIOIIMKA OOBEKT B TalIMIlE, MOXHO MPOCMOTPETh
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nH(popMalrio, coaepkalryrocs B (aiiie, sl 3TOro HaJ0 Ha)XaTh IO HEMY MPaBOM KIABUIIEH MBIIIH U

HaxaTh KHONIKY «IIpocMoTp cepTudukarar.

lNanoykamu OTMEYEHBI CepTH(PUKATHI, KOTOPBIE OTCYTCTBYIOT B CHCTEMHOM CIIPAaBOYHHKE U OynyT
POUMITIOPTUPOBAHBI. BBl MOKETE IPUHATH pelIeHHe 00 YCTAaHOBKE AJIEMEHTA B CBOCH cHcTeMe (CHATD HITU

YCTAHOBHTH «TaJIOuKy» B cTONOIE «CyOBeKT»).

Jljis IpoIoJKEHUS TPOLIeAYypbl UMIIOPTa MOCie BbIOOpAa UMIOPTHUPYEMBIX OOBEKTOB HA/I0 HAXaThb

KHOTIKY «/Jlaeey.

221 MMnopTtupyeMbie 06beKThH

Cyteekr

[S)ALEXEY IVANDY
E YUnocTosepaowuil UEHTP ANA paspatioTyqkos

E Crukfia STPHEYTHE CERTHRUKATOB
5 405800851 DES709000008 8F
7| YgocToBepmow Wi LeHTp ANA paspatoTyikos

B Cynta arpubyTHb cepTHdMkaTos

[ E) Kopresoi yaocTosepaiowmil LeHTP cukbl TexHUNeckoi Noad. .

[_7_! E K.opHEBOH YaoCTOBSPAIIWMA UEHTP CAYHGl TEXHUYSCKON Noad. ..

NencTevrensH

26.07.2020
06.03.2014
06.03.2014
17.06.2014
26.07.2020
24.07.2020
26122019
26.07.2020

NencTeuransH No

27.07.2020
05.03.2026
05.03.2029
16.06.2025
27.07.2020
2210.2020
25.12.2020
26.07 2021

T X

Pucynok 66. Madopmanus 06 UMIOPTHPYEMBIX 00bEKTaxX

8) Iocne Haxatus KHOMKHU «Jlanee» OyneT MpOM3BEACH MMIOPT BHIOPAHHBIX OOBEKTOB, a TAKKE
MOMEIIEHUE JIMYHOTO CepTU(HKATA B CIPAaBOYHUK «JIndHbIe». MacTep UMIIOpTa YBEIOMHT O KOJIMYECTBE
UMITIOPTHPOBAaHHBIX cepTudukaToB (cM. PucyHok 67. 3aBepmienune mactepa pabotsi). Pabota macrepa

3aBCpIICHA, HYKHO HaXXaTh KHOIIKY ((3aKpI)ITI))).
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Pa6oTa MAcTepa sasepueHa

ViMnopTUpoBaHo:

1 AHYHBIK CERTUMKET

2 cepTUdUKaTa NoNL30BaTENS
1 8TpUEYTHLIN CEPTUhUKET

3 COCa

Haszan Jakpeme

Pucynok 67. 3aBepmienne macrepa paboThI

[Tocne ycmemHOro MMIOpPTA JUYHBIA CepTU(UKAT MOSBUTCS B JIMYHOM CIPABOYHUKE, OH OyIeT
o0BeJIcH KpacHOM paMKoil, B OKHE 3arojioBKa MeHemkepa OydeTr oTroOpaxaThcs obmiee ums (oOriue
JlaHHbIE) JINYHOTO cepTU(dUKaTa, aTpuOyTHBIA cepTUUKAT OyneT OTOOpakaThCs B HIDKHEM dYacTu
TJIABHOTO OKHA TIOCJIE BBIOOpAa COOTBETCTBYIOWIETO JIMYHOTO CepTH(HKATa B BEPXHEH 4acCTH OKHa (CM.

Pucynok 68. Ceprudukar B TUYHOM CIIPABOYHHUKE).

B Meremkep ceprudmraro

Qaiin  Co3game 3anpoc EpENC

@lB3uX RO~

v }1] Ceprugukars
E nuaere
[=] Hoeepentsix YU
[Z] Ceresoi cnpasourk
& coc
EA 3anpocsl Ha ceprudmkar
| ATpHbytHEle CEpTHSMKETE!

Bua Cnpasxa

NMuuyHbE CEpPTHHUKATH

v Punetp
=

Neiicteutenen ¢ #|Jeiicteutenesno  |OSwee uma

[B8]26.07.20 20.23:11 27.07 20 23:53:59 |ALEXEY IMANDOV
(=] 21.04.2010:34:49 20.04.22 23:59.59 380 "Tect"
15.04.20121313 140422 235953 Piotr Brouka, 32507C

v ATpuGyTHbie CepTHRMKaTHI

b Puncrp .

suTeneH {deficterTensgH |Pamunua
20235359 |

Pucynok 68. CepTudukar B TMUHOM CIIPABOYHUKE

OmunbKu, KOTOPBIE MOTYT BO3HUKHYTh IPU MOAKIIOUEHUH K cepBepy Y1I:

1. Ecmu URL anpec cepepa Y1l 3aman HekoppekTHO, Oyzaer ommbka «Omubka HTTP: Heseprno
3agan URL» (cm. Pucynok 69. Ommbka HTTP: Heepro 3aman URL). HyxHo yka3zaTh BepHBIit

aapec URL cepgepa Y1I.

MNonHoe HaseaHKoa cTpaHe:
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URL anpec cepeepa

Beeoute URL anpec cepeepa

URL agpec

https:hermor by

Menegsep cepTmdgnkaTos >

e Owwéka HTTP: HegepHo 3agan URL: https:\\error.by.

Pucynoxk 69. Omuoka HTTP: Heepno 3aman URL

2. Ecmu URL aapeca cepepa Y1 He cymiectByer, To Oyaer ommbka «Ommboka HTTP: Socket Error
# 11001 Host not found» (cMm. Pucynok 70. Ommb6ka HTTP: Socket Error # 11001 Host not found).
HyxHo yka3zats BepHblIif anpec URL cepsepa V1I.

URL anpec cepeepa

Beeamte URL anpec cepeepa

AL appec

https: 4 ferrar_test bu Q

Menegrep ceptndnratos x

| Owwika HTTP: CoeguHenue ¢ error_test.by:443: Socket Error # I
11001 Host not found.,

Pucynok 70. Ommoka HTTP: Socket Error # 11001 Host not found
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3. Eciom B 6aze mannbix YI[ Her nuuHOro cepru¢ukara, COOTBETCTBYIOIIETO JMYHOMY KIIOUY,
BEIOpaHHOMY Ha mare 4, MosBUTCS OmuOKa: «J{Jist JTaHHOTO KITFoYa HeT cepTudukara Ha cepBepe»
(cm. Pucynok 71. Ommbka noaxiodeHus K cepeepy). OmmobKka roBOpUT 0 TOM, YTO Ha 3rtare 4
ObUT BBIOpaH HEMOIXOISIINI KOHTEHHED C TMYHBIM KJIFOUOM HJIM YKa3aH HEMPaBUILHBIN cepBep,
Ha KOTOPOM HE XpaHATCS CepTU(UKATHI, MOAXOMANIME K JAHHOMY JHYHOMY Kitouy. B aTom
cllydae HYXXHO WJIM H3MEHUThH aJ[pec cepBepa, WM BbIOpaTh IPYrol KOHTEHHEp C JIMYHBIM
KJIFOUOM Ha HOCHUTEJIE WU MOJKIIOYUTh IPYrOi HOCUTENb.

URL anpec cepeepa

Beeaute URL agpec cepeepa

URL aapec
!hﬂps:.f.h

0 Ana A3HHOM0 KNIDYa OTCYTCTEYET (EPTUPMKAT Ha (EpBepE.

OK

< Hasan X Oriena

Pucynok 71. OmmOka moaKII0uYeHus K CepBepy

4. Ecnmu He ycTaHOBIIEHO jaoBepue K cepTudukaty KOpHEBOro ynocTOBEpsIOLIEro IEHTpa U3
MHOPACTPYKTYpPHI OTKPBITHIX KIIHOUEH, BBIycTUBIIEH cepTudukar cepsepa YL, mosiBurcs ommubka: «Het
JOBepuUs cepTU(UKaTy
[KeyID=XXXXXXXXXXXXXXXXXXX XX XXX XXXXXXKXXXXXKXXXXX]»  (cMm. PucyHok 72.
Ommoka: «Het noepust ceptudukary»). B atom ciydae Hago npoumnoprupoats ceprudukar KVI] c
JIaHHBIM UaeHTH(GHKaTOpOM Kiroua cyobekta (KeylD), eciiu oH He MPOMMITIOPTHPOBAH, M TIOMECTUTh €ro B
cripaBouHHK JoBepeHHbIX Y1 (cm. . 6.7.3 CripaBoyHuK «J{0BEepEeHHBIX Y I0CTOBEPSIONINX IICHTPOBY).
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URL anpec cepsepa

Beeoure URL agpec cepsepa

URL agpec

H[ps:l’/cer{,laokw_ﬂau ENPPRLE S S PRSI . |

Het goeepus cepTudmrary.
[KeylD=FE456E8696B506CD2FFBATAAACE4EBS96CEDGTBE].

OK

<Hasan X Orwena

Pucynok 72. Ommbxka: «Het noBepus ceprudukary»

5. B HEKOTOPBIX CiIydasx MOTYT BO3HHMKHYTHh OIIMOKH TMOJKJIIOYEHHUS K CEpBEPY, CBA3AHHBIC C
HacTpoikaMu mpoTokooB TLS (cm. Pucynok 73. Ommbka noakmoueHust k cepBepy «The signature was
not verified»). B aToM ciyuae Hafio ykazaTh Bpy4HYO POTOKOJ TLS amst noakmroueHus Kk cepsepy (CM. 1.

6.14.6 Hacrpoiika npotokomna TLS).
x

@ Ouwwbka HTTP: Cosanterme ¢ 10,0.2,18;443: SSPI InitializeSecurityContext\W returns error #-2146893032(0x80090318); The supplied message is incomplete. The signature was

not verified.

Pucynok 73. Ommbka noakmouenus k cepsepy «The signature was not verified»

6. Ecmn ucrex cpok neiictBus COC ymoCTOBEPSIONMIETO IEHTPa U3 MHPPACTPYKTYPHI OTKPBITHIX
KJIIOYeH, BeITycTUBLIEH cepTudukar ceppepa Y1, mossurcs ommuodka: «Cpok neiicteus COC ucrex» (cM.
Pucynok 74. Ommbdka: «Cpox neiictBust COC ucrek»). Heo0xoaumMo npouMIOpTUPOBATh aKTyalIbHBIN
COC Y (cwm. mm. 6.9.5 Ummopt ceprudukaros (COC) u 6.14.1 O6noBnenne COC u ceprudukatoB Y1 c
UCIIONIb30BaHUeM yHKTa MeHI0 «CepBucy - «O0HoBIeHne COC U cepruduraros Y1Iy).
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URL anpec cepsepa

Beeaure URL anpec cepeepa

AMIMODT CenTHAMKATOR C CEDE

URL agpec

Hl’ﬂs.ffceft'hd(w‘l‘““““‘u"‘) THH s bl

paspa6oTuymnkos” ucrek, COC geiicTemwTensx no 19.03.2020

e Cpok gewctena COC "Ya0CTOBEPRIOWMIA LEHTP ANA
23:59:59, pgara nposeprw 06.08.2020 12:35:09.

oK

< Hasan X Orrena

Pucynok 74. Ommbka: «Cpoxk aetictBus COC ucrex»

6.6. 'maBHOE OKHO MPOTPaMMBbI

[Tocne 3amycka nmporpammsl [IK AVPCM u npoxokJIeHus: mpoueAaypbl aBTOpH3alMM Ha JKpaHe
HOSIBUTCSI TTIABHOE OKHO mporpammel (cM. Pucynok 75. Uuatepdeiic mporpammsl [IK AvPCM).

ceptvdmkatos PIOTR BROUKA — O
@aiin  Cosgate3anpoc Cepewc Bug Cnpaska
¢ SEX RO~
ITQIIEepruwmarm lNuuHbie cepTUgUKaThi 1
F % Murbie w q:lum,'rp
- Hosepertex YU 5
=] Ceresoit cnpasourmk J
- coc
% "[g] 3anpoce Ha cepTUdbkKaT [ercTeMTeneH c HedrcteuteneHno  |OSwee uma
15| ATPUBYTHBIE CEpTHPHKATEI

29.07.2017:55:13 28.08.20 235359 |PIOTA BROLUKA

< >

w ATpHOYTHEE CEPTHOHKATH

b Puncrp

NedcTenTenaH c ]ﬂaﬁcmmenau no |¢'amunua [i‘lanuoe HE3BEHUE | A
03.08.20 22:48:31 280820235359

E [E2|05.08.20 150938  |28.08.20 2359.59
v
< >
PIOTR BROUKA 06.08.2020 15:54:46 (GMT+3)

Pucynok 75. UnTepdeiic nporpammser [TK AvPCM
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Hcnione3ys craHmapTHBIE CPEICTBA IOJIB30BATEIILCKOTO MHTepdeiica, Takhe, Kak IIaBHOE MEHIO,
MaHeT HHCTPYMEHTOB U KOHTEKCTHBIE MEHIO, TT0JIb30BaTeNIb MOKET BBIIOJIHATH BCE ONEPALlH, CBI3aHHBIC
C TeHepaluel JMYHBIX KIIYel MOANUCH M Iu(poBaHUs, (OPMHUPOBAHUEM 3alpoca Ha CEPTHQHKAT,
MIPOCMOTPOM >KypHaia COOBITUH | T.II.

['maBHOE OKHO TIPOTPaMMBbI Pa3ACICHO Ha TPH YaCTH JIJIsl BU3yaTu3aliuu 0a3bl JaHHBIX CepTU(UKATOB
I10J1b30BaTEIA.

B neBoii mosioBHHE pacrojiaraeTcs IEpeBO CIPABOYHUKOB, B KOTOPBIX XPAHUTCS MHPOPMAIUS IO
cepTHU(HKaTaM, CIUCKAM OTO3BaHHBIX CEPTHU(PHKATOB, 3alpocaM Ha CepTUPHUKAT W aTPUOYTHBIM
cepTuduKaTam.

B npaBoil BepxHell yacTH TJIaBHOTO OKHa OTpa)kaeTcs AeTalu3auus UH(pOpMaluU, XpaHaleics B
CTpaBOYHHKAX (CepTU(PUKATHI, CHUCKH OTO3BAaHHBIX CEPTH(HUKATOB, 3aIIPOCHI Ha cepTU(UKAT, aTpUOyTHBIE
cepTuuKaTh!).

B mpaBoii HIKHEH YacTH TJIaBHOTO OKHA OTOOpasKaeTcs JeTanu3anus nHPopMaIuu o0 aTpuOyTHBIX
ceprudukarax. Ecimu B mpaBoil BepxHeil 4acTW OKHa BBIOpAH KOHKPETHBIM OOBEKT W3 CIIPAaBOYHHKA
«Ceprudukars», TO B IPaBOW HIKHEHN YacTu 0TOOpa3UTCs HHPopMaIus o0 aTpuOyTHBIX cepTUdUKaTaX,
BBINYIIEHHBIX [T BHIOPAHHOTO 00BEKTA.

Ecnu B neBoii moj0BHHE BBIOpaH KOHKPETHBII 00BEKT, TO B MPaBOii MOJOBUHE OKHA OTOOpakaeTcs
COJIEp>KaHuE 3TOT0 OOBEKTA.

Kaxnpiit 00beKT, XpaHsmuiics B 0a3e JaHHBIX, PEACTaBieH B [ 1aBHOM OKHE Mporpammbl B BUJE
MKOHKH.

Hamnpuwmep,
e B _ cnucok orossanmbix ceptuduxaron (COC);
e .2 _sanpoc Ha cepruduxar;

o I cepTuduKaT, HAXOJAIIUNCA B 0a3e MaHHBIX HEIEHCTBUTENIEH B JIAHHBIH MOMEHT
(oTo3BaH, CpoK JehcTBUs cepTudUKaTa enié He HaCTyIuN),

—neiicTBue cepTU(UKaTa, Haxondllerocs B 0a3e JaHHBIX IPOrPaMMbl, BPEMEHHO
MIPUOCTAaHOBJIEHO;

. — ceptudukar (aTpubyTHBIA cepTudUKaT), HAXOAALIUICA B 0a3e NaHHBIX MPOrPaMMBI
JIEIICTBUTEIICH,

. — arpuOyTHBIE CEPTH(UKATEI,

L4 - CepTI/I(bI/IKaT JEeHUCTBUTEIICH U OBLI UCIIOJIB30BaH IIpH BXOAC B IIpOrpaMmy.

C nmomompto puIbTpa, PacrosioKeHHOTO B MPABOM TMOJIOBHHE OKHA, MOYKHO OCYIIECTBISITH TIOUCK
CepTHU(HKATOB 1O pa3HbBIM IMapaMeTpaM (HaMMEHOBaHME OpraHH3allMM BIAJETbIa OTKPBITOTO KIIOYa,
CEpUIHBIN HOMED U Ap.).

Jl1g 3TOr0 HAAO WIENKHYTH 10 3HaUKy P> psagoM co cinoBoM «DuibTpy. [losBUTCSA TOMOTHUTENBHOE
OKHO JIJIs TOMCKA HY’KHOM MH(OpMaIK 1 3Ha40K U3MEHHT cBOIO (hopmy Ha ¥ «DunbTp». B nosiBuBIIeMcs
JIOTIOIHUTEIPHOM OKHE HaJ0 CTaTb KypcopoM B rpady ¢ TeM MmapaMeTpoM, MO KOTOopoMmy Oyzder
MIPOBOAMUTHCS. OTOOP, M BBECTU OJHO M3 3HAYCHMI MHTEpECYIolero Bac cepruduxarta. B HuxHEM okHe
MOSIBATCS BCE CEpTU(UKATHI, COOTBETCTBYIOIINE 3a/laHHOMY TapaMeTpy.

[TapameTpsl, IO KOTOPHIM MOKET MTPOU3BOIUTHCS TIOUCK CepTH(HKATA:
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- TIOWCK TOJILKO 10 HaYaJIbHBIM OyKBaM, €CJIM TI0CJIe HUX YCTAaHOBJICH 3HaK «%0»;

- TMOHUCK IO YKa3aHHOMY COYETaHWI0 OYKB, €CIIM yKa3aHa Kakas-Tn0o OyKBa MU COUYCTAHHE
OYKB;

- TMOWCK IO JMAara3oHy, €CIM B BEpXHEW CTPOKE yKa3aH HavyaJbHBIA aTpuOyT, a B HIDKHEH
KOHEUHBIH, TO OyIYyT OTpaskeHbI BCE CEPTUPHUKATHI, aTPUOYTHI KOTOPHIX BXOJAT B 3aJaHHBIHI
JIMaIa3oH;

- TOWCK I10 JI0OOMY CHMBOJY, €CJIH B TOJIE JUIS TOMCKA CTOUT 3HAK «_ ),

Hanpuwmep, ecnu B ctondie «Anpec» BBECTH OYKBBI ajipeca Jepkarens cepTudukara, To B HIXKHEM
OKHE OYAYT OTpa)KCHbI BcEe CEPTUDUKATHI, BIIJACIBIBI KOTOPBIX UMEIOT B CBOEM ajipece 3T OykBbl. (Ecin
HY)XHBIC TIOJI1 HE OTOOpa)karoTcs, TO HMX MOXKHO HACTpouUTh, moapobHee cm. m. 6.7.1 IIpocmotp
COIEP)KUMOTO CIIPABOYHUKOB).

B IIK AvVPCM npenycMoTpeHa BO3MOXHOCTh BBIBOJA Ha TeuaTh CIHUCKAa CepTU(]UKATOB,
HaxOoJSIIUXCs B 0a3e JaHHBIX.

MoskHO neyaTaTh Kak MOJHBIM CIIMCOK CEpTU(UKATOB CO BCEMHU NTapaMeTpaMH CEpTU(PUKATOB, TAK U
TOJIBKO C HYXXHBIMU BaM KOJIOHKaMH U cTpokaMmH. JloOaBiieHrEe U CKPBITUE T0JI€H, BBIBOAUMBIX Ha I1€YaTh,
onucaHo B nogpaszaene «I[IpocMoTp coaepkumMoro CripaBOYHUKOBY.

Jiig neyatu cepTu(UKATOB HYKHO BBIIIOJIHUTH TPUBEICHHBIE HUXKE IIATH:
1) BBIOpaTh CIPABOYHHK, U3 KOTOPOTO CEPTU(HKATHI JOJKHBI ITONACTh B PEECTP;

2) B mpaBod maHenW [JIaBHOrO OKHa MPOrpaMMbl MLICIKHYTh MPABOW KIABHIICH MBIIIH O
cepTU(UKATY U BO BCILIBIBAIOLIEM MEHIO BhIOpaTh MyHKT «lleuaTs criuckay,

3) B TMOSABUBIIEMCS OKHE MOXKHO TPOCMOTPETh CIMCOK CepTH(GHUKATOB, M Ha)XaB Ha
COOTBETCTBYIOIYIO IMHKTOIpaMMy B MEHIO, pacredatarb (cM. Pucynok 76. Crmcok
cepTu(UKATOB).
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Pucynok 76. Crincok cepTudukaros

OcHoBHOE MeHIO ['JTaBHOTO OKHa MPOTPaMMBbI JJIsl HArJISAAHOCTH MPEACTABMM B BHEC TaONHUIIBI, B
KOTOpOW OyIyT yKa3aHbl BCE DJIEMEHTHI, BXosiiue B Hero (cMm. Tabmuma 1- DieMeHThI, BXOISIIHE B
OCHOBHOE MEHIO).

Tabnuua 1. 3aeMeHTbI, BXOIAIINE B OCHOBHOE MEHIO.

IIyHKT OCHOBHOTO Ilynkt noamento Ilosicuenue

MEHIO

Daiin OcHoBHble QyHKIMN paboTHI ¢ daitnamu. Berxox n3
TIPOTPaMMBI

OkcrnopT cepruduikara B | [1o3BoisieT COXpaHUTh B (aiiil JaHHbIE BEIOPAHHOTO B OKHE
(aiin (Qkcnopr COC B nporpaMmmsel 00bekTa (ceprudukara/ COC/ 3amnpoca Ha

(haiin/ DxcnopT 3amnpoca | cepTH(HKAT B 3aBUCUMOCTH OT BEIOPAHHOI'O CIIPABOYHHUKA).

B (paiin)

Nmmopt [To3BosIsieT yCTaHOBUTS /ISl UCIIOIB30BAHUS CEPTU(DUKATHI
cepruukara/COC n/vu COC u3 onpeIeIeHHOH MOJTb30BATENIEM TaIKH.
OTKpBITH 3aIpOC HA [To3BoIsIeT MPOCMOTPETH COACPKUMOE (paiisia ¢ 3ampocom

cepTudukar Ha cepTU(UKAT.
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[TyHKT OCHOBHOTO [TyHKT noaMeHto Ilosicuenue

MCHIO

Y nanute VY nansier ycTaHOBIICHHBIH B CHCTEME CepTH(UKAT.
VY nanenue u3 10060ro CIpaBOYHMUKA Pa3peIIeHO TOJIbKO B

clIydae, eClii CPOK JIEUCTBUS OOBEKTa UCTEK.

[Mevats crincka [Mo3BossieT MpoU3BeCTH MeYaTh peecTpa cepTU(HUKATOB,

XpaHAIMHUXCS B 0a3e JaHHBIX.

ITapameTpsl neuatu [To3BossI€T IPOU3BECTH HACTPOUKY MEUYATH.
Brrxon OcyIIecTBISET BHIXOJ] H3 IPOTPAMMBI.
Coznats 3ampoc Peanuzyer GpyHKIMM U151 OMyYeHHs CepTH(HKATA.

[MoaroroButs 3anpoc Ha | [1o3BossieT creHepupoOBaTh HOBYIO Mapy KIIOYEH,
cepTudukar chOopMHPOBATh KAPTOUKY OTKPHITOTO KIFOYA MOJIb30BATEINS,
MMOMECTHTH B (paiii1 3ampoc Ha BBITYCK HOBOT'O cepTH(HKaTa

JUTS TIepeiadydl B Y TOCTOBEPSIOIINMA LIEHTP.

Hcnons3ys naHHbIe [To3BomnsieT creHepupoBaTh HOBYIO TTAPY

ceprudukara (3anpoca) | (JIMYHBIA/OTKPHITHIN KITFOT), C(POPMHPOBATH KAPTOUKY
OTKPBITOTO KITFOYA ITOJIb30BATEIsl, IOMECTUTH B (haiin
3arpoc Ha OOHOBJIEHHE JTFOO0TO cepTuduKaTa (3ampoca),
KOTOPBIN HaXOJHUTCS B 0a3e JaHHBIX, IS IIepeaadn B

Y 10CTOBEPSIONINI LIEHTP.

Hcnonb3ys naHHbIE [To3BomnsieT creHepupoBaTh HOBYIO TIAPY

JMYHOTO cepTuuKaTa (JTMYHBIA/OTKPBITHIN KITFOY), cQOPMUPOBATH KAPTOUKY
OTKPBITOTO KJII0YA MTOJIB30BATENS, IOMECTHTD B (aii
3alpoc Ha BBITYCK CepTU(HUKATA, CO3IAHHOTO Ha
OCHOBaHUWH JIMYHOTO cepTuduKaTa, ajs nepeaadu B

Y nocToBepsAroIImnii UEHTP.

Ha aTpubyTHbIi CdhopmupoBats 1 MOMECTHTH B (haiisl 3a1poc Ha BBIITYCK
cepTuduKar aTpubyTHOTO cepTudukara s nepenadn B LlenTp

aTpUOYTHBIX CEPTUHHUKATOB.

Ha o6noBnenne nuunoro | Ilo3Bonser creHepupoBaTh HOBYIO Mapy
cepTudukara (JIMYHBIA/OTKPBITHIN KITIOY), C(POPMUPOBATH KAPTOUKY
OTKPBITOTO KJII0YA MOJIb30BATENIS, IOMECTHUTD B (aiil
3aIpoc Ha OOHOBJIEHHE JIMYHOTO CEPTU(HUKATA IS

nepeaadyu B y,I[OCTOBepﬂIOH_[I/Iﬁ HCHTP.

Cepsuc

Kypnan paboTst [To3BonsieT BecTr paboTy C KypHAIOM ISl TPOTPAMMBI

(mpocMaTpuBaTh, eNaTh APXUBHYIO KOIHIO).
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ITyHKT OCHOBHOTO ITyHKT ogMeH0 ITosicHeHue
MEHIO
Crnncok xirodet Ha [To3BonsIeT MOAB30BATENIO YBUAETH CITUCOK JIMYHBIX
HOCHTEIE KJItOUell Ha HOCHUTEJNEe, YCTAaHOBJIEHHOM B CUMTHIBATEIE.
O6norneane COC u IIposepka Touek pacnpenencHus COC (crmcox COC
ceprudukaros YII Oepercs u3 koHpurypanuonroro ¢aiisa CrIDpEXxt.ixt) Ha
HQJINYKE aKTyaJIbHbIX CIIMCKOB OTO3BaHHBIX CEPTH(PHUKATOB.
VY nanennas peructpauus | [lo3Bomnsier mponsBecTy yIal€HHYIO PETUCTPALMIO 3alpoca
3ampoca Ha cepTudukar | Ha ceprudukar c momoirsio cepsruca AVSCEP u
MIPOUMIIOPTHPOBATH MOJIyYCHHBIH JTUYHBIN CepTU(UKAT B
xpaHnwiuie JInuHele.
Nmmnopr ceprudukatos ¢ | [103BossieT MpOMMIIOPTUPOBATE TMYHBINA CepTHHUKAT,
cepsepa Y[ aTpuOyTHBIN cepTuduKaT (cepTH(UKATHI), ETTOUYKH
COITYTCTBYIOMIUX CEPTUPHUKATOB Y JOCTOBEPSIOLINX
ueHTpoB, Ciryk0b1 aTpuOyTHBIX cepTrdukatoB u COC,
BhINTyHIeHHBIX Y1, ¢ cepepa Y1I.
Hacrpoiiku OnpenenseT OCHOBHBIE HACTPOHKH PaOOTHI MPOTPaMMBI
(BKIMIOYaeT NOAMYHKTHI: BbIBO MH(OPMALIMOHHBIX OKOH H
Cpoku neicTBus).
BriBog [To3BossieT BKIIOYATh WIN BBIKIIOYATH ONPEIEICHHbIE OKHA
MH(QOPMALIMOHHBIX OKOH | IPU CO3JAaHUH 3a1poca.
Cpoku neicTBus [To3BossieT HACTPOUTH CPOK AEHCTBUS cepTUdHKaTa 1
HAIllOMHMHAHUS O 3aBEPIIEHUH CPOKa NEHCTBUS JTMUHOTO
kiroua/COC.
Bun
Temanraecki GamsTp ABTOMaTHYECKH OTOOpaXKaeT cepTu(uKarsl,
COOTBETCTBYIOIIHNE KPUTEPUIO 0TOOpa
OUIbTp MO HAKATUIO OtobpaxkaeT cepTU(PHKATHI, COOTBETCTBYIOIINE KPUTEPUIO
Enter orbopa nocie HaxkaTus KiaBuiu Enter
OuuncTuth GUIBTP Ounmiaet GuabTp
[okassiBaTh KOMu4yecTBO | OTOOpaKaeT KOJIMYECTBO BHIBOJAMMBIX B OKHE 3alHCei
CTPOK
ABTodopmaT TabIUIBI ABTOMaTHYECKH U3MEHSIET 0TOOpaKEHNE KOTOHOK
Cmpagka O nporpamme BriBouT 001IyF0 HHPOPMAITHIO O TPOrpamMMe
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6.7. PaGoTa co cipaBOYHUKaMH

B ITIK AvPCM ucnosb3yroTes ClpaBOYHUKH, B KOTOPBIE ITOMeIeHa HHpopMaIus 1o cepTuduxaram,
aTpuOyTHBIM cepTu(UKaTaM, CIUCKaM OTO3BaHHBIX cepTuukaros YII.

[TonHBIN CIUCOK CYIIECTBYIOLIUX CIIPABOYHUKOB, CIEYIOIIMIA:

o Ceprudukarsr;
e JIuunnie;
e JloBepeHHBIX Y JOCTOBEPSIOIINX LIEHTPOB;
e (CeTeBoii CIPABOYHUK;

o Cnucku oro3BanHbIx ceptudukaron (COC);

o 3ampocsl Ha cepTU(UKAT;
e Hogrig;
e Ha ynanennoii o6paboTke;
e (OOpaboTaHHbIE;
e  OTKJIOHCHHBIC;

o ATpuOyTHble cCepTU(DUKATHI.

Buumanue: Ceprudukarsl, atpudyTHbIe cepTuduKaThl, 3anpockl Ha cepTrudukar 1 COC MOKHO yIaInuTh
U3 JII000T0 CIPAaBOYHMKA, €CIIM HE UCIIONb3yeTCs XpaHWInIIe cepTu(uKaTroB B cereBoii b/I.

6.7.1. [IpocMOTp COAEPKUMOTO CIIPABOYHHKOB

Conepxumoe CIpaBOYHUKOB 0TOOpaxaeTcs B BUE TaOIUIIbl, B KOTOPOM BBIBOJISATCSI OCHOBHBIE MOJIS
o0bekToB (ceptuduxar, COC, 3anpoc Ha ceprudukar). [lonp3oBarens UMeeT BO3MOXKHOCTh HACTPOUTh
BUJMMBbIE TI0JIs1 OOBEKTOB 110 CBOEMY YCMOTPEHMIO. YIIpaBlieHHE OTOOpaXeHHEM IOJIel OCYIIECTBISIETCS
IIPY TOMOIIY MOMEHIO YIpaBiIeHus Ta0iauIel, KOTOPOE BBI3bIBAETCS HAYKATHEM MPABOIl KIIABUIIM MBIIIN
Ha Ianke tadbuuupl. [{1si CKpeITHS HEHYKHOTO TOJIsI Ha/l0 BBI3BaTh MOJMEHIO YIIpaBJICHUs TaOnuleld Ha
STOM I0JIE€ U BbIOpaTh MYHKT «CHpATaTh KOJOHKY». [[s BhIBOJAa HEBHUIUMOTO IOJSI HYXHO BBI3BATh
MOJIMEHIO yIpaBJeHUs TaOIHIeH U BEIOpaTh MMyHKT C HA3BaHUEM TPEOYeMOro IMoisl.

CopepkrMO€e CIPABOYHUKOB MOKET OBITh OTCOPTUPOBAHO MO JHOOOMY BHAMMOMY Moiro. Jlis
COPTHUPOBKH IO KaKOMY-TO MOJIO HAJ0 HaXaTh JIEBOM KJIAaBMIIEH MBIIIM Ha IANKe TaOJUIBI B 30HE
TpeGyeMoro moJisi, HOBTOPHOE HaXKaTHe IO 3TOMY K€ IOJIF0 IPUBOIUT K COPTHPOBKE 10 yObIBaHuUIO. [Tos,

OTCOPTHPOBAHHBIC 110 BO3PACTAHUIO OTMCUAIOTCA 3HAKOM ﬂ, oo y6LIBaHI/IIO - 3HAKOM '*I

6.7.2. CnipaBouHUK «JIuuHbBIE)
B sTom pasaciic XpaHATCsa JIMYHBIC CepTI/I(l)I/IKaTBI II0JIB30BATCIIA.

I/IH(bepMaI_[I/IH B OTOM CIIPABOYHUKE MOMOJIHACTCA B MOMCHT IMOJAKJIIFOYCHUS ITOJIB30BATCIIEM JIMYHOT'O
ceprudukara, BeITyIeHHOr0 Y1l Mo moAroToBI€HHOMY paHee 3ampocy.

JlelicTBytonuM  cepTH(HUKATOM TIOJIH30BATEISI MOXKET OBITh TOJIBKO KOPPEKTHBIN paboumii
cepTu(UKAT MMOJIb30BATES.
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[Ipouenypa mpoBEpKH KOPPEKTHOCTU cepTU(UKATa IOJIb30BATENsl MOXET OBbITh OMKCaHa
CIIeTYIOIUM 00pa3oMm:

- TpOBEPSETCs, YTO TEKYIIas JAaTa MONaaaeT B CPOK JeHCTBUS MPOBEPSAEMOro cepTudukara;

- B pazuene «JloBepennsix YL[» umercs ceprudukar YL, KoTopbM BbIIAH MPOBEPSEMBIi
cepTH(HKAT, TPOBEPSETCSI KOPPEKTHOCTH €ro MEPUo/ia ICHCTBHS U CAMOTIOIHCE;

- TMPOU3BOAUTCS TPOBEpKAa KOPPEKTHOCTH moamucud Y[ B mposepsieMoM cepTUdHUKaATE
I10JIb30BATEI;

- UIIETCH CIUCOK 0To3BaHHBIX cepTudukaroB (COC), BRITYIIIEHHBIN yKa3aHHBIM BbIlie Y1 u
SIBJIIOIIUNACS IeHCTBUTENIBHBIM (IIPOBEPSIETCS, UTO TEKYILasl 1aTa BXOAUT B IEPUOJ ICUCTBUS
COC), npoBepsieTcss KOPPEKTHOCTH noaAnucH Y11 moa HuM;

- TMpOBepseTcs, HE yKa3aH JIM HOMEp cepTH(HKaTa MOJIb30BaTeNlsd B CIHCKE HAWIEHHOTO H
nposeperHoro COC.

6.7.3. CnpaBouHUK «J{0BEpEHHBIX Y TOCTOBEPSIOMIUX IEHTPOBY

B stom cnipaBouHMKe XpaHATCS Bee cepTUudUKaThl KOpHEBbIX Y1, MOATMHHOCTS KOTOPBIX (MMeeTcs
B BUIY «cepTHU(UKATOBY») TapaHTHPOBAHA, T.C. MOJIb30BAaTEIh YOEIWJICS B MOMJIMHHOCTH MH(pOpPMAIUH,
coJiepxkalieiicss B cepruukare, CpaBHUB €€ C TOM, KOTOpas HAXOAUTCS B KAPTOUYKE OTKPBHITOrO KIIHOYa U
UICHTH()UKAITMOHHBIX JOKYMEHTaX BIIQJICTbIEB CEPTU(HUKATOB, 3aTPYKEHHBIX B 3TOT pa3ed.

CripaBOYHUK MOKET MOMOJIHSTHCS CIAEAYIOIMMHU CIIOCO0aMMU:
® [pU BBIIOJHEHHWU OMNEpPaTopoM MpOLENypbl YCTAaHOBKH (MMIOPTa) cepTu(uKaTa, KOTrAa
cepTu(uUKar ABISETCS CaMOIIOANNUCAHHBIM cepTUduKaToM Y1I;
e jnobasnenue u3 CeTeBOro CpaBoOYHUKA.

[Ipouenypa «JlobGaBienust cepTudukata B CIUCOK MoBepeHHbIX YI[» n3 CeTeBoro crnpaBOoYHHKA
OCYILIECTBIISIETCS CAEAYIOIUM 00pa3oM:

1) aBTOpPH30BaThCS B MEHEIKEPE JINIHBIM CEPTUDUKATOM;

2) naiith B CeTeBOM CIpaBOYHHMKE cepTU(HKAaToB ceprudukar toro YLI, KoTOpbIii MBI XOTUM
MIOMECTHUTH B CIIPABOYHUK «J[OBEPEHHBIX Y TOCTOBEPSAIOUINX LIEHTPOBY;

3) moaBecTH Kypcop K O3TOMY cepTHHKATy, M, HaXaB IMPaBYIO KIABHUINY MBI BbI3BAaTh
BCIUIBIBAIOIIIEE MEHIO, B KOTOPOM BBIOMpaeM NyHKT «llomecTuth ceprudukaT B CIpaBOYHHUK
JIOBEpEHHBIX Y 1I»;

4) TOSIBUTCS OKHO, B KOTOPOM HaJl0 BBECTHU CEPHIHBI HOMEp MOMEIIAEMOr0 B CIIMCOK JOBEPHUS
ceprudukara YI[ (cm. Pucynox 77. Madopmamus o ceprtudukare, moMenaeMoM B CIHCOK
JHosepennbix YII);
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HMHpopHMauua o cepTHgHKaTe

CepuiiHBIi HorMep [NoaTEepkaeHuUe]: |4DE3 7331 3DCE D4FC 0000 0001

MHPOPMAUMA O CERTHPHKATE
Cepuinwfi Homep: 40E3 7331 3DCE D4FC 0000 00071

Bnagenen: KopHEEOH YlOCTOEEDAKIWMA LEHTP

Hanarens: KopHEEOH Ul0CTOEEPAIOWIMEA LEHTR

Cpok geficteua: c 20.01.2003 125359 no 19.01.2024 23:59:59 MpochoTp |

< Hazag | Lanee » I X DTMEHal

Pucynoxk 77. Uadopmanus o ceprudukare, moMmerniaeMom B criucok JloBeperHsrx Y1

5) B cieyroleM OKHE OTPa)XaeTcs yXe CYIIECTBYIOIIUI CIIMCOK JOBEPSIEMbIX Y JOCTOBEPSIOIINX
LEHTPOB, B KOTOPHIK Oyzaer momemieH ceptudukar YLI[. 3aech Hago TONBKO HaXKaTh KHOMKY
«Jlanee» (cm. Pucynok 78. Criricok oBepsieMbix LICHTpOB cepTH(HKALINH);

AobaeneHwe cepTvihvKaTa B CNMCOK JOEEPEHHBIX Y11 ﬂ

1 Cnucok noeepsemux YL\

—Cnucor goEepaerde HL

CyfeekT | Cpok, gefcTeuA | [ara Bkn4eHMUA |
CM=K.opHeenii ygocToeepanwMil ueHTp, EMall=cal@ca com, 0="340 """Pa... 19.01.2024 21.01.2009 53,

¢ Hazan |

Pucynoxk 78. Cnucok nosepsieMbix LleHTpoB cepTrduKaum

x OTreHa |

6) 3aTeM HaJa0 BCTaBUTh HOCHTEIb JINYHOTO KIIFOUA B CYMTHIBATENh M B IMOSBUBIIEMCSI OKHE BBECTH
napoJib J0CTyNa K KOHTEWHEpY C JIMYHBIM KJIIOYOM Moib3oBaTens (cM. Pucynox 79. M3nanue
crincka JloBepennsix LIeHTpoB cepTudukanum);
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Aobaenenye cepTupHKaTa B CNMCOK AO0BEPEHHbLIX Y11 ﬂ

w1 WMananue cnycka AosepeHHbix Y11

BcTaeeTe HOCWMTENE C AMYHEIM KAKYOM 4 EEEOWTE naponk.

Mapone

Ixxxxxxx71

< Hazan | Danee > X Orraena |

Pucynok 79. U3nanne cimicka [loBepeHnsix LleHTpoB cepTudukarmm

7) B TOCIIEJHEM OKHE Mporpamma cooOImHUT 0 ToM, 4To CIHCOK JOBEPEHHBIX Y IOCTOBEPSIOIINX
[EHTPOB M3/1aH M TIOMEIIeH B ceTeBoil crmpaBouyHHK (cM. Pucynok 80. 3aBepmieHue paboThI
mactepa «/lobaBneHne cepTU(HUKATOB B CIIMCOK JOBEpeHHBIX Y 1I»), HakaTh KHOMKY «3aKPbITh.

AobaeneHwe cepTHPMKaTa B CNWCOK AOBEpPEHHbIX Y1 ﬂ

w#1 PaGoTa MacTepa sagepueHa

Cnucok AoEepeHHe:x S M20aH M NoMeWeH B CeTEE0R CNREEDYHME.
NoSaEneH CEpTHMhMKAT B CRMCOK A0EEpeHHER HL
KopHEEOR YoOCTOEEPAKIWMA LEHTE

< Hazan | JaKpbTh 2% litmera |

Pucynok 80. 3asepiuenune pabotsl Mactepa «J{o0aBineHue cepTU(HUKATOB B CIIUCOK JOBEPEHHBIX YI[»
Jns TIK AvPCM ¢ 6a3oii nmaHHbIX ceprudukaroB B xpanwiuiie WINdOWS uis moMerieHus
ceprudukara B CIPaBOYHHK «J[OBEpEHHBIX Y IOCTOBEPSIOMIUX IIEHTPOBY» 3aXOJUTh B MEHEKEp ¢
aBTopH3aluel Heobs3aTenbHO, Tpolenypa «/lobasneHus ceprudukara B CMCOK MOoBEepeHHBIX YII» u3
CeTeBOro CrpaBOYHUKA BBITIISIUT CIEAYIOIUM 00pa3oM:

1) wnaiitu B CeTeBoM crpaBouHHMKE cepTu(HKaTroB ceprudukar toro YL, KoTopblii MBI XOTUM
IIOMECTUTH B CIIPAaBOYHUK «J[OBEPEHHBIX Y TOCTOBEPSIOLIUX LIEHTPOBY;
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2) TOIBECTH Kypcop K 3TOMY cepTUHKaTy, W, Ha)aB MPaByl KIABHIIY MBI BbI3BATh
BCIUIBIBAIOINEE MEHIO, B KOTOPOM BbIOMpaeM NyHKT «[lomecTuth ceprudukar B CIpaBOYHUK
JNOBEpEHHBIX Y1I»;

3) mocine 3TOro OymeT BBIBEACHO MPEayNpeKIACHUE ornepannonHoi cucrembr Windows o
nobasnennu ceptudukara KopHeBoro Ya0cToBepsIOmIEro HEHTpa B KOPHEBOE XPAHWIHIIE, B
3TOM COOOIIEHUH yKa3aHbl aTpUOYTHI MMOMelaeMoro ceprudukara. Eciin oHU COOTBETCTBYIOT
nanHbIM Bamrero Kopueoro YII, To Hy:xHo HaxaTh «Jla» (cm. Pucynok 81. [IpenynpexneHue
CHCTEMBI O€30IIaCHOCTH).

£ N\ £ % eu a = - 230 -

ByaeT ycraHoBNEH CEPTUDMKET OT UBHTP3 CepTuduraymmn
(LLC), npeacTasnfoWwmiA:

KOpHEEON YAOCTOBEPSIOWMI LEHTP MUMNCTEPCTES NO
Hanoram u copam Pecny6nankn benapycs

Windows He yA3eT(s NPOBEPMUTE, HTO CEPTUDMKAET
AENCTBUTEALHO NoayyeH oT "KopHeBOW YAOCTOBEPRIOWMI
UeHTp MUHUCTEPCTEA NO Hanoram 1 copam PecnyBankn
Benapych”, O6patutecs k "KOpHEEOW YAOCTOBEPRIOWMI LEHTP
MuWHWUCTEPCTEa NO Hanoram u céopam Pecnyeankn benapycs
ANR NOATEEPXKAEHNA NPONXOXAEHWR cepTudukaTa. B xoae
3TOFO NPOLLECCA BAM NPUIrOANTIR CNeAYIOWEe SHAYEHNE:

Otneuvatok (shal) : 0450F0ES AEE3302C 32D495AE TAESAF20
9545F420

MpeaynpexaeHne:

Ecam Bl yCTAHOBMWTE 3TOT KOPHEBOW cepTudmrat, Windows
6YAET aBTOMATUYECKW AOBEPATL NOBOMY CEPTUDMKATY,
BblgaHHOMY 3TUM LIC. YoraHoBKa cepTudmrara ¢
HENOATSEPXAEHHEIM OTNEYSTKOM NPEACTIBAKET PUCK AN8
6e3onacHocTn. Ecm Bl HaxmeTe kHonky “Aa’, sul
NPUHWUMSETE HA CEBR 3TOT PUCK.

Bt XOTUTE YCTaHOBUTL 3TOT CEPTUONKAET?

Ada Her

Pucynoxk 81. I[IpenynpesxaeHue cucTeMbl 0€30MacHOCTH

4) mocne Haxatus KHOMKH «[la» ceprudukar Oyaer momemen B «CrpaBoyHUK JloBepeHHBIX
Y A0CTOBEPSAIOIINX IIEHTPOBY.

W3 cnipaBounnka «/loBepeHHbIX Y1[» MOXHO y#amuTh 1t000i cepTudUKaT, eciii eMy HEeT J0Bepus
WM Y HETO 3aKOHYMUJICS CPOK JEHCTBHUS.

B cnydae yrpaTsl JoBepHs K qr0060My U3 cepTudUKaToB JoBepeHHBIX Y1, HampuMep, B ciydae ero
KOMIIPOMETAINH, HAaJl0 YAAJIUTh JaHHBINA CEpTUPHUKAT U3 CIIPABOYHUKA «JlOBEPEHHBIX Y 1OCTOBEPSIONINX
LEHTPOBY.
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JeiicTBus npu uckimouennn ceprudurara Y1 u3 cnimcka JloBepennsix Y1I;
1) aBTOpPH30BaTHCS B MEHEIKEPE JINYHBIM CEPTUDUKATOM;
2) B crpaBounuke «JJoBepeHHbIX Y1I» HY)KHO cTaTh KypCOPOM Ha HY)KHBII CepTU(HKAT;

3) INEeNKHYTh MO HEMY IpPaBOW KIIABUILIECH MBI M BO BCIUIBIBAIONIEM MEHIO BBIOpATh IYHKT
«MckmounTh cepTr(UKAT U3 CIPAaBOYHUKA TOBEpeHHBIX Y1y,

4) B MOSBUBIIEMCS OKHE HAJI0 YKa3aTh CEPUIHBIN HOMEp M HaXKaTh KHOMKY «/lanee» (cM. PucyHok
82. Uckmrouenue ceprudukara u3 crnucka JJopepernsix YII).

WMICKNHYEHWE CEpTHMKATA M3 CNMCKA J0BEPEHHBIE Y11 X|

il WMHgopMauMa o cepTudgMEare

CEpUiiHEIR HomMED [MOOTEEp#0EHME]: |4EIE3 #331 3DCE D4FC 0000 0o

~HHPOprauMa o cepTHDMKaTE
Cepuiinuii Homep: 40E3 7331 30CE D4FC 0000 0007

Bnagenen: KopHeEOH yaoCTOBERAKILIME LEHTR

Hsnarenb: KopHeEoH yaocToBEpAKILIME LEHTR

Cpox pedcTeuna: ¢ 20012009 12:53:59 no 19.01.2024 23:55:59 Mpocmorp |
< Hiazan | Danes » X Otraena |

Pucynok 82. Uckmouenue ceprudukara u3 cnucka JJopepenusix Y1[

JanpHelye nelcTBUS NMPU UCKIIOYEHUH CepTHU(UKaTa U3 CIMCKa J0BepeHHbIX Y| aHanmornuHsl
OIMCaHHBIM BBIIIE TP 100aBIEHUH cepTU(UKaTa B CIIUCOK JoBepeHHbIX YII.

Jns TIK AvPCM ¢ 6a3oii nanbix ceprudukaroB B xpanwiuine WIiNdOws it MCKITIOYEHHS
cepTH(UKaTa U3 CIpaBOYHHKA «J{OBEpEHHBIX YIOCTOBEPSIOMMX LIEHTPOB» 3aXOAUTh B MEHEIXKEp C
aBTOpM3alMell HeoOs3aTenbHO, mpouenypa «lMckimoyeHne ceprudukata U3 CHUCKA JOBEpeHHBIX Y1y
BBITJISTUT CIIEYIOIUM 00pa3oMm:

1) B cnpaBounuke «J/loBepeHHBIX Y1I» HY)XHO CTaTh KypcOpOM Ha HY)KHBIH cepTU(UKAT;

2) IETKHYTh M0 HEMY MpPaBOW KJIABHIIEH MBIIIM M BO BCIUIBIBAIOIIEM MEHIO BBIOPATH MYHKT
«McxmounTh cepTudukar U3 CipaBOUYHUKA JOBEPEHHBIX Y L»;

3) mocie aToro OyaeT BRIBEACHO MPeAyIpexIeHIEe onepaionHoi cuctembl Windows 06 ymaneHun
cepruuxara KopHeBoro VYaocToBepsitomero IeHTpa M3 KOPHEBOIO XpaHWIHINA, B 3TOM
COOOILIEHNH yKa3aHbl aTpUOyTHl yaanseMoro cepTudukara. Eciv oHH COOTBETCTBYIOT JTaHHBIM
ceprudukata Kopaesoro Y1, KoTopsiit HyHO HUCKIIOUUTH U3 KOpHEBOro XpaHuinila, TO Hy’KHO
Haxkatb «/la» (cM. Pucynok 83. [IpenynpexaeHne cucTeMbl 0€30acHOCTH).
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Bei xoture YAANINTD 3TOT cepTHOUKET U3 KOPHEBOTO
¥paHunnwa?

Cy6bexT: KopHesoi yaocrosepsowmi ueHTp BEL, KopHeso#t
yaocTosepsowmi ueHTp BEL, KopHeson yaocToeepsowmn
uerTp BEL, BY, KopHeso# yaocTosepRiowmni uenTp BEL,
KopHesom yaocTosepsowmin ueHTp BEL KopHeson
YAOCTOBEPSIOWMI UeHTp BEL

Wsaatens: camosbigaya

Aencrentenen: ¢ 20 ¢pespans 2018 r. no 20 despann 2033 r.
CepuiHbin Homep : 40ES11EE 0A1DDO14 D000000A
OTtneyatok [shal) : 17077266 7D91CA21 ADSADDES AA2373E9
ADEE21A8

Otnesdartok (mdS) : 2E9C392D BB217778 FD8BCE44 E263EDDS

Aa Her

tar s reas rmasa dsa 2 4 s a4 reseas as 24 ssee s 4w 4% 22 saser e asds s om

Pucynoxk 83. I[IpexynpexaeHne cucTeMbl 0e301TacHOCTH

4) mocne Haxatus KHOmKU «Jla» ceprudukar Oyner uckmoueH u3 «CrpaBouyHnka JloBepeHHBIX
Y 10cTOBEPSIOIINUX HEHTPOBY.

Buumanmue: I[lpu vanuuun ceprudukara Y1 B paszgene noBepeHHbIX, J00as nHPopMaIys, KOPPEKTHO
MOJNKCAHHAS COOTBETCTBYIOIIUM JINYHBIM KITtouoM Y1, OyzeT aBToMaTHuecKu CUUTATHCS KOPPEKTHOM.

6.7.4. CeTeBoii CrIipaBOYHUK CEPTH(PUKATOB

B stom cnpaBouHuke XxpaHsTcs cepTudukarbl Bcex Y1l M ux momnb3oBareneil, KoTopble ObLIN
UMIIOPTUPOBAHBI U3 IPYruX 0a3 JaHHBIX.

Wudopmanus MoxeT ObITh J00aBlieHa TOJNBKO TIPH  BBINOJHEHMHM MPOLEAYphl HMIIOpTa
cepTuduKaToB. s 3TOro HaJO0 B OCHOBHOM MEHIO NpPOrpaMMbl BbIOpaTh MyHKT «PDaitm»— «Mmopt
ceprudukata/ COC», moce yero Oy/eT 3aryIieH MacTep UMIIOPTa CEPTUPUKATOB.

JleWicTBUS TIpU UMIOPTE CepTU(UKATOB JAPYIMX MOJb30BaTENel aHAJIOTUYHBI OMUCAHHBIM BBIIIE
NEHCTBUAM MPU UMIIOPTE JTUYHOTO cepTU(UKaTa.

[Ipenyaraemas k 3arpy3ke HHQOpMaLUs BCETAa MOXKET ObITh IPOCMOTPEHA OIIEPATOPOM, MOCIIE YETO
OH MOXKET IPHUHSTHh OKOHYATEJIbHOE pelieHre 00 yCTaHOBKE cepTU(HKaTa JJIsl HCIIOIb30BaHMUSI.

6.7.5. CnpaBounuk CrinckoB oto3BaHHBIX cepTudukaros (COC)

B sTrom cnpaBouHHMKE XpaHSATCS CHHCKM OTO3BaHHBIX cepTu(ukaroB YL, umMnopTupoBaHHBIE U3
Ipyrux 0a3 TaHHBIX.

Jlis ciydast CeTeBOrO BapUaHTa BHECEHHWE HM3MEHEHHMH B ATOT CIPABOYHMK, IPEIoiaraeTcs
anMuHHucTparopoM YII. B cBsi3u ¢ 3TUM nanee paccMaTpuBaeTcss M3MEHEHHE MH(OpMAIMU I CIydast
JIOKQJIbHOTO BapHaHTA.
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[TonosiHeHWE CHpaBOYHMKA MPOUCXOJMUT MPHU MOAKIOUeHun (uMmropte) odepennoro COC VII.
Crnemyet yuecTh TOT (DaKT, 4TO €CITU B CIIPAaBOYHUKE Oy1eT 00HAPYKEH CIHCOK OTO3BAHHBIX CEPTU(PHUKATOB,
MOJNMCAHHBIA TEM e HM3JaTelieM W UMEIONIMKA J1aTy BBITycKa Oojee cTapyro, 4yeM J00aBisIeMbld, TO
ctapeiii COC Oyner yaaneH npu J00aBICHHH HOBOTO.

6.7.6. CripaBOYHUK «3ampochl Ha CePTUHUKAT

B 3TOM crpaBovHHKE XpaHSTCS BCE 3arpochl aODOHEHTOB Ha BbIAauy cepTudukarta. CrpaBOYHHK
HOMOJHAETCS IPU CO3AaHNH AOOHEHTOM OYEPEHOT0 3aIpoca Ha cepTUu(HKar.

CripaBOYHUK COCTOUT U3 YETHIPEX PaA3JICIIOB:

- «Hoebley — COACPIKHUT 3aIlIpOChl Ha BbIAAYY CCpTI/I(l)I/IKaT, Ha OCHOBAHHMHU KOTOPLIX CIIC HE ObLIH
HU31aHBbI CepTI/I(1)I/IKaTBI HOHLSOB&TGHCP'I;

- «Ha yoanennoii obpabomke» — CONEPKUT 3aMPOCHI, KOTOPbIE ObLIN Mepeaanbl Ha 00padoTky B LIP
nocpeactsoM ceprca SCEP, u Ha koTopbIe elie He ObUTH BBIMYIEHBI CEPTUPHUKATHL

- «ObpabomanHvie» — COINEPKUT 3alpPOChl, HA OCHOBAaHHHM KOTOPBIX OBLIM W3JIaHbl CEpTU(UKATHI
M0JIb30BaTeJIeH U MOMEIEHBI B XpaHUJIHILE MEHEKepa CepTU(PUKATOB;

- «OmKnoHeHHbie» — COICPIKUT 3APOCHl HA CEPTUPHUKAT, IO KOTOPBIM agfMUHHCTpaTopoM Y1 O6bu10
pEIIEHO HE BbIAaBaTh CEPTU(PUKAT.

6.7.7. CnipaBoYHHK «ATpUOYTHBIE CEPTUDUKATHI»

B cnpaBounuk «ATpuOyTHBIE CepTHU(QHUKATBD) BXOAST BCe aTpUOyTHBIE CepTU(UKATHI aOOHEHTOB,
XpaHALMecs B XpaHWIUIIE JaHHOTO MEHeIKepa CepTU(PUKATOB.

6.8. [IpocMmoTp u meuath comepkumoro ceprudukara/ COC/3amnpoca/aTpudOyTHOTO
cepTudukara

6.8.1. IIpocMoOTp ¥ meYaTh COAECPKUMOTO cepTUdUKaTa

[Tonmp30BaTeah MOXKET MPOCMATPUBATH COAECP)KUMOE (ITapaMeTphl) cepTH(HKaTa, KaK HaXOAALIerocs
B OJHOM M3 CIPAaBOYHUKOB, TaK U MpH HUMIOOpTe cepTuduxaToB. s mpocMoTpa COAEPKUMOIO
cepTu(duKaTa, HaXOASIIErocs B OJHOM U3 CIPAaBOYHUKOB, HAJ0 BHIOpaTh HY>KHBIM CIIPAaBOYHUK B JIEpEBE
ceprudukaro/COC B J€BOW MaHENW MPOTPaMMBI, 3aT€M C TOMOIIBI0 (PHIbTpa HAWTH HY>KHBIN
ceptu(uKaT B MpaBOil MaHENW OKHA, U OTKPHITH CBOMCTBa cepTU]HKaTa IBOMHBIM Ha)KaTHEM JIEBOM
KJIABHIIA MBIIIH (MJIM HAXATh N0 cepTH(UKATy NpaBol KIaBHUIIEH MBIIIN U BeIOpaTh «IIpocmoTpy). [1pn
3TOM TMOSBUTCSI OKHO MPOCMOTpa COIEP>KUMOro BeIOpaHHOTrO cepTudukata (cM. Pucynok 84. Ilpocmotp
ceprugukara).
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i Ceprudmkar — O >

Ofwue Cocrae  Myre npoEepiu

CeeneHuna 0 cepTHpHKaTE %

CepTHEMEaT LeRCTEWTENEH

Bnapeneu: BEAHE < POWs
Hanarenb: STEMND PecnySnukaHckMi ylocTOBERAKWHE LEHTR

Heficteurened ¢ 22.09.2022 08:02:49
Heficteurened no:  21.09.2024 235969

[1pOCHOTR KapTOMKH OTKPETOrD KARDYE ...
[penEapHTENEHEIR NPOCMOTR CERTHEMKATS ...

MNpoeepr.a Tovex. pacnpocTpaHeHa COC

K.onupoeaTe & dakin ... (] 4

Pucynoxk 84. ITpocmortp ceptudukara

JlaHHOE OKHO COCTOUT M3 TPEX 3aKIa0K:
e «OO6mue» - cBeIeHUs O cepTUuduUKare,
e «CoctaBy - coliepKUMOe cepTH(dHUKaTa,
e «llyTp mpoBepku» - MOKazaHa BCS LEMNOYKA CEPTUPHUKATOB, YIOCTOBEPSIOLUIUX TaHHBIN
ceptu(uKar, BIJIOTh 10 cepTuduxara kopHeroro Y1II;

" TPEX AOITOJIHUTCIBHBIX KHOIIOK!:
e «[IpocMOTp KapTOUKHU OTKPHITOTO KIIOYA. ..,
o «[IpenBaputensHbIil MPocMOTp cepTUudUKaTa...»,
o «IIpoBepka Touek pacnpoctpanenus COC...».

3akmanka « Oowuer

Onucanue 001X CBONCTB cepTU(UKaTa, HaXOAsIIerocs B 6a3e TaHHbIX IPOrPaMMBI:

o «Cepruduxar neictsureneH» uinm «CepTUPHUKAT HE JIEHCTBUTENEH» MO3BOJISIET YBHJIEThH
TeKyIlee CoCcTosiHuEe cepTrudukara. B Tom ciaydae, ecnu cepTudukar He IeUCTBUTENEH, OyaeT
MIpUBE/ICHA IPUUMHA €T0 HEJCHCTBUTENbHOCTH.

o «Bnageneny, «/3aarens» — NOKa3bIBAIOT BiIaJIeNbla cepTU(UKATA U €r0 U3/1aTels.

e «/lelictBuTeneH c», «JlelCTBUTENEH IO» — IOKAa3bIBAIOT IEPHOJ, B TEYEHHE KOTOPOIO
cepTH(HKAT JeHCTBUTEIIEH.

HaxaB Ha kHoOmky «IIpocMOTp KapTOUKHM OTKPBITOrO KIIOYA...» MOXHO YBHJETh KapTOUKY
OTKPBITOTO KIIFOYa, COOTBETCTBYIOIIETO JAHHOMY CepTH(HUKATY.
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Kuonka «IIpeaBaputenbHblii MPOCMOTp cepTU(dUKATA...» TMO3BOJSET B JOMOJHUTEIHHOM OKHE
MIPOCMOTPETH U pacrevaraTh CepTu(UKar.

Knonka «IIpoBepka Ttouek pacmpocrpanenuss COC...» Oyner akTUBHA, €CIM TOYKHU
pacupoctpanenus COC (t.e. URL anpec, rne xpaautcs daitn COC YII) npucyTcTByIOT B cepTUdUKATE.
HaxaB Ha Hee MO>kHO ckadaTh U npoumMmopTtuposate COC ¢ nanHoro azapeca (cum. 1. 6.14.2 OGHoBICHHE
COC c ucnonp3oBanueM kHonku «IIpoBepka Touek pacnpocrpanenuss COCy» B ceptudukare (aTpuOyTHOM
cepTu(HKATE)).

3axnanka « Cocmagéy

B nanHoO# manenu MOXHO YBHJIETh TOYHBIN COCTaB cepTU(UKaTa, B TOM YHCIIE €r0 CEpUITHBIN HOMED,
QJIITOPUTM TIOMKCH, OTKPBITBIN K04 ceptudukara. [Ipu BeiOOpe onHOrO U3 mosnei ceprudukara BHU3Y
naHenu Oyner oToOpakeHa MHQOpMAIHS O €ro COcTaBe, HampuMep, NMpu BeiOOpe MyHKTa «CepuifHbII
HOMep» BHU3Y OyzneT oToOpakeHo 3HaueHue cepuitHoro Homepa ceprtudukata (cm. Pucynok 85. Cocras
cepTr(HKaTa).

A Ceprugukar — O X

O6wwe CocT3E  Myre nposeprw

MNane 3HavEHWeE &
[=]Bepoua W3

E CepuiiHEIR HoMEp 40E5 E344 BBOC 4487 0000 06
[=] & aropuTe nogrrer CTE 34.101.45/34.101.31

E [MoCTAELW ME. STEMND PecnydnueaHckMiE oo,

E HefcTEMTENEH © 22032022 03:02:49

E HefcTEMTEAEH NO 21.09.2024 235359

[F] Cytreerr BaHE «MPOW

E OTEPRTEIN Koy Anroputk CTE 34101 45 [R12 .
E MapareTprel anrapuTrda LU MAEHTHOMEATOR OfbekTa Car..
(== [ TR, [ R PSRN N
£ >
22.09.2022 08:02:4%

Konupoeate & dalin ... ]

Pucynok 85. CoctaB ceprudmukara

3aknanka «/lyme nposepkuy

B naHHOI maHenu MOXKHO YBUIETh, KakuM cepTudukaTtoM Y1 OblT BbIaH NaHHBIN cepTUdUKaT, U B
KaKOM CITHCKE OTO3BAaHHBIX CEPTU(HHUKATOB OH ObLT IpoBepeH (cM. Pucynok 86. IyTh mpoBepkH).
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:ﬂ Ceptudmkar — O 5
Ofwwe Cocrag [14Te NpoOEEpEM

MuTe NpoBEpKK

w [&] BAHE. «TPOLW
v JE] STEMD PecrytaukaHck il yiocT OBERAIOW M WEHTP

tfZ=] STEMD KopHesoi yiocToeepaowmMil weHTp MocCHOE,
~ =] STEMD KopHesoi yiocToeepamowmi weHtp MocCHOE,
: STEMND KopHesol ygocTosepAw Wi weHTp MocCHOE,
w =] STEMD PecnytnukaHckWil ynocT OBEpAIOW Wil LEHTD
w J&] STEMD PecrytaukaHckMi yo0cT 0EEpAWME LEHTD
STEMND KopHesol ygocTosepAw Wi weHTp MocCHOE,
w =] STEMD KopHesoil yiocToeepatowmil weHtp MocCH 0K

----- STEMD KopHesol yoocTosepAiow Wi weqtp MocCHOF.

MpoctoTp ..
COCTOAHME CEETWMLKATA!
Jtor Ceprudikar geficTBHTENEH
K.onMWpoOBaTE B dalin ... ak.

Pucynok 86. [1yts npoBepku

Ecnu npu npoBepke kakoro-i10o U3 nokazaHHbIX cepTudukaroB wim npu nposepke COC Bo3HUKIIA
Kakasg-mubo omuOKa, Harmpumep, HEBEpHas MOJINHUCH, cepTU(UKAT OyAeT OTOOpaXk€H C KPEeCTHUKOM B
KpacHOM Kkpyre. Buu3y manenu Oyzaer oroOpakeHa HH(OpManus O pe3ysbTaTe MPOBEPKU LIEMOYKH
ceprudukaroB u COC.

6.8.2. IIpocmoTp cBoiicTB Crincka oto3BaHHBIX cepTudukaTos (COC)

Oneparop MoxeT nmpocMarpuBaTh cogepxkumoe COC Kak HaxOoASIIErocsl B CIPAaBOYHHUKE, TaK U MPU
ummnopte COC. [nst npocMoTpa conepxkumoro COC, HaxosIIerocs: B CIPaBOYHUKE, HY)KHO BBEIOpATh €ro
rpynmy B nepese ceptudukatoB/COC B jeBoii maHenu mporpammsl. [Ipy 3ToM B paBoii MaHEIN TOSBUTCS
BO3MOXXHOCTH C MOMOIIEI0 punbTpa oToopath Hy)HbIH COC.

ITpu nBoiiHOM Ha)kaThH MbIIIH Ha BIOpaHHOM COC oTkpoercst okHO cBoiicTB COC.

JlaHHOE OKHO COCTOMT M3 TPEeX 3aKJIaJIOK:
o «OOmmey,
e «CrHcoK OT3EIBaY,
e «Ilyts mpoBepku» (cM. Pucynok 87. OkHO «CITHCOK OTO3BAHHBIX CEPTH(HUKATOBY).
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O6wwe Crucok orabiea Myte npoespku

Jvor COC pefcrBuTeneH
- Eaeneﬂun 0 CMMCKEe OT3biBa CepTHPHEATOB

Mane 3HausHUe

E Bepcus V2

E MNocrasiumek Pecriyfinidr aHckuil yaocToBEpRIOWHA LeHTp [oc...
[F]Berynaet s cuny 15.08.2020 15:00:54

E Creguiowes ofHoBneHue  18.09.2020 23.55:53

EAnropmM NOOAMCH CTE 34.101.45/34.101.31

T8} Maermudukatop knosa...  335E B0DS E4D9 1059 3086 5774 A79C D5BD 4...
I8 Homep CRL 50447

3naverus

L% e
vVa

oK

Pucynok 87. Oxao «CnrcoK OTO3BaHHBIX CEPTUDHUKATOBY
3aknmanka «Oowuer

Jlannast 3akmiazika coaepxut obuue napametpsl COC:
o «[locraBuuky» — UMs U3AATENS;
e «Bcrynaer B cuny» — 1ara u Bpems Boinycka COC;
e «Crnenytoniee 0OHOBJIEHUE» — aTa U BpeMsl HICTEUEHUs CpOKa UCIoib3oBaHus faHHoro COC;

® «AJNTOpuUTM MOAIUCH» — AITOPUTM, UCIIOJIB30BaHHBIN ITpy noanucsiBanuu COC;
o «Mnentuduxatop KiIrOYa LEHTpa CEpTU(UKATOB» — HUIACHTU(PHUKATOP OTKPHITOTO KIHOYa
cepTH(HKaTa, KOTOpbIM ObLIa BeIoNHEHa noanuck COC.

Jaknanka «Cnucox omsviéay

JlanHasi 3aKjiafika COAEPIKUT CIHCOK BCeX CEpTU(UKATOB, KOTOpblE ObUIM OTO3BAaHbBI U3JATENIEM
nanHoro COC. MoXHO OCMOTpeTh, Kak CBOMCTBA JIFOOOTO M3 OTO3BAaHHBIX CEpTU(UKATOB (Ha)KaB
KHOTIKY «I[IpocMOTp»), Tak M 1aTy OT3bIBa KXKAOT0 U3 CEPTU(PUKATOB, U MPUUMHY OT3HIBA.

3aknanka «/lyme npogepkuy

Ha nanHoit 3aknazke MOXHO yBUIETh, KakuM cepTudukaTtom Y11 6611 BeimyieH nanubiii COC.

6.8.3. IIpocmoTp u meuaTh 3ampoca Ha cepTUPUKAT

[Tonb30BaTenb MOXKET MPOCMATPUBATh COAEPKMMOE 3aMPOCOB KaK HAXOSIIUXCS B CIIPAaBOUYHUKE
«3anpocsl Ha cepTudUKaT», Tak U Mpu o0paboTke 3ampoca. s mpocMoTpa COIEp:KUMOTO 3ampoca,
HAXOJSIIETOCsT B CHPaBOYHHKE «3ampockl Ha cepTU(UKaT», HYKHO BBIOpaTh €ro Tpymmy B JepeBe
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ceprudukaro/COC B eBo# manenu nporpammsl. [Ipu 3ToM B npaBoii MaHeIN MOSBUTCS BO3MOXKHOCTH C
MOMOIIBIO (PUITBTPA OTOOPATH HYXKHBIN 3aIpoc.

OKHO CBOICTB 3ampoca Ha cepTU(UKAT OTKPHIBACTCS TBOMHBIM HIETYKOM MBIIIX IO 3aIIPOCYy.

JlaHHO€ OKHO COCTOUT M3 ISTH 3aKIa0K:
e «OOmmey,
e «CocraBy,
e («3HaucHHUE KII0Yay,
e  «YIOCTOBEPSIOIIMUE NOANUCH,
e (Ceprucduxkar,
1 IBYX TOTIOJTHUTEIILHBIX KHOTIOK:
e «IIpocMOTp KapTOYKH OTKPBITOTO KITFOYAY,
o «IlIpenBapurenbHblii mpocMoTpy» (cM. Pucynok 88. OkHo «3ampoc Ha cepTHdHKATY).
O6wme Cocrae 3naverue kniova  Yaoctosepsiowre nognucd  Cepridurar

3 Bnanenen: 0AD "Tectosas opranuzauma’
T

' WenocTHocTs sanpoca: [posepena

w1 [peanonarastisiit Cpok ASHCTBMA —— s
i Plsisnponbing 26.08.2020 16:27:14 - 25,08.2022 235353

Cornacosanue wiova, upposanue gane, Wupposanue

o
£ Nouveeriersse kosa ks, Lngposas nognucs

E{j PacuwmperHos npuMeHEHMe KMoYa MpoBepra NOLAMHHOCTH KAWEHT 3

:ﬁ! WaesTuduratop kmoya CA746A070678D47EABS106C2B3F7B2BBFE1A3A0D
E Nara cozpanua sanpoca 26,08.2020 16:27:21

l MpocMOTP KapTOYKM OTKPETOra KMoua ... MpegsapuTEnbHEF NPOCMOTP ...

oK

Pucynoxk 88. OxHo «3anpoc Ha cepTudukaT)

3aknanka « OOwue» comnepKuT obIIue mapaMeTphl 3aIpoca Ha CEpTU(UKAT:

«Bnanenemny —ums Oyayiiero Biaaenbiia cepTudukara,

o «llemocTHOCTH 3ampocay» — pe3yabTaThl poBepku D11, BeipaboTaHHOW TOM 3amTpOCOM HaA
ceptudukar,

«IIpenmonaraeMbIii CpoK NEUCTBHUS cepTU(DUKATA» — HEOOS3aTeIbHBIN MapaMeTp, BKIIOYACTCS B

COCTaB 3aIpoca, eciiu Hy)KHO Cy3UTbh CPOK JACHCTBUA cepTudUKaTa, 3aaaBaeMblii B Y1 mo ymondanwuio;

o «[Ipumenenue kioya» — e, VIS KOTOPBIX MOXKET OBITh HCIIOJIb30BAH JIMYHBIA KIIIOY
MapHbI KOTOPOMY HaXOJIUTCS B KAPTOUKE OTKPHITOTO KJII0Ya,
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o «PacmmpeHHoe TNPUMEHEHHE KIIOYa» — IO3BOJSET WACHTU(DHUIIUPOBATH CEPTHPUKAT B
CUCTEME;

o «UMuentuduraTop KIrOYa» — X3MI-3HAYCHUE OT 3HAUYEHUS OTKPHITOTO KITH0Ya,

o «JlaTa co3maHus 3ampocay - Aata U BpeMsl Co3/IaHusI 3ampoca Ha cepTudukar/

C nomouipto KHONKM «IIpocMOTp KapTOUKHM OTKPBITOTO KJIIOYA...» MOXHO IPOCMOTPETH H
pacrieyartaTb KapTOYKy OTKPBITOrO KJII0Ya JaHHOTO 3ampoca Ha CEepTH(HUKAT W3 JOMOJHUTEIHHO
PacKpbIBLIETOCS OKHA.

Kuonka «lIpenBaputenbHblii MPOCMOTP...» MO3BOJIAET B JOMOJHUTEIHLHOM OKHE MPOCMOTPETHh U
pacreuaTaTh 3aIpoc Ha cepTU(UKAT.

3aknanka « Cocmaey.

B naHHON naHenu MOXHO YBMJETh TOYHBIM COCTaB 3ampoca Ha cepTH(HKAT, B TOM YHUCIE €ro
OTKPBITHIN KITt0Y, TapameTpsl anroputma DL, ucnonp3oBaHue TMYHOTO KItOYa, HACHTU(UKATODP K04
CyOBeKTa, CPOK JACUCTBHS OTKPHITOTO Kitoya. [1pu BIOOpE 0JHOTO U3 MoJIei 3arpoca BHU3Y MaHenu OyeT
oroOpakeHa HH(POPMAIIHS O €r0 COCTABE.

3akianka «3navenue Kkuoyay.
B naHHO# maHeu MOXKHO YBUJIETh 3HAUEHUE OTKPHITOTO KJIF0YA MPOBEPKH TOIIUCH.
3aknaaka « Yoocmosepsiowiue noonucuy.

B nanHO# maHenu MOKHO yBUAETh JomnonHuTeabHble DI, koTopbiMM 3aBepeH JaHHBIN 3ampoc Ha
cepTH(UKaT.

3aknaaka « Cepmugpuxampy.

JlaHHast maHe b MOSBISETCS, €CIM 0 3apocy ObLI BBINYIIEH cepTU(UKAT U MPOUMIIOPTUPOBAH B
MeHemkep. [IpocMoTpeTs cBeneHus o ceprudukare MoXXKHO, HaxkaB KHONIKY «IIpocMoTp cepruduxaray.

6.8.4. IIpocMoTp 3ampoca Ha cepTU(UKAT, CO3JaHHOTO B COOTBETCTBUU C TPEOOBAHUSIMHU
CTb 34.101.78-2019

CTBb 34.101.78-2019 onpenensieT HOBBIN opMaT U CTPYKTYPY 3ampoca Ha ToTydeHue cepTudukara.
[Ipumep Takoro 3ampoca npenctaBieH Hike (cM. Pucynok 89. Oxno «3ampoc Ha ceptuduxar» B
coorBercTBuM ¢ CTH 34.101.78-2019).

JlaHHOE OKHO COCTOMT M3 IISITU 3aKJIaJ0K:
o «OOmmuey,
o «CocTaBy,
e «3HayeHHE KIIIOYay,
e  «YIOCTOBEPAIOLINE MOIIUCH,
e Cepruduxkar;
U ABYX JIOTIOJHUTENbHBIX KHOIIOK:
e «lIpocMOTp KapTOYKHU OTKPBITOTO KIIH0Yay,
e «lIpenBapurenbHbIi IPOCMOTP.
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O6wwe Cocras 3vavenue kmoda  YnocTosepsiowme noanucd  Ceprudukar

Bnagenen: ALEXEY IMaMOV

'.—T‘hn
—- llenocTHocTe sanpoca: [posepeqa

E Monurkka cepTudHKkaTa 1.21120.20.34.101.78.2.62

,':_gi challengePasswaord JANFO:SN112358

g oA ar e cpox AcHCTEwS 10.08.2020 14:31:45 - 11.08.2020 235359

T3] Maermuourarop kmosa 10472E7A666CE15402F 076820 86CEATE589FD 40
MpocMOTR KAPTOKK OTKPEMOrD K4S .. MpeasapUTEnEHEIR NPOCHATR ...

Pucynok 89. Okno «3anpoc Ha ceprudukar» B coorBerctsun ¢ CTh 34.101.78-2019

3aknaaka «Oowuey» (cM. Pucynok 89. Okno «3ampoc Ha ceprudukar» B coorBerctBuu ¢ CTh
34.101.78-2019) conmepsxuT 00IIIHE TapaMeTpbI 3apoca Ha CepTH(UKAT:

«Brnanenen» — nokassiBaeT UMsI OyAyIIETo BiIaenblia cepTuduKaTa.
e «llenocTHOCTH 3ampoca» — pe3yibTarsl nposepku DLIII, BeipaboTaHHOMN MO 3ampocoM Ha
cepTH(UKAT.

«ITonutuka cepTuduKaTay - OMUCHIBAET MOJUTHUKY, B COOTBETCTBHHM C KOTOpPOW OBUT BBHIMYIIEH
ceptuduKar, U 1eIH, B KOTOPBIX CePTU(UKAT MOXKET UCIIOIH30BaATHCS.

«challengePassword» - nadopmarronHast cTpoka, KOTopyto Tpedyercs nepeaars B Y11, Hapumep,
B JIAaHHOM CJIy4ae 3TO PEKBU3HUTHI [UIATEKHBIX JJOKYMEHTOB 00 OIUIATE YCIIYT.

«IIpenmonaraeMplii CpOK HEUCTBUS cepTU(dHKATa» — HEOOS3aTENbHBIN MapaMeTp, BKIIOYACTCS B
COCTaB 3aIpoca, €ClIM HY>KHO CY3UTh CPOK JIeHCTBHS cepTuduKara, 3aaaBaemplid B Y1 mo ymomuanuto.

«I/II[CHTI/I(I)I/IKB.TOP KJII04a» — X3MI-3HAYCHUC OT 3HAYCHHA OTKPBITOTI'O KJIFOYa.

C nomomipto KHONKM «IIpocMOTp KapTOUKM OTKPBITOTO KIIIOYA...» MOXHO IPOCMOTPETH H
pacrieqataTb KapTOYKy OTKpPBITOrO KJII0Ya JaHHOIO 3alpoca Ha CepTHU(HUKAT U3 JOMOJHHUTEIHHO
packpeiBuierocs okHa. [Ipu stom cienyer nmers B Buay, uro CTh 34.101.78-2019 He npexycmaTtpuBaer
HCIIOJIb30BAaHUE KAPTOYKU OTKPBITOIO KIIFOYA.

Knonka «lIpenBapurenbHbIil TPOCMOTP...» MO3BOJISIET B JONOJHUTEIBHOM OKHE IPOCMOTPETh U
pacreuaTtaTh 3aIpoC Ha CepTHU(UKAT.

3aknaaka «Cocmae» (cMm. Pucynox 90. 3akmagka «CocraB» B 3ampoce Ha cCepTH(QHKAT B
coorBercTBuM ¢ CTH 34.101.78-2019).
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:j 3anpoc Ha cepThdrKaT — O X

O6wme Cocta®  3nauenue kaova  Ynoctosepsiowme noanucH  CepTudukar

Bnagenen: ALEXEY WANOY

or
— llenocTHocTe sanpoca: [lposspena
Mone IHayeHue
Bepcua Wi
Cyteekr ALEXEY IVANDY
OTRpPLMEI KMoy Bnropurm CTE 34101 .45 (512 bits)
MapareTpbl anropuraa 3N WaEHTUDMUKaTop offeexTa cornaco CTE 34.101.45
MNaponk Bbiz0BEa ANFO:5N112358
Npeanonarasmel cpok gsdcr.. 27.08.2020 17:43:01 - 26.08.2022 23:59:59
Monumuxy cepTUpukaTa [1] NonuTuKa cepTUdMrLaTa:
HononHurensHoe uma cyfeer...  Agpec 3nexTpoHHoi novTei=test@avest org
aun OCBESZBD 078403945 7CD1EOVB EDFCSBDE BI0SSEFS 2B131616 DOAE...

ANropuTI KOHTPONBHOR Kapak. . shal
KoxtponsHan xapaktepuctika  BC7F 6038 DACE 13C4 7F98 7502 9F67 2327 0072 0585

CH=ALEXEY IVANOV A
OU=ocThoen uMPpOSHR TEXHOMOTMI

0=000 "TecToEas OpraHM3ALMA"

=p0. KaMsHDKH

SI=EpecTrcxas obn., Kadessumnt p-H v

OK

Pucynoxk 90. 3aknanka «CoctaBy B 3amnpoce Ha ceprudukat B coorBerctuu ¢ CTh 34.101.78-2019

B nanHO#l maHenu MOXXHO YBUAETh TOYHBIM COCTaB 3allpoca Ha CEePTH(PHUKAT, B TOM YHCIE €ro
OTKPBITHIN KJTt04, TapaMeTpbl anroputMa D11, monutuku ceprudukara, napoib BbI30Ba, TOMOIHUTEILHOE
uMs cyobekta W T.1. [Ipum BeIOOpe OaHOTO M3 TOJIEM 3ampoca BHU3Y TaHeNu OyIeT OoToOpakeHa
nH(pOpMaLKs O €er0 COCTABE.

3aknanka «3Hauerue Kiouay.
B naHHO# MaHemu MOXKHO YBUJIETh 3HAUEHHE OTKPHITOTO KIIF0Ya MMPOBEPKH MOIITUCH.
3aknanka « Yoocmosepsiowue noonucuy.

B nanHO# maHenu MOXKHO yBUAETh qononHuTenbHble DI, KoTopbiMM 3aBepeH JaHHBIH 3ampoc Ha
cepTH(HKAT.

Baknanka « Cepmugpuxamy» (cMm. Pucynok 91. 3akmanka «CepTudukar» B 3apoce Ha cepTUPUKAT B
cootBerctBun ¢ CTh 34.101.78-2019).
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=E
Ofwue Cocras 3xaversie kmoua YgocToBepsiowme nogridck  CepTMOUKaT

E: Bnagenew: ALEXEY MANOV
=

' WlenocTtHocTe sanpoca: [posepeta

Mo gaHHoMY 3aNpocy BeINYLEH CEpTUOMKST
Cepuinei novep:  40E'S B4D7 FB79 CF19 0000 CCFF

i MpocmoTp cepTHdurarsa ..,

oK

Pucynok 91. 3aknaaka «Ceptudukar B 3anpoce Ha ceptudukar B coorerctBun ¢ CTh 34.101.78-2019

JlaHHast maHenb 0TOOPaXKaETCsl, €CIH 10 3aIpoCy ObUT BBHIMYLIEH CEPTU(PUKAT U IPOUMIIOPTHPOBAH B
MeHemkep. [IpocMoTpeTs cBefieHus 0 cepTudrKare MOKHO, HaxaB KHONKY «IIpocmoTtp cepTudukaray.

6.8.5. [IpocMOTp 1 eyaTh COAEPKUMOT0 aTpUOYTHOTO cepTUPHUKATa

[Tonb30BaTenb MOXKET MPOCMATPUBATh COAEPKUMOE (aTpuOyThl) aTpuOyTHOro cepThUdUKara, Kak
HaXOJAIIETOCS CHPaBOYHWKE, TaK WM IPH HMIOPTE aTpuOyTHBIX ceprudukaroB. s mpocmoTpa
COJIEP’)KUMOr0  aTpuOyTHOro ceptuduxkara HaAO BbBIOpaTh HYKHBIM CHOPAaBOYHMK B  JIEpEBE
ceprudukatop/COC B JI€BOM MaHENU MPOTpaMMBbI, 3aTe€M C TOMOIIbI0 (PUIbTpa HAWTH HY>KHBIN
aTpuOyYTHBIN cepTU(UKAT B MPaBON MaHETU OKHA, U OTKPBHITh €r0 CBOMCTBA ABOMHBIM Ha)KaTHEM JIEBOMH
KJIaBUILY MBIIIH 10 aTpUOyTHOMY cepTHdHKaTy. [Ipr 3TOM MOSIBUTCSA OKHO MIPOCMOTPA COAEPKUMOTO (CM.
Pucynox 92. IIpocmotp atprOyTHOTO cepTU(HKATa).
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2 AvpuGyTheni ceprudukar (40ESDIEDBSFBIDGE.. — O X

OfwMe Coctas  [MyTh NpoOBEpEM

o CeepeHMA 0 aTpHOYTHOM CEPTHDMEATE

CepTUduEaT geficTEUTENEH

3aABNEHHEIE ATPHOYTEI

Mone SHAYEHHE
[=] Perucrpaumonmeii o, 123456789

JeAcTBMTENEH C: 28.11.2022 135356
NedcredTened no:  25.11.2024 23:53:59

[N penEapHTENEHEIA NPOCHOTE STPMAYTHOND CEQTHpMKATS ...
MpOCrOTE MCXOOHOMD CERPTHRMEATS ..

MNposepra Toder pacnpoctpadeda COC .

Ok

Pucynok 92. [Tpocmotp atpubyTHOTO cepTrduKaTa
JlaHHOE OKHO COCTOUT M3 TPEX 3aKIaJ0K:

e «OOume» - cBeieHUs 0 aTpUOYTHOM cepTUdUKaTe,

e «CocraBy - cofgepx’umMoe aTpuOyTHOTO cepTuduKara,

e «Ilytp mpoBepku» - TMOKa3aHa BCS IIETIOYKA CEPTU(PHUKATOB, YAOCTOBEPSIOIIUX JaHHBIN
ceptu(uKar, BIJIOTh 10 cepTudukarta kopHeBoro YLII;

Y TpeX JONOJHHUTEIBHBIX KHOIOK:

e «[IpenBaputenbHbIA MPOCMOTpP aTPUOYTHOTO cepTH(HUKATA. .. »,

e «IIpocMmoTp ucxoaHOrO cepTudukara...»,

o «IIpoBepka Touek pacnpoctpanenus COC...».

3akmanka « Oowue»

JlaHHas MaHeh OMKCHIBACT OOIME CBOMCTBA aTpUOYTHOTO CepTU(HUKATA:
o «Ceptuduxkar neiictsutenen» win «CepTudukar He ACHCTBUTETICH) MO3BOJSET YBUACTh
TeKyIllee COCTosiHuE cepTudukara. B Tom crmydae, ecnu cepTudUKaT HEe TEHCTBUTENECH,
OyJIeT MpuBeCHA MPUYHUHA €T0 HeIeHCTBUTEIHHOCTH;
e ((3asBieHHBIC aTPUOYTH» — aTPUOYTHI, BKIIOUEHHBIC B CEPTU(UKAT;
e «/lelicTBuTenEH C:», «Jl€HCTBUTENEH O:» — MOKA3bIBAIOT MEPHOJI, B TEUEHHE KOTOPOIO
ceprudukar qeHCTBUTEINCH.
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HaxaB na kHomky «IIpenBaputenbHblii mpocMOTp aTpuOyTHOrO cepTHUdUKaTa» MO3BOJSET B
JOTIOJTHUTEIHHOM OKHE TIPOCMOTPETh U pacreyaTaTtb aTpUOYTHBIN cepTuuKar.

Knomnka «IIpenBaputenbHbIil MPOCMOTP UCXOTHOTO cepTU(UKATA. . .» TIO3BOJISIET B JOMOJIHUTEILHOM
OKHE IIPOCMOTPETh U pacredaTaTb UCXOAHBIA CepTUDHUKAT.

Knonka «IIpoBepka Ttouek pacmpocrpanenuss COC...» Oyner akTUBHA, €CIM TOYKHU
pacnpoctpanenus COC (t.e. URL aapec, rae xpanutcs daitn COC VII) npucyTcTByOT B aTpuOyTHOM
ceprudukare. HaxxaB Ha Hee MOKHO ckadath U nmpoummnoptupoBath COC ¢ mannoro aapeca (cwm. m. 6.14.2
Oo6noBnenne COC ¢ ucnonp3oBanueM kHonku «IIpoBepka Touek pacrpoctpanenus COCy» B ceprudukare
(arpubyTHOM CepTH(HKATE)).

3akinanka « Cocmagy

B nanHOl maHenu MOKHO YBHIIETh TOYHBIN cOCTaB cepTu(duKara, B TOM YHCIIC €r0 CepUHBIA HOMED,
AJITOPUTM TIOJINUCH, CEPUIHBIX HOMEp MCXOoIHOro cepTudukara u T.1. [Ipu BbIOOpE OMHOTO U3 TMOJIEH
ceprudukara BHU3Y HaHenu OyneT orobOpaxkeHa mHpopmanusa o ero coctaBe (cMm. Pucynok 93. Cocras
aTpuOyTHOTO cepTU(HKATA).

£ AtpuByTHEt ceptudmkar (A0ESD3IEDBOFBODGE..  — O x

Ofwwe CocTad  MMyre nposepku

Maone JHaqeHuE 2
E Bepcua W2

E CepuiiHEIb HomMep 40EREBRZE8AEDCT 30000008 4

[F] &nropurr nonmmcu CTE 34.101.45/34.101.31

E MocTasw e STEMD Chys#Ga aTpHEUTHEIR CERTHMHESTOE |
[F] Deircrevmenen 25.11.2022 135356

[F] Deitcrevmenen no 25.11.2024 23:53.59

E MocTaswwk, voxoaHoro..  STEMD MoguuHERHEN YyaocTOESpAKWME LE..
E CepuiiHei Homep Moxo...  40EBD3IEDEIFEI06E 00002409
PervcTpauqonHei Hom... 123456785

MoeHTugurkaTop kosa... 2091 8B74 E554 B715 5174 F400 9480 7D70
25 2ae7 121121211172723-19141212111 23"
£ >

W

vz

(]9

Pucynok 93. CoctaB aTpubyTHOTro ceprudukara

3aknanka «Ilyme cepmupurayuuy

B nanHo# naHenu MOXXHO YBUIETh, KakiM LIeHTpoM aTpuOyTHBIX cepTU(UKATOB ObLT BbIIaH JAHHBIN
cepTH(HKAT, U B KAKOM CITUCKE OTO3BAaHHBIX cepTU(UKATOB OH ObUI TpoBepeH. Eciu mpu nmpoBepke Kakoro-
1100 M3 MOKa3aHHBIX cepTU(HUKATOB WK npu npoepke COC Bo3HUKIIA KaKas-Mu0o omuoOKa, HarpuMep,
HEeBEepHas MOJIKCh, cepTU(UKAT OyAEeT 0TOOpaKEeH ¢ KPECTUKOM B KpacHOM Kpyre. BHu3y manenu Oyner
oToOpakeHa HH(POPMAIIHS O PE3yJIbTaTe MPOBEPKH 1enodku ceptudukaroB u COC.
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C momompio kHONKHM «IIpocMoTp mcxomHoro ceprudumkara...» Ha 3akiagke «OOmme» MOXHO
IPOCMOTPETh CepTU(UKAT TOTB30BATEINS, A1 KOTOPOTO OBUT M3JIaH JaHHbIM aTpUOYTHBIN cepTuduKar.

Knonka «IIpenBaputenbHblii MPOCMOTp aTpuOyTHOTO cepTHdHKaTa...» Ha 3aknagke «OO0mme»
MO3BOJISIET B JOMOJHUTEIBHOM OKHE MPOCMOTPETh U pacredyaraTh aTpuOyTHbIN cepTudukar (cM. Pucynok
94. Ileuyats aTpuOYTHOTO CepTH(HKATA).

B3 arpubyTrsii ceprugukar - O X
& @] x

ATPHUEYTHHT CEPTHENEAT:

Bepcma: V2

CepiOiHent HoMep: £0ELA0337CB2C7A000000005

Anropury mogmick: CID 34.101.£5/34.101.31

NocTabmps: CnyESs STPHOYTHEY CEpPTHAMEETOER

CN=Cny®fa aTpMEVTHHEY CEDTHEMESTOE

O=Cny®fa aTpHEVTHHEY CEpTHEMEATOE

STREET=Crywba aTpMOyTHEY CEPTHEHEETOE

L=Cny=fa ATpHOYTHEY CEPTHEMHKETOS

ET=Crymfia ATpMEVTHHEY CEDTHAWEATOER

C=BY¥

DNeficrenTenes c: 25.08.3015 14:36:48

HNesicTenrene” mo: 20.08.2017 23:59:89

MocTAaBIME MCKONHOTD CepTHidmEaTa: HonuwucHHEER V[ (csp)

CN=logumzensssd VI (csp)

OU=lNogumzensssd VI (csp)

O=Nonumuennssd VI[ (csp)

STREET=Ionumscssmnd VI[ (csp)

L=lonumucnnssd VI[ (csp)

ET=Nonumyensssd VI[ (csp)

C=BY

CepIUiHEN] HOMED MCXOGHOTC CcepTHiMEAaTa: {0E4I3FAFFEDISTIZ00000002

AT GyTE

VY IeHMEIT RIS ;

1.53.6.1.£.1.126086.2.1.1=1.3.6.1.4.1.12656.2.1.1

NonoTHerns

HpenTuduraTop KIDYA IeHTpa ceprHudmxarToe: DB73 AT7EB COEE F3ED DA20 98BS 73FB 5500 HEBE

308C by
£ >

Pucynok 94. Ileuath aTpuOyTHOTO CepTU(PHUKATA

6.9. Dkcnopt u ummopt ceprudukator/COC

IIK AvPCM 1no3BoJsieT Kak UMIIOPTUPOBATh CEPTUDUKATH U3 IpYyrux 0a3, Tak U SKCHOPTHPOBATH
uX.

6.9.1. Okcnopt cepTudukaTta

1 skcnopTa CCDTI/Id)I/IKaTa Haao NMpoAciiaTh CICAYHOIINC JIeNCTBUSA:

1) HaliTH HY)XHBII cepTU(UKAT B OJJHOM U3 CIIPABOYHUKOB;

2) BBIOpaTh B OCHOBHOM MeHIO MyHKT «®Daiim» / «Dxcmopt cepTudukara B Gaiay WK IEIKHYTh
NpaBOil KJIABHIIEH MBIMM 1O CEepTU(PUKATY W BO BCIUIBIBAIOIIEM MEHIO BHIOpAaTh «IKCIOPT
ceprudukara B paiin,

3) B OTKpBIBIIEMCSI OKHE YKa3aTh:

® MecCTo, KyJa J0JKeH ObITh coxpaneH (aiin (ITamka:),
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e Tun (aina:

» ceprudukar (*.cer) — OyaeT IKCIMOPTHPOBAH TOJIBKO MOIb30BATEIbCKUN

ceprudukar,

» ceprudukatsl (Bech myth) PKCS#7 (*.p7b) — Oyaer skcropTHpoBaHa BCS IIEMTOYKa

cepTu(UKaToB,
ceprudukar (B Base64 koauporke) (*.cer),

ceprudukat (B8 PEM koauposke) (*.cer),

YV V V

nernoyka cepruukaros B PEM koauposke (s Open SSL) (*.crt),
» nemnouka ceprudukaroB B PEM koauposke (*.pem),
e wums (paiina s SKCIopTa cepThgUKaTa;

4) wnaxartb kHONKY «CoxpaHuth» (cM. Pucynok 95. Dkcnopt ceprudukara B daiin).

-"ﬂ 3KcnopT cepTvdukata B hain

<« v <« Program Files (x86) » Avest » AvPCM_nces_ 1130 » export v (V] n rt
YnopagoumnTe ¥ Hosaa nanka

i Bugeo ~ Wrn [ata nameHeHunn Tun Pazmep

1] Odoxymentsi

HET 3NEMEHTOB, YAOBNETEOPRIOLLIMX YCNOBMAM NOMCKE.

“v 3arpysxu

= Vzo6paxennn

D Myzbika

J) O6nemubie 06w
I PaBouwii cron
Za 05(C)

¥ Cem

v

Wman daitna: iA-LF:XEVIVANOV

Tun daiina: | Ceprudmxar (“.cer)

Ceprngpuxartnl (Becs nyTs) PKCS 27 (*.p7h)
Ceptnduxar (s Basebd xognpoexe) (*.cer)
Ceprnduxar (8 PEM kognpoexe) (*.cer)
Uenouxa ceprudumxartos 8 PEM xogupoexe (ana Open 55L) (".crt)
Lienouka ceprugmxatos 8 PEM xogupoexe (*.pem)

~ Ckpeite nankn

CEPTHPHEATH

Pucynok 95. Dkcnopt ceprudukara B daiin

B CJIydac YCIICIIHOIO 3aBCPHICHUA TMPOUCAYPbI 3JSKCIIOPTA, Ha 3KpaH 6y,Z[CT BbIJAaHO

MOJITBEPXKICHUS, COIeprKalllee MOMHBINA MyTh K (ailny skcrnopra. [ 3aKpbITHS 3TOro OKHa Tpedyercs

Haxarb KHONKY «OK».

6.9.2. Dkcnopt COC

Okcnoptr COC nmpouszBoautcs u3 cupasoynuka «COCy». IIpouenypa skcnnopra COC ananormyHa
OIMCAHHOM BBIIIE MPOLIETYPE VIS HKCIOPTa CepTUHKATA.

6.9.3. Dkcnopr criucka ceptudukatoB 1 COC

Ecnu tpebyetcs sxcnoptupoBats crucok ceprudukaroB 1 COC, To Toraa AecTBHS MOIb30BATEINS
OyAyT CIIeIyIOIIUMHU:
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1) BbIOpaTh HY)XHBIC CEpPTH(PHKATBHI, B OJHOM W3 CIIPABOYHUKOB, M IICIKHYB MPABOW KJIABHUINCH

MBIIIM BBI3BATh BCIUIBIBAIOIIEE MEHIO, B KOTOPOM BBIOpaTh «IKCHOPT CEPTHPHUKATOB
(BBIOpaHHBIX )Y,

2) B OTKPBIBIIEMCS OKHE YKa3aTh:
® MECTO, KyJia JOJKHBI ObITh coxpaHeHbl cepTudukaTs (I1amka:);
e B crpoke (Mms daiina:) mo ymomyanuto 3agaercs ums «AllCerty,
e B crpoke (Tum ¢aiina):
» ceprudukarsl (Bech myth) PKCS#7 (*.p7b),
» cepruduKatel (BeCh MyTh, BKIt0Yas arpubyTHbic) PKCS#7 (*.p7b),

3) naxartp kHoONKy «CoxpaHuthb» (cM. PucyHok 96. Dkcnopt crincka ceprudukaroB u COC).

—2':"1 SkcnopT ceptudivkaTos/COC (BuIBpaHHbIX) K
« v « Avest » AvPCM_nces_1130 » export v (o) Mowck: export o
YnopRgounts v Hoear nanka =iy 9
A n S — T Pasmep
[? 3ot KoMNBIOTEp Mma Hata nameHeHna wn asmep
! Buaeo Her 3nemexTos, yA0BNETBOPAIOLWMX YCNOEMAM NOKMCKE
= OokymenTel
& 3arpyzmn
= Mso6paxenns
D Myzbika

J Obeemusie obm
B Pabouwii cron

48 08 (C)
g¥ Cemn

v <

Vms pasina: | AllCert

Tun daina: | Ceptudukate (eece nys) PKCS 7 (*,p7b)
Ceprudmrars (sech

Ceprudmatel (seck nyTe, Bxnrouan atpubytrbie) PKCS #7 (*.p7b)
~ Cxpbite nankm COXPEFRTE oT

Pucynok 96. Dxcnopr crincka ceprudukaroB u COC

[Ipu cobOmroneHNM BCeX ITUX YCIOBUU cepTU(dUKATh OyAyT MOMEIIEHB B OJMWH (aitn dopmara
PKCSH#7.

[Tocne ycmemrHOTO HJKCMOpTAa CIHCKA CEpTU(PHUKATOB TporpamMma BBIIACT OKHO COOOIICHHS, B

KOTOPOM OYZET MPOMKCaH MyTh K (haiiiny u ero comepxkumoe (cM. Pucyrnok 97. Muadopmanus 06 OKOHIaHUT
IKCIOPTA CHKCKA CEPTUDUKATOB).
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P "

MHdopraayms

JkcnopT cepTHdiMKaToE M COC 2agepweH.
M8 daiina: ChProgram Filest\AwvestAvPCM2\expotAllCertpih
Pafn CoOepkMT,
2 cepTydHKkaTa
1 COC.

Pucynok 97. Mndopmanust 06 OKOHYaHUH SKCIOPTa CIIMCKA CEPTUPHUKATOB

6.9.4. DxcnopT aTpuOyTHOTO cepTU(UKaTa
Jli1st 5KCTIopTa OJJHOTO aTpruOyTHOTO cepTU(UKATA HY>)KHO BBITIOJTHHTH!
1) BBIOpaTh HY)XHBIN aTPUOYTHBIN CepTH(UKAT B CIIPAaBOYHHUKE;

2) BBIOpaTh B OCHOBHOM MEHIO MyHKT «Daiiin» — «DKCmopT arpubyTHOro ceprudukata B Gaiia» uin
HIENKHYTh MIPaBOM KJIABUIIEH MBIIIHU 10 CEPTH(PHUKATY U B KOHTEKCTHOM MEHIO BbIOpaTh «KCIOPT
aTpubyTHOTrO cepTudukara B haiiny,

3) MOXHO 3KCIIOPTHPOBaTh, KaK TOJILKO aTpuOyTHBIH ceprudukar (B gopmare *.acr), Tak U BCIO
nenouky ceprudpukaroB (B ¢opmare *.p7b). Cremyer ydecth, 4TO MPH 3KCIOPTE aTPUOYTHOTO
cepruukara B Gopmare *.acr moiaydeHHbIH (aiiil He OTKPHIBAETCS CTaHAAPTHBIMU CPEICTBAMU
Windows.

B oTkpeIBIIEMCS OKHE YKa3aTh: MECTO, Kya J0JIKeH ObITh coxpaHeH (aitn ([lamka:), ums daitna mis
sKcnopTa ceprudukara, — U Haxarb KHONKY «Coxpanuthb» (cM. Pucynok 98. Dkcmopt aTpuOyTHOTO
ceprudukara B daiin).
(23 3ccnopr smputymioro ceprumeara s gann =)

¥nopraouwTs ¥ Hoear nanka

& 3arpyzkn * Mnan Jara usmeHeHNA Tun
=l HeagasHwe mecta

B PaGounii cron Her snemenTos, YADBAETBOPAKILLINX Y CNOBMAM NOWCES,

o BuBanotexw
E Buaeo
& Ookymerrs
|[E| MzoBpakerua
&' Myzsika

"M Komneiotep
& Windows [(C:)
—a OTHER (D)
8 docs (\fs\prajec ~ | 1 |

Vina paiina: | ADE4BABI5750443500000020]

Tun aina [A‘rpuﬁy‘rﬂmﬁ cepTwiukay (*.acr)

= Ckpeime nanku

Pucynok 98. Okcnopt arpubyTHOTO cepTudUKaTa B (aiii
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6.9.5. Ummoprt ceprudukaros (COC)

s BemmonHeHus: ummopTa cepTudukatoB (COC) MOXKHO BOCHOJIB30BATHCS MMYHKTOM OCHOBHOTO
meHio  «Daimy——>«mmopr  ceprudurara/COC»  wmm w3 ocHoBHoro  menro  Windows:
«Ilycx»—«lIporpammbir—> «ABecTr—> «llepcoHanbHbII MEHEIKED ceptuduraToBy—> «Mmmopr
ceptuduratoBy. [locie yero Ha skpaHe MosiBUTCSA OKHO «Mactep UMIopTa cepTUPUKATOBY.

JlanpHelmue OeHcTBUS TpPU UMIOPTE CepTU(PHUKATOB JPYTrUX IOJIb30BATENCH aHaJIOTHYHBI
PAacCMOTPEHHBIM ACUCTBUSAM B 1. 6.5.2 UMmopT nuvHOro ceprudukara mpu UHCTAUISAIUU ¢ (HalIoBOM

0a30i1 TaHHBIX.

6.9.6. ImmopTt aTpuOyTHBIX CepTU(HUKATOB

Jlis  BBIMONHEHHUST UMIOPTa aTpUOYTHBIX CEPTU(UKATOB MOXKHO BOCIOJIB30BATHCS IMYHKTOM
ocHOBHOTO MeHIo «®Daiimy——>«mnopt ceprupukatra/COC» wim u3 ocHoBHOro MeHto Windows:
«[lycx»—«lIporpammbin—> «ABecT»—> «llepcoHanbHbII MEHEKEP ceptuduxatoBy»—>«Mmmopt
ceprudukaroBy. [locne yero Ha skpaHe mosiBUTCS OkHO «Mactep ummnopTa ceptuduxaroB». B okHe
«Bo1bop aiinmay B pazmene Tum patina: cnenyer BbIOpaTh NYHKT Obvexmbl cepmugpurayuu
(*.p7b;*.cer;*.crl;*.crt;*.acr) nubo Ampubymuwiti cepmugpuxam (*.acr) W, nanee, BuIOpaTh (aiii
aTpuOyTHOTO cepTudUKaTa, UMIIOPT KOTOPOTO HYKHO MMPOU3BECTH.

[Tocre mMriopra arpuOyTHBINA cepTUPUKAT OymeT 0TOOpaKaThCs B HUIKHEW YaCTH TVIABHOTO OKHA
mocje BbIOOpa COOTBETCTBYIOIIETO MCXOTHOTO cepThdukara B BepxHeil dactu okHa (cM. Pucynox 99.
OtoOpaxeHue aTpuOyTHOTO cepTUdHKaTa).

.ﬂ Meneaxep cepTudmkatos ALEXEY IVANOV - [} X

Qaiin  Co3zpate3anpoc Cepeuc Bua Cnpaska

=5 - - : R

v 5] Ceprugurars NuyHuEe cepTUgUKaTH 1
Nurisie » Punetp
NosepenHsn Y1 E]
CeTesoil CrpaBosHuK
B coc
s Sanpace Ha cepTudKaT LedcTeMTensH c HedctertensH no  |O6wWee UM o
| ATpHlYTHBIE CEpTHDUKATEI
[JE=l27.082017:59.12 |26.08.22 235953 |ALEXEY IVANOV

w ATpHOYTHLIE CEPTHPHKATH

LelcteUTEneH C [eicTeuMTenex no Parmunus MNonHoe HaseaHWe ofKoa cTpaHsl OBnacTe

D] 2s 0820 135337 |24.07.21 235359

ALEXEY IVANOV 28.08.2020 14:03:36 (GMT+3)

Pucynox 99. OroOpakeHue aTpuOyTHOTO ceprrudukarta

6.10. YnpaBneHnue KOHTeHHEpaMU JIMYHBIX KITFOYEH Ha HOCUTEE

BHUMAHME. Eciu n3MeHnTh UMSI KOHTEHHEpa cpeacTBaMu Kpurrornposaiiaepa Avest CSP, ITK
AvPCM wu cTOpoHHME NpPOrpaMMHBIE KOMIUIEKCHI, HCIOJb3YIOLUIME MEHEKEP JUIsl BBIIOJHEHUS
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KpunTorpaguueckux omnepaiuii, He CMOTyT HCIOIb30BaTh JaHHBINA KOHTEHHep. B nanHOM citydae HY» HO
YIIUTh CEPTH(UKAT U TIOBTOPHO MPOU3BECTU UMIIOPT JIMYHOTO CEPTH(PHKATA TTOTH30BATEIIS.

JlJ11 KOHTPOJISL TOr0, KAKU€ KOHTEHHEPHI C JIMYHBIMM KIHOYaMHU MMEIOTCSI Ha HOCUTENE KIFOUEBOM
uHpOpMaLKY, B IPOrpaMMe MPeaIyCMOTPEHA CIeUAIbHAS BO3MOKHOCTh — OKHO CIMCKa KOHTEHHEPOB
JUYHBIX K04 Ha HocuTese. JJaHHOe OKHO MOXXKHO NMPOCMOTPETH, BHIOPAaB B OCHOBHOM MEHIO ITyHKT
«CepBuc», NOANMYHKT «CIHUCOK KIKOYEH Ha HOCHUTENE).

B 3TOM OKHE OyayT OTpaskeHBI BCE JIMYHBIC KITFOYM, HAXOSIIUECS HAa BCTABICHHOM HOCHTEINE (CM.
Pucynok 100. Crircok Kiroueii Ha HOCUTEIE).

[Ipu menyke npaBoil KHOMKOM «MBIIIN» HAa BBIICJICHHOM KOHTeHepe nosb3oBaTento [IK AvPCM
JIOCTYIIHBI CIIEYIOIINE ONepaIiu:

- IPOCMOTp cepTudUKaTa;

- IOMECTHUTH CePTU(UKAT B TNUHBIA CIIPABOYHHK;
- IOMECTHUTH CepTU(UKAT B KOHTEHHED;

- YOAJIUTh JIMYHBIA KITI0Y;

- CMEHUTH [IapOJIb KOHTEHHEpa.

B CJIydae, €CJIn CpPOK JEUCTBUS JTUYHOTO KIIFoYa 3aKOHYUJICA, NUJIN €CJIN CCpTI/I(bI/IKaT OTO3BaH, TO
MOKHO YJAJIUTb KOHTeﬁHep C JIMYHBIM KJIIOYOM C HOCHTCIIA. I[aHHYIO npoucaypy 00s13aTeNIbHO HYXHO
BBIITIOJIHUTD 110 OKOHYAaHWUU CPOKa JIENCTBUS TMYHOIO KJII04a U IIpU OT3bIBC CepTI/I(I)I/IKaTa.
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Momewenue auunoro CEPTHPHEATA B NEPCOHAALHBIA CNIPABOYHME.

BrifiepuTe KOHTEAHED AMMHOMD KAIOYE, COOTBETCTBYNLWMA NHIHOMY CEPTHDUKETY

[ ] NomecTurs muuHbIf CEpTUDUKAT B KOHTEHHED

MaeHTUEuUKaTop KNKYEBOrD KOHTeliHepa Ceprupurar

' ALEXEY IVANOV_26_07_20 2019

L ALEXEY IVANOV_27_07_20_14_00
., Jaxperoe akuMoHEpHOE oW ECTBo _T cToBan Opramu.
. 000 _Tunosan oprasusauss__26_07_20 23 19

-\, 000 _Tunosan opranmsauua__27_07_20_17_53

Kpurronpoealigep

Avest C5P Bel Pro
Avest C5F Bel Pro
Avest C5SP Bel Pro
Avest CSP Bel Pro
Avest C5P Bel Pio

DéHoeuTe

Hazan Hanee »

X Orviena

Pucynok 100. Cniricok kimodeid Ha HocuTene

Buumanue: Biagenen niam ynoJHOMOYEHHOE JIMIIO HECET IOJHYH OTBETCTBEHHOCTH 3a COXPAHHOCTH
HOCHTEJIEH C TMUHBIMH KIH0YaMH U KOH(QUICHIIMATbHOCTD JIMYHBIX KIt04Uei. PekoMeH1yeTcs He 3arpykarth
I[IK AvPCM 6e3 HeoOX0AMMOCTH, a MpU 3arpy’KEHHOM MPOTPaMMHOM OOECIIE€UEHUU HE OCTaBIISAThH

KOMIIbIOTEp 0€3 KOHTPOJIS.

6.11. XXypnan paGoTbl

B nporecce paboTel mporpaMmbl BeAeTcs KypHal pa®oTsl. Jljis mpocMoTpa >KypHajabHOTO (aiina
HY>KHO BBIOpaTh B OCHOBHOM MeHI0 «CepBHUC», MyHKT «JKypHai paboTbI».

CxeMaTH4HO MPEICTaBUTh JKypHaJ paboThl MOXHO B BuAe Tabmuubl (cMm. Tabmuna 2 — XKyphan

paboThI).
Tabmuna 2. XKypnan paboTsl
Ne Ilone JlaHHbIE ITpumeuanue |
1 Hara u Bpemst Jna.mm.rrrr
COOBITHA Yu:MM:cc
2 | CyObekr Tekcr Wmst  aOoHeHTa, 3aperuCTPHpOBABIICTOCS B  CHCTEME H
BBITIOJTHUBILICTO OTIEPAIIUI0
3 | OOBekT TekcT Ha3paHue BBIMONHAEMOH MpOLEAYPbl WIH HIACHTH(GHKATOP
00pabaTpIBaeMOro 00beKTa
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Ne Ioise Jannsle IIpumeuanue |

4 | Omeparus Tekcr Kpartkoe Ha3BaHWE BHIMOTHAECMON OTIEpaIiu

5 | Homonmaurenshas | Tekct OnuceiBaeT JAEWCTBUSA, NPOM3BOAMMBEIE (yHKIHEH. Moxer
nHpOpMAaLUL COJIep)KaTh 3HAUCHUS BO3MOXKHBIX KPUTHYHBIX TIAPAMETPOB

6 | PesympraT Texkct Pe3ynbTar BhINONHEHUS ONEpalun

MO>KHO HACTPOUTH HECKOJIBKO THUIIOB BEJICHUS KypHasa paboThI. J{JIsl 3TOT0 HYKHO OTKPBITH KypHAI
paboTbl, BeIOpaTh MyHKT MeHIO «KypHan paboTs» — «HacTpoiika sxypHana paboTel». B oTkpeiBIIEMCS
OKHE BBIOpAThH TUII JKypHaja:

e JlokanpHbIA (KOHTPOJHL (aila 1o pasMepy) — 3amuch JKypHajla mpoucxomut B daitn. [lpu
MpeBBIIICHUH (HalijIOM MaKCUMAJIbHOTO 3HAUEHUS, BHICTABICHHOIO B HACTpoiikax, ¢aiin xypHana
MIEPEMMEHOBBIBACTCS IyTeM J00aBlIeHHs B UMs (ailia HoMepa, U 3aluCh MPOJOHKAETCS B HOBBIN
¢aiin. [Ipu maHHOM THIIE BEJCHHS KypHAJIa BO3MOXKHBI cienyromue HacTpoiku (cM. Pucynok 101.
Hactpoiika xypHana paboTsl (KOHTPOJIb (haiiia mo pasmepy)):

— HUwmsa ¢aiina srcypuana — BeIOOD MANKKU XpaHEHUS U UMEHH (paiina xypHaa;

— Makcumanvhoiii pasmep gaiina sxcyprana (KB) — HacTpoiika pasMepa, Ipu KOTOPOM Gaiis sKypHasa
OyzeT epeMMEHOBBIBAThCS, U CO3/IaBaThCsl HOBBIH (paii;

— MaxcumanbHo KoIuYecmso XpaHumvlx @ailiog — MaKCUMaJIbHOE KOTUYECTBO (HaillioB, KOTOpBIE
OyayT co3llaHbl IPU JOCTHOXKEHUM (aillioM >XypHalla MaKCUMaJbHOIro 3HadeHus. bonee crapbie
(aiinel OyayT yiaiaeHsbl.

Hacrpoika swypHana paborbi ] x|

_/ Nokanste (AvPKI_SIZE.LOG) \ NorcansHuiii (RACert DATE.LOG) \EventLog { Cepeep avanTa (10,0.0,133) |

THn wypHana l”DKaﬂbelﬁ (KoHTRONE dhakna no pasMepy) _:_|

3anHce WypHanos & dannkl, Mpk NpeBbILeHMH pasiepa darna MakcManbHoro sHaqyeHus, dann
MeperMEHOBLIBAETCA NyTeM AoGaeneHnA B MMa dakina Horepa dakina, M 3annce NPOADIKAETCA B HOBEIM dakn

Wma dhavina wypHana;

I%APPDATA%IAVPKI_S'IZE LOG 0f30p ... I

MakcHMansHbIF pastep haking wypHana (kB): |64 |
MaKCHMaNLHOE KOMMYECTBO ¥paHHHbIx harnos: Is |
] AcBasnTe I £ Vaanurs I W OK I X Otiena I

Pucynok 101. Hactpoiika xxypHaia paboTsl (KOHTpOJIb (haiina mo pazmepy)

e JlokanpHbI (KOHTPOJH (aiiia 1Mo JaTe) — 3amuch )KypHaita mpoucxoauT B ¢aiin. [Ipu aToM ¢aiissr
MMEHYIOTCSI B 3aBHCHUMOCTH OT JaThl M BPEMEHH cooOmeHuid. Hampumep, MOXKHO yka3aTh Tako
¢dbopMat gatel B UMeHH (haiiia, YTOOBI KX Ible CYTKH (MECSIl, TOa) paboThI )KypHaIa 3aliChIBAIHChH
B OTJICJIBHBIN (haiin, B UMEHU KOTOPOTo OYyJeT yKa3aHa JaTa CO3JaHus KypHaa.
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[Ipu nmanHHOM THIIE BeJEHHUS >KypHaja BO3MOXHBI cieayromue HacTpodku (cM. Pucynok 102.
Hactpoiika xypHana paboTbl (KOHTPOJIb (haiiia 1o aare)):

— Uwma ¢aiina srcypuana — BbIOOp KaTamora XpaHeHHs] U UMeHU ¢aiina xKypHaua;

— Co3z0asamb HOGbII JCYPHAL — BPEMEHHON MHTEPBAJL, 110 JTIOCTHKEHUIO KOTOPOTro (haili KypHana
OyzeT nepeMMeHOBBIBATHCS, M CO3/1aBaThCsl HOBBIH (haiii.

Hacrpoika suypHana pabotbi - 5]

J/ NokaneHsi (AvPKI_SIZE.LOG) Y MokansHei (RACert_DATE.LOG) \ EventLog { Cepeep avanta (10.0,0,133) \

=l
3anHce wypHanos B hannk!, MpK 3ToM hainbl MMEHYHOTCS B 33BUCHMOCTH OT AaTh| M BPEMEHW COOBLLEHMH,

HaNPHMER MONHD YKa3aTe TaKkoH GOpMaT AaTel B MMeHn daina, 4Tobkl Kayable cyTkn paboTel KypHana
33MMCEIBANMCE B OTAENBHBLIM hakn, B MMeRn KoTopore By AeT ykazaHa AaTa iypHana,

BT ELER Mok anbHbi (KoHTpons daina no 4aTe)

Wna datina wypHana:
Ic:\Program Files\AvestiAvRA_CA\RACert_DATE LOG Ofiz0p ... |
C03AaBaTE HOBLIM ypHan: I'{a"“"""'ﬁ AEHb LI

] AcBaents I B Vaanurs | W OK ] X Orvena I

Pucynok 102. Hactpoiika sxypHaia paboThl (KOHTpPOJIb (haiiia 1o jaare)

CepBep KYpHAJIOB ayduTa. HpI/I JaHHOM THIIC KypHAJIa INPOUCXOAUT IICPEChIJIKA COO6H.ICHPII>1 Ha

cepBep KypHaIoB ayauTa. s nmepecbulky Hcnonb3yercs SSL-3amuimenHbil kKaHaa CBA3M MOBEPX
TCP/IP.

[Ipn maHHOM THUIIE BEIEHUS >XypHaJla BO3MOXHBI ClieAyromue HacTpoiiku (cM. Pucynok 103.
Hacrpoiika xypHaia paboTsl (cepBep *KYpHAJIOB ayI1Ta)):

— IP aodpec cepsepa sicypnanos — IP-anpec kommnprorepa, Ha KOTOPOM 3aIlyIIEH CEPBEP KYpPHAIOB
ay/uTa,

— Ilopm cepsepa scypHanos — NOPT, IO KOTOPOMY NPOUCXOAUT OOpallleHHe K CEepBEPY JKYpHAIOB
ayJuTa;

— Cepmuguxam cepsepa — BbIOOp cepTH(HUKATa cepBepa KYpPHAIOB ayInTa;

— 3adepoicka, Ons omnpasku coooweHull Ha cepéep (MULIUCEKYHO) — BDEMEHHOW MHTEPBAJI, Yepes
KOTOpBIX HH(OpMaIus OyJIeT OTocIaHa Ha CEpBEP KYPHAJIOB ay/InTa.
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Hacrpoika sypHana paborbl M_ _)g

/ NokaneHsiA (AvPKILOG) Y Cepeep ayamTa (10,0.0,133) |

Trn MypHana |CepBep HYPHanNoe ayanTa ;]

Mepeckinka cooBLUEHMI Ha CepBEP J¢PHAN0B ayANTa. ANA Nepeckinkk enNonbsyeTes S5L-3alMEHHBIR
KaHan cesian nosepx TCPJIP,

IP aapec cepeepa MypHanos: IIU.O.U. 133

MopT cepsepa wypHanos: 202

CepTudMkaT cepeepa;

Ilogserver.cer Of30p ... |

3aABpIKKE, ANS OTNPEBKK CODGLLEHNI HE CEpBEP (MMANMCERYHA): IIODUD

] AcBasmre I ) Vasmre | W OK | X OrtieHa l

Pucynok 103. Hactpoiika sxypHana paboThl (cepBep KypHAJIOB ayInuTa)

e RemoteSyslog (;xkypHan ynaneHHoro cepsepa). IIpu 1aHHOM THITE )KYpHAJIa IPOUCXOHUT TEPEChLIKA
cooOIeHni Ha cepBep moa ymnpasieHueM omeparuonaoi cuctembl UNIX/LINUX mis 3anucu B
JKypHaJI ONEPallMOHHON CUCTEMBI.

[Ipy naHHOM THUIIE BEISHUS >XypHAJIa BO3MOXHBI ClieAyromue HacTpoiku (cMm. PucynHok 104,
Hacrpoiika xypHana paboTsl (3)KypHa yIaleHHOTO CepBepa)):

— IP adpec cepsepa scypnanos — IP-agpec KoMIbpIOTEpa, Ha KOTOPOM 3allylleH CEPBUC BEACHUS
XKypHaJla yIaJIeHHOT 0 JIOCTYIa;

— Ilopm cepsepa drcyprnanog — 1mopr, Mo KOTOPOMY MPOUCXOAUT OOpalleHHe K CEpBHCY BEACHUS
JKypHaJIa y1aJ€HHOTr0 JOCTYTIA.



- 107 -
PB.FOCKMN.08001-04 34 01

Hacrpowka sypHana pabortbl =8 _5]

{NokaneHsi (AvPKILLOG) YRemateSyslog (10,0.0,96)

THn wypHana IRemoteSysIog (wypHan yaanerHoro cepsepa)l _v_'

MNepeckinka cooblieHni Ha cepeep NoA YNPasneHHeM onepaurorHoN cHeTemsl UNI/LINUY Ang 3an1cd &
KypHaN onepaunoHHON CHCTENE,

IP aapec cepeepa XypHanos! |10.0.0.96

TopT cepeepa MypHanos: |514

&) AcBaents l £] Yasnurs l W OK | X omena |

Pucynok 104. Hactpoiika xypHana paboTsl ((KypHaJl yJaJICHHOTO CepBepa)

e Eventlog (xypHan omeparioHHO#H cucTeMbl). IIpy JaHHOM THIIE YKYpHAJa MPOMCXOMUT 3aIlUCh B
KypHau omneparnroHHoi cucrembsl Windows (cm. Pucynok 105. 3anucek B KypHal OneparioHHOMN
CHCTEMBI).

Hacrpoika suypHana paborbl L 5]

/ NokansHbn (AvPKLLOG) YEventLog\

Trn WypHana IEvenU.og (NeypHan onepauroHHoR CHETEMDI) ;]

3anHce B HypHan onepaumoHHoN cueTemb! Windows.

&) Acbasmre I ) vaanms | W O I X Orvera I

Pucynok 105. 3anuch B xKypHaJI ONEPALMOHHON CHCTEMBI

6.12. BxirroueHnue oT1aJ04HOoro jJora

Jns Toro, 4YroObl BKIIOYUTH OTIaAo4Hbii jor AvCmDebug.log, HyXHO OTKpwITH (haiin
AvCmMsg.ini (HaxoauTcs B ManKe ¢ yCTaHOBICHHBIM MEHEKEPOM) JIJISl peAaKTHPOBaHUs (HarpuMep, ¢
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nomoIpio bioknora), Haiitu paznen [DEBUG] u ynanuTh 3HaK MPENUHAHUS «;», KOTOPBIM CTOUT Iepes
[1apaMeTPOM:

LogFileName=AvCmDebug.log

[Tocie 3TOro COXpaHuTh U3MEHEHUsI U 3aKpbITh (aiin AvCmMsg.ini.

[locne CHATHSA OTJIAJAOYHOTO JIOTa PEKOMEHAYETCS BEPHYTh TOYKY C 3allsiTOW, 4TOOBI (haiin
AvCmDebug.log ue paspacracs u He 3aHUMaI CBOOOJHOE TUCKOBOE IPOCTPAHCTRBO.

6.13. Otnpaska 3anpoca u noiaydeHue ceptudukara yepes cepsuc SCEP

CymecTByeT BO3MOXKHOCTH OTIIpaBkH 3arpoca Ha ceptuduxar B [P (VII) ¢ ucnonp3zoBanuem
cepBuca SCEP (mpocToii mpoTtokon peructpauuu ceptudukara). OqHako ciaenyeT MOMHHUTb, YTO CEPBUC
SCEP numib momerniaet 3anpocsl nosib3osareneil B 6a3y gannbix Y1 wnu [P B 3aBUCHMOCTH OT TOT0, KaKOi
13 KOMIIOHEHTOB CUCTEMBI IIPOBOJIUT NEPBUUHYIO HICHTU(DUKALINIO a00OHEHTOB B CHCTEME.

CepBuc AvSCEP He mpeana3HaueH Al aBTOMAaTHYECKOW BbIayM CEPTU(PHUKATOB, OH — YAOOHOE
CPEACTBO ISl ONIEPATUBHOM JIOCTABKH 3alPOCOB OT MOJIb30BATEINsI B OPTaHbl PErUCTPaIlUK 3aIPOCOB.

6.13.1. Hacrpoiika [IK AvPCM st B3anmoeiictBus ¢ cepsucom SCEP

Jlnst Toro, uyto0br [TK AvPCM mor B3aumozaeiictBoBath ¢ cepBucom SCEP, B gaitn AvCmMsg.ini,
KOTOPBIN HaXOJWTCS B TANKe C YCTAHOBIICHHBIM MEHEDKEPOM, HY)KHO BHECTH CEKITUIO, HACTPOWKH W3
KOTOpO# OyIyT MCMONb30BaThes MpH coenunenuu ¢ cepsucom AVSCEP. Oto 6yaer IP-agpec miu DNS-
UM X0CTa, Ha KOTopoM pacnonaraetcs cepsuc SCEP. B HameM ciydae, aTa cekius OyJeT BhIIIAAETh TaK:

[SCEP]
URL=http://srv03AvRA:8080/AvScep/avpkiclient
BasicAuthentication=False
ProxyPassword=
ProxyPort=
ProxyServer=
ProxyUsername=

B cnyuae, ecnmu Ha pabodeM MecTe OpraHHM30BaH JOCTYI K MHTEPHETY yepe3 MPOKCH-CEpBEp, TO
3HaueHue Basic Authentication HyxHO wu3MeHHTh Ha {rue W ocCTalbHBIC MapaMeTPhl 3arOJHHUTH
aKTyaJbHBIMH 3HaUEHUSMU (aJpec MPOKCH cepBepa, MOPT, UMsI ITOJIH30BATENS U apoJib).

[Mocne BHEeCeHMsT M3MEHEHHI B HACTpoeuHbIi (aiti AVCMMSQ.ini ero Hy)KHO COXPaHUTb.

Takske MOKHO HACTPOUTH MEHEKep cepTu(UKaTOB Ha oTmpasky 3ampoca B LIP (YII) cpasy mocie
reHeparuu 3anpoca. J[Jist 5Toro HyKHO B jkestaeMblii mabon (*.tpl), KoTopslit HAXOUTCS TAKKE B KaTaaore
C YCTaHOBJICHHBIM MEHEKEPOM, JTOOABUTH IIPUBOAMBIIYIOCS BBIIIE CEKIINIO, OTKPBIB IA0IOH C TOMOIIBIO
TEKCTOBOT'O peaakTopa, Hampumep, biaokuora (Notepad.exe).
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6.13.2. Peructpanus 3amnpoca npu aBToMaTH4IeCKoOl oTnpaBke Ha cepBuc SCEP

[lepBoHauabHOE CO37aHHME 3alpoca ¢ aBTOMATHYECKOH OTHMpPaBKOHM 3ampoca Ha cepTHdHKaT Ha
cepBuc SCEP ananornyno mynkram 1 — 8 n. 6.1 Co3nanue 3anpoca Ha cepTuUKaT.

[Tocne 3aKkpbITHA KAPTOUKU OTKPHITOTO KJIF0YAa OTOOPA3UTHCS OKHO, B KOTOpoM OyzeT ykazan URL-
anpec cepsepa SCEP (cm. Pucynok 106. URL-amgpec cepsepa SCEP). Cienyer yoeauThCst B KOPPEKTHOCTH
YKa3aHHOTO aJipeca U U3MEHUTb €r0, €CIIH HYXKHO.

Beeaute URL anpec cepeepa SCEF.

URL anpec

hitp://10.0.1.25:8080/4v5 cep/avpkiclient

Hazan I Nanee > I X D'rmeual

Pucynok 106. URL-anpec cepeepa SCEP

[Tocne HaxkaTHst KHOTIKH «Jlanee» B OTKPBIBIIEMCSI OKHE HaJI0 BBECTH MAPOJIb K KOHTEHHEPY JTHYHOTO
kiroua (cM. Pucynok 107. BBox maposist B OKHE MacTepa yJaJieHHOW PEruCTpalltm).

MacTep yAaneHHon pervcTpayum 3anpoca Ha ceprudukar B . _5]

| = KoHTehdHep nMuHBIX KAIOUEeR

Wa kaoHTeiiHepa;
WeaHos_24_10_14_11_13 ~| O6HOEWTS |

Mapons

Ixxxxxxx;1

< Hazan “ml XOTMeHal

Pucynok 107. Beoa mapoJisi B OKHEe MacTepa yAaJIeHHON perucTpaiyu
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Ecnu mocne BBOJAa Maposis 3ampoc OTIPABIICH YCIHENIHO, 0TOOPA3UTCsS OKHO C YBEIOMIJICHHEM 00
OYKHJIaHUH pydHOU 00paboTKH 3anpoca Ha ceprudukar (cMm. Pucynok 108. Otser cepBepa SCEP). Crnenyer
Ha)KaTh KHOMKY «Jlajee» v 3aKphITh MacTep CO3/AaHuUs 3alpoca Ha cepTU(HUKAT.

MacTep co3paHua 3anpoca Ha cepriddunar (Ceprudurar pusiueckoro nuga) 5]

'~~| Oreer cepsepa SCEP

Janpoc Ha CepTUgMKaT JKABT PYYHOrO YTBEPKABHKA

p HoGasis CENTHRURATE! B ApaHWNHLLE CERTHRWIATOE

MosTopuTe Sanpoc l

Mpoetarp cepruemikara YU ... I

BblﬂUUJEHHDF"' CEQTHINIETE . I

¢ Hazan | Nanee > I X Omeﬂal

Pucynoxk 108. Oteet ceprepa SCEP

6.13.3. Peructparnus 3ampoca npu py4Hoi ormnpaBke Ha cepBuc SCEP

[lepBoHayanbHOE CO3JaHME 3allpoca C aBTOMATUYECKOW OTIPABKOM 3ampoca Ha cepTHU(PHUKAT Ha
cepsuc SCEP ananornyno mynkram 1 — 8 n. 6.1 Co3anue 3anpoca Ha cepTuUKaT.

Ilocne meyatn KapTO4YKH OTKPBITOr'O KJIOYa HAIO HepeﬁTI/I B pa3aci ((33.Hp0CBI Ha CCpTI/I(I)I/IKaT)),
HaAWTH CO3JaHHBIN 3aIIpoC, OTKPBITb KOHTCKCTHOC MCHIO, HAXKaB npaBoﬁ KHOMNKOM MBIIIH I10 3a1pocy, u

BbIOpaTh MYHKT «YJalleHHas perucrpauus 3ampoca Ha cepTuduxar» (cMm. Pucynox 109. Vnpanennas
PErHCTpaLys 3a1poca).

s Meneguep cepridukaros HE ABTOPU3MPOBAH
®ann CosaaTh sanpoc Cepeuc Bua  Cnpaska

o SEX RO~

& Muursie w» Punurp
Nosepertbn YU [ E
CeTesoi crpasodHik =

] CoC —|

A 3anpock) Ha cepTHdMkaT

2 [Hlara coanaHua | Maerruaurarop i Haumenosaue opratusaun — snanens| Aapec snexrporHoii no!
B ok i s | [F24701411:96:36 331BDBEID0127C
8B st 2241014 11:37:33 5BE73A7DET1ECA
T
) OTknoHeHHsle 4 Tipocriorp Sl ‘

EJ ATPUEYTHBIE CERTHPHKATEI
@ MpOCHOTR KAPTOUKH OTKPBITORO KKNoYa

(4]

H 3KCNopT 3anpoca B dain
X Ynannie

HHEA PErNC

TPAEUMS 3aNPoca Ha CEPTHDNKAT

IDUBEPNTE CTaTyE cepTndniaTa

é lMeYaTs cnicka

Pucynok 109. Y nanennas perucrpaius 3ampoca
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B cnenyromem okne otoOpasutcs mHpopmaius o 3ampoce Ha ceptudukar (cMm. Pucynox 110.
Caenienust 0 3ampoce Ha cepTudukar).

Macrep yaaneHHoi pervcrpauyuy 3anpoca Ha ceprudmkar T 5]

CBeneHus o 3anpoce Ha cepTudgukar

Ofwue | Cocras] 3HaveHue chual YaocTosepaowme nannucul

Bnagenew: Tecrosas opraHuaauma

LlenocTHocTb 3anpoca: [posepeHa

Mpumenenwe kmoua: Cornacosanuqe knoya, Wnpposaie aanHbix, Wneposarre koya. Uneposan
neanHcs

PacwupenHoe [poBepka NOAAWHHOCTI KAMEHTA,

MpUMEHEHHE KAIOYA:

MaenTupukarop kmova: SC7DEB437B741D2E7B0BD1FF3E7EC7IEBSFE41CT

Cpok aeficteua kmoya: He zanaH

llenocTHocTb 3anpoca: [lposepeHa

[pocMoTp KapToNKK OTKPEITOrO KIoYa ... lMpeasapurensHsli NPOCMOTP ..

¢ Hazan I Danee > | X Umeual

Pucynok 110. Ceesenus o 3ampoce Ha cepTuUKaT

Janee 6yner ykazan URL-aapec cepBepa SCEP (cm. Pucynok 106. URL-aapec cepepa SCEP).
Crnemyer yoemuThCsi B KOPPEKTHOCTH YKa3aHHOTO aJipeca M U3MEHUTH €T0, €CIIH HYXKHO.

[Tocne HaxkaTHst KHOTIKH «Jlanee» B OTKPBIBIIEMCSI OKHE HaJI0 BBECTH MAPOJIb K KOHTEHHEPY JTHYHOTO
kiroua (cm. Pucynok 107. BBox maposist B OkHE MacTepa yJIajieHHOW PEeruCTpallym).

Ecnu mocne BBoga maposis 3ampoc OTHPABIEH YCHENIHO, 0TOOPa3UTCS OKHO C YBEJOMIJIEHHEM 00
OXXHJIAaHUHU PyYHOH 00paboTku 3anpoca Ha cepTudukar (cM. Pucynok 108. Oteer cepBepa SCEP). Cnenyer
Ha)kaTh KHOIKY «Jlanee» u 3aKpbITh MacTep CO3AaHUs 3apoca Ha cepTU(UKaT.

6.13.4. IIpoBepka craryca ceptugukara uepe3 cepsuc SCEP

ITocne Toro, kak 3ampoc Ha cepTuduKaT Oyaer oOpaboran B PerucrpanimoHHOM LIEHTPE, MOXKHO C
npoBeputh «CTtatyc cepTudukara» 1 MpOMMIOPTUPOBATH MOJTYUEHHBIA CEpTHPHKAT XpaHUIuIIe JIMUHbIX
CepTH(HKATOB.

JU1st 3TOTrO HAJI0 MEpEeTH B paszien «3anpockl Ha cepTu(UKaTy, HallTH 3a1POC, OTKPHITH KOHTEKCTHOE
MEHIO, Ha)KaB MPaBOM KHOMKOM MBIIIN IO 3aIpocy, U BeIOpaTh MyHKT «IIpoBeputh cratyc cepTuduxara»
(cMm. Pucynok 111. TIposepka craTyca cepTrdukara).
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ﬁMeneAmep ceptupukaTos HE ABTOPM3MPOBAH
®ann Cosaate 3anpoc Cepsic Bua  Crpaska

=] EI CeprHukaTsl

| Janpocw wa cepTugMkaT
E] Muyrsle » Punbtp
[=] NosepenHbix YU ] E
(=) Cereson crpasauHik
B coc |
= Iara coanaHua IMnerrruwxamp nl HaumeHosaHWe opraHuyzauum — anaaenblAupecanwpc
Llj ::i::,,emﬂ Shrdtora | [[S 2410141111836 991BDBEID 01270
B Topasoiaiini | | S24101411:37.33 5887347DE1 1ECA
X0 OtknoHeHHbIE 824 10,14 11 el JERA7R7 oOraHUEaUMS
EJ ATPUOYTHBIE CERTUDUKATE! 5 MpocroTp

[[& MpocHoTp kapTauky oTKpbITOND KAto4a

ﬂ SKCNOPT 3anpoca & dann

X Ynane

Y i dnedHas perMcTREIlA 2anpocE Ha ceptudivikar

MpoBepHThL CTaTyC cepTudMeaTa

& Mevats cnvcka |

Pucynok 111. IIpoBepka craryca cepTudukara

[Tocne HaxaTHs KHOIIKU «Jlajiee» B OTKpPBIBIIEMCS OKHE HaJl0 BBECTH apOJib K KOHTEHHEPY JINYHOTO
kiroua (cMm. Pucynok 112. BBox naposis B OKHE MacTepa yJajiCHHOW PEruCTpalltu).

MacTep yAaneHHon pErmcTpayum 3anpoca Ha cepTidukar N | 35]

(=] KoHTedHep NMUHbIX KAIouen

M3 koHTedHepa;
WeaHoe_24_10_14_11_13

_____ :] D6HoBHTE |

Mapone
I,.mw,'

< Hazan I,ml XCITmeHal

Pucynok 112. Beoja napoJisi B OKHE MacTepa yAaJleHHON perucTpaiiu

[Tocne BBoma mapons oToOpasuTcs OKHO ¢ wuWH(oOpManueld o0 BBITyCKe cepTudUKaTa

YnocroeepsromuM 1ieHTpoM (cM. Pucynok 113. Otser cepBepa SCEP). Ecii B 1TaHHOM OKHE OTMETHTH

nyHKT «Jl00aBUTH cepTUhUKATHI B XPAaHWIUIIE CEPTHPUKATOBY, TO cepTHUUKAT OyIeT TMOMEIIeH B
CTIpaBOYHHK «JIMIHBIEY.
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MacTep yAaneHHol PErvcTpaluMu 3anpoca Ha ceprTudurar ] 5]

OTeer cepeepa SCEP

YL BEINYCTHN CEPTUDMKET

[v Io6aeuTb CepTURMKAETEI B SPaHUAWLLE CERTUDHKATOE

IoeTopuTe Sanpoc |

Mpoevarp ceprueukara YLl .. |

BoinyweHHoro CepTURUKATS ... I

¢ Hasan | Nanee > I xnmeual

Pucynok 113. Otser cepBepa SCEP

Ha nocnexnem stame macrepa Oyner otoOpakeHa MH(OpPMANMIO O MOJYYEHHOM cepTH(HKaTe U
cepTH(UKaTax, MOMEUICHHbIX B XpaHWinie MeHemxkepa ceptudukaroB (cM. PucyHok 114. OkoHuanue
paboThI MacTepa yIaIeHHOH PerucTparim).

Macrep yaaneHHon pervcTpayum 3anpoca Ha ceprTudukar il ﬁ

(2= PaGova macTepa 3asepmeHa

=\ Yl eeinycTin cepTUdMKaT
Ceptucukar <CN=TecTeas opaHusauus, OU=1, O=TecTeaq OpaHUSELMS,
STREET=1, L=1, 5T=1, C=BY, 0ID.25.412=1, 0ID.2.5.4.4=1, 0ID:25.4.41=1< nogaeneH &
XPEHUUILE CEPTUUKATOB
Ceptugukar <CN=MoauuHeHHel UL avPass, OU=MoguuHerHsi YL avPass,
O=MNoguuHeHHbLIA YL avPass, STREET=oauunHeHHem S avPass,
L=MoauuHenHsii YL avPass, ST=MoauuHeHHs YL avPass, C=BY< noGaeneH e
XPEHUUILE CEPTUUKATOB
Ceptugpukar <CN=KopHesoi YL|_avBign, OU=Kopresoi YL avBign, O=KopHeso#
YLl avBign, STREET=KopHeeoi Y| avBign, L=Kopresoi YL avBign, ST=KopHesoi
YL avBign, C=BY< nofaeneH B XpaHUuLE CEpTUhUKETOR

¢ Hasan I 3akpbmb I 5% Ormena

Pucynok 114. Oxonyanue paboThl MacTepa yJIaleHHOW PerucTpaum
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6.14. O6noBnenune COC u ceprudukaroB YL, mpoBepka craryca ceprudukara

6.14.1. O6noBnenne COC u ceptudukaroB Y1l ¢ ucnonb3oBaHueM MyHKTa MEHIO

«CepBucy - «O6noBnenne COC u ceprudukato YI»

Touku pacmpocTpaHeHUsi — pacUIMpeHus cepTHU(HUKaTa OTKPBITOro Kitoya, coiepxkamme URL

AOCTYIIA K pECYpCYy. COOTBCTCTBCHHO, Koraga roBOpuTCsa O TOUKax paCIipoCTpaHCHUSA CIIMCKa OTO3BaHHBIX

cepTudukatoB, To umerorcs B Buay URL, mo kotopoMy pasmemniens! ¢aiinsr ¢ COC.

1)

2)

3)

4)

5)

Taxoke I[IK AVPCM moxer 3arpyxaTh U IPOU3BOJUTH UMIIOPT CEPTH(PHUKATOB Y TOCTOBEPSIOLINX
1eHTpoB, ecnu umeeTcst URL, mo kotopoMy paszmerieHs! ¢aitnsl ceprupukaton Y11,

Hust toro, uroObr IIK «llepcoHanbHbIii MeHemkep cepTU(UKATOB ABECT» MOT MPOHU3BECTH
obnogyenne ceprudukaroB u COC, Hy)KHO:

B manke ¢ ycraHoBieHHbIM IIK «IlepcoHanabHBI MEHEMKEP CEPTUPHUKATOB ABECT» C MOMOIIBIO
TEKCTOBOTO penaktopa (Hanpumep, biaokuor (Notepad)) coznate daitn CrIDPEXt.txt;

B naHHbi (aiin nmomectuth URL, mo xoTtopomy moctynusl Touku pacrpoctpanenus COC. Touek

pacnpoctpanenus B (aitne CrIDPEXt.txt Mmoxer ObITh yKa3aHO HECKOJbKO. JlyOnupoBaHHE TOYEK

pacrnpoCTpaHEeHUS AENat0T JIJIs MOBBIIICHUS HAJIEXKHOCTHU 10 JOCTYIHOCTH pecypcoB. Hanpumep,

http:
http:
http:
http:
http:
http:

//dev.
//dev.
//dev.
//dev.
//dev.
//dev.

avest.
avest.
avest.
avest.
avest.
avest.

by/ca/cert/stend-gossuok-root-2019.cer
by/ca/crl/stend-gossuok-root-2019.crl
by/ca/cert/stend-gossuok-sub-2019.cer
by/ca/crl/stend-gossuok-sub-2019.crl
by/ca/cert/stend-gossuok-ruc-attr-2021.cer
by/ca/crl/stend-gossuok-ruc-attr-2021.crl

B cnyuae, ecnu Ha pabodyeM MecTe OpraHM30BaH JIOCTYI K MHTEPHETY Yepe3 MPOKCU-CepBep, HAJl0
3aaTh HACTPOMKM NOJKIIOUEHHs uepe3 Npokcu-cepsep (cm. m. 6.14.5 3amaHue HacTpoek
HOJAKITFOUCHUS Yepe3 POKCH-CEPBEp).

B ciydae HEOOXOIMMOCTH TaKK€ MOXKHO HAmNpsSMYIO 3a7aTh HACTPOWKM mpoTokona TLS, mo
KOTOpOMY OyAeT TPOXOIUTh TOJKIIOYCHHE IO 3allUIICHHOMY coenuHeHuto (cMm. 1. 6.14.6
Hacrpoiika npotokomna TLS).

Bri6pats nyHkT meHto «Cepsuc» - «OoHoBienne COC u ceprudukaroB YII» (cm. Pucynox 115.
Oonosiienne COC).



6)

7)

8)

-115-
PB.FOCKMN.08001-04 34 01

O6Hoenerne COC n ceptugmkaros YU

1 TIlyre gocTyna K Toukam pacnpocTpaHenus COC W cepTudgukatoe Hi|

https: //nces. by wp-content/uploads/certificates /pkifkuc. cer
https: //nces. by wp-content/uploads/certificates/pkisiuc. cer
httpz: //noes. bedwp-content/uploads/certificates /pkidruc_old. cer
httpz: //nces bpdwp-content/uploads/certificates /atrib-cert-ul cer
https: //nces. by wp-content/uploads/certificates /pkifkuc. crl
https: //nces. by wp-content/uploads/certificates /pkidruc. ol
https: //nces. by wp-content/uploads/certificates/pkifcaz_ruc. crl

W ardeHWTE CoxpaHuTe

Pucynok 115. O6noBneHNEe COC

B oTkpbIBIIEMCS OKHE MOXKHO U3MEHUTH conepxkumoe Qaiina CriIDPEXt.txt, no6aBuB wim ynaius

URL, o xotopomy pa3meriensl ¢aitnet ceprupukaro YL u COC.

ITocne Haxatus kHONKH «/lanee» mpouzoiinet 3arpyska (paiiaoB U3 ykazaHHBIX aJpecoB C BbIBOJOM
uHpopmarmu B okHe (cM. PucyHok 116. ITpouecc BoinonHenust ooHoBieHus cepriudukatoB u COC).

O6roenenne COC n cepTuduratos Y1,

I'Ipuu,ec:l: BHNOAHEHHWA

x

MranopT... [D6bekT yke cYllEcTEYET.]

2 httpAddew. avest by/calen/stend-gozsuok-root-201 9ol
Touka gocTYnHA.

Craumeanue... OK.

MranopT... [D6bekT yke cYllEcTEYET.]

3 hittp:Addey. avest. budcalcent/ stend-gozzuok-sub-2019, cer
Touka gocTYnHA.

Crauvganue... OK.

Mranopr... [OfeekT yke cywecTeyer.]

4 hitpe/ddey avest by/cadorlstend-gozsuok-sub-2019 ol
Todka gocTynHa.

CkauMeaHue. .. 0.

Aranopr.. Ok,

8. http: /¢ dew. avest by/calcert/stend-gossuok-ruc-attr-2021 . cer
Touka 4oCTUnHA.
Meauuranue  ME

OTrieHa

Pucynoxk 116. IIpouecc BoimonHenus o0HoBIeHUs cepTudukatoB 1 COC

Ecin touka pacnpoctpanenns COC HenocTynHa, a Takxke, ecnu COC mo yka3aHHBIM ajapecam

aHAJIOTHYHBI YK€ 3arpyKeHHbIM B 0a3y JaHHBIX, OyJeT BbIBEJCHA COOTBETCTBYIOIIAs HH(OpMaLus
(cMm. Pucynoxk 117. Mudopmariust 06 oonosiaerun COC). [Tocne 3aBepiienus npoiecca OOHOBICHUS
COC u ceptudukaroB YL u BbIBOJa COOTBETCTBYIOLIEH HMH(POPMALMU HYKHO HaXaTb KHOIIKY

«3aKpBITH».
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Q6Hosnenwe COC w ceprudmkatos YL X

I'Ipuu,ecc BbiMOMNHEHWA

Wranopr... [DfeekT yke cywecTeyet. ] -

4. http: /dew. avest by/calorl/stend-gossuok-sub-201 9 cil
Touka gocTynHa.

Craumsanme... OFK.

Wranopr... QK.

. http: /4dew. avest by/calcert/stend-gossuok -ruc-attr- 2021 . cer
Touka gocTynHa.

Cradnearme... OF.

Wranopr.... [DfbekT yike cyecTBYeT. ]

B. http: /#dev. avest by/calcil/stend-gossuok-ruc-att-2021.cr
Touka 4OCTYNHA.

CrauusaHue... OF.

Wranopr.... [OteekT yke cywecTeyeT. ]

HoctynHo 3 COC, 3 cepTugukaTa: MvnopTHposaHo 1 COC

< Hazan OtrieHa
Pucynok 117. Uadopmanms 06 odnonennn COC

6.14.2. O6noBnenune COC ¢ ucmnonb3oBanreMm kHonku «IIpoBepka Touek
pacnpoctpanenus COC» B ceptudukate (aTpubyTHOM cepTuduUKaTe)

Touku pacnpocTpaHeHHss — paclIMpeHHsl cepTH(HKaTa OTKPHITOro Kitoya, coxepxkamue URL
noctyna K pecypcy. COOTBETCTBEHHO, KOTJa TOBOPUTCS O TOYKAX PaclpOCTPaHEHUs CIIMCKA OTO3BAHHBIX
cepTudukaToB, To uMerorcs B Buay URL, mo kotopoMy pasmeniens! ¢aitnsl ¢ COC.

Ecnu takoit URL no6asnen B ceptugukar, To yTo661 00HOBUTH COC, HYKHO:

1) OTKpBITH MPOCMOTP cepTHU(HKATA B OKHE aBTOPU3AIMM WM B MEHEKepe (HaxkaTb I10
ceptu(duKaTy npaBoil KiaBuuie Mplid 1 BeIOpaTh «IIpocMoTp)» u HaxaB kHonKy «IIpoBepka
touek pacnpocrpanenuss COC...» (cm. Pucynok 118. TIposepka Touek pacnpoctpanenus COC).
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i Ceprudpukar — a x

OfwWe Cocrae MuyTe NpoEEpEM

CeegeHun o CEpPTHRHEATE %

CepTHRHKAT AEHCTEHTENEH

Bnanenew: BAHK «POW:
Haparens: STEMD PecnyfaukaHckui yoocTOBEpAKIWLMEA LEHTD

NencTteurenen ¢ 22092022 08:02:43
NeAcTerwTened no:  21.03.2024 23.59.59

MpoctoTp KapTOMKH OTKPETOrD KAKYS ...

MNpeaEapHTENEHEIR NPOCMOTR CEPTHMUKATA ...

[poEEpk.a ToO4EK pacnpocTpaHeHHA COC |

K.oNUpoEaTE B alin ... ok

Pucynok 118. Ilposepka Touek pacnpoctpanenuss COC

2) Otkpoetcst okHO «O0HOBIeHHEe COCY, Haxath «/lanee» (cMm. Pucynok 119. Oonosnenne COC):

OBHoenenne COC X

O6HoBneHWe COC

tacTep nporseEaeT KOHTRONE TOYeK pacnpocTpadeds COC YL, W npu

@ HEOBXOAMMOCTH 0BHOBWT CDC B TRKYWEM CNPEECYHKKE
Ina npoaomkeHua HackmuTe "Oanee »".

Pucynok 119. O6nosnenne COC

3) B cnenyromem okne orodpazurcs URL, ¢ kotoporo Oyner ckauan COC, Haxatp «Jlanee» (cwm.
Pucynok 120. URL, Ha koTopom pa3meiieH aktyaibhbiii COC YII).
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OBHoBneHWe COC x

byneTt npoM3EEnEH KOHTpPOAL TOUYEkK pacnpocTpaHeHds COC YL

@)

hitp:/idew avest byfcaforlfstend-gossuok-sub-2019.crl

< Hazan x OTrieHa

Pucynok 120. URL, Ha koTopom pa3menieH akryansHbiii COC Y1

4) Byner BoiBeaeHa nHpopmanus o Hadaie aeiictBus COC, MorydeHHOTo ¢ YIaJIeHHOTO pecypea, U
Havaine aedctBus Tekyuero COC, xpansmerocs B 0a3e naHHbIX. lIpm HaxaTuum KHOIKH
«I[IpocMoTp» MOKHO TPOCMOTPETH NONHYIO HHpopMatuio o norydeHHOM COC. Ilo ymondanuto
Oyzner ycTaHOBJeHa rajouke Ha myHKkTe «MmmoptupoBath mnomydeHHblii COCy», ecnu BbI
coryacHbl npouMnopTHpoBaTh AaHHbII COC, Hy)KHO rajouky He yOuparh U HaxkaTh «/lanee»
(cm. Pucynok 121. Uudopmanus o nonyaerrnom COC).

DBHoeneHne COC x
MNonyueH ouepenHoil COC

Hauano oercTera nonyderHoro COC: 01.02.2023 10:05:25

Hauano nefctera Tekywero COC: 09.12.202017:33:38

MpoctoTp ...

WranopTHpoEaTe noayyeHHER COC

Pucynok 121. Uadopmanus o noixyuenaom COC

5) B mocnenHem OkHe OyAeH BBIBEIEH pe3ynbTar paboThl mactepa mo oOHoBieHuro COC,
HarpuMmep, yto COC 6T MpOoUMIOPTUPOBaH, HY)kHO Haxath «OK» (cM. Pucynok 122. PaGota
MacTepa 3aBepllicHa).



-119 -
PB.FOCKMN.08001-04 34 01

CEHoBneHne COC *

PaGora macTepa zaBepweHa

F.oHTpone COF hittp:/fdewv.avest bvfcafcrlfstend-gossuok-sub-2019.crl
ok

IFIMAgPTMROEAH NONYYeHHEIH COC

¢ Hazan OTreHa

Pucynok 122. PabGora mactepa 3aBepiiieHa

Ecnu URL noctymna x pecypcy no6aBieH B aTpuOyTHBINH cepTudukar, To, 4ro0sl 00HoBUTE COC,
HYKHO OTKPBITh ITPOCMOTpP aTpuOyTHOTO cepTu(uKara B MEHeKepe (HaxaTh Mo cepTU(UKATy MpaBoi
KJ1aBHILEei MbIIIM 1 BBIOpaTh «IIpocMoTp)» 1 HaxkaB kHONKY «IIpoBepka Touek pacnpoctpanenust COC...»
(cMm. Pucynok 123. TIposepka Touek pacrnpoctpanenuss COC B aTpuOyTHOM cepTH(HKATE).

2 ArpuByTHEIR cepTudgukar (A0ESD3EDBIFBI0SE.. — O x

Ofwme Cocras  [MyTe NpoBepku

Ceenenun o aTpuGYTHOM CEPTUDHKATE

CepTudiie 4T LEHCTEMTENEH

3anEnNeHHEIE aTpHEYTE!

Mane SHauEHWE
[Z]PervctpaumonHei Hom . 123456789

JefAcTEMTENEH C: 25.11.2022 13:63:56
Neficteurenen no:  25.11.2024 236959

MpegBapHTEAEHEIR NPOGHOTR STPHOYTHOMD CERTHEMESTE ...

MpOcrOTP HEXGAHOMD CEPTHRHESTE ..

[poeepk.a Tovek pacnpocTpadedya COC ...

0K

Pucynok 123. Ilposepka Touek pacnpoctpanenuss COC B aTpuOyTHOM cepTudukare
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Bce panpneiimme neiictBus mo oOHoBiaenuto COC s arpubytHOro ceprudukara Oynyt

aHaHOFHqHBIHCﬁCTBHHM,OHHC&HHBEJBBHHGIUDIHCXOHHOFOCGpTH@HK&T&

6.14.3. Hactpoiika aBTOMaTHYeCKON MTPOBEPKH cTaTyca cepTudukara (aTpuOyTHOTO
cepTr(duKara) mpu MOMOIIM CepBUCa OHIaH-TIpoBepku cepTudukara (OCSP-
cepBepa)

I[IK AVPCM umMeeT BO3MOXHOCTh aBTOMAaTHYECKOW MPOBEPKH CTaTyca cepTU(HUKATOB OTKPBHITOTO

KJIF0Ya U aTpuOyTHBIX CepTU(HUKATOB IMPH MOMOIIM CEPBUCA OHJIAHH-TIpoBepku ceptudukaro (OCSP-

cepBepa). CyIlecTByeT /iBa BApUaHTA UCIIOJIb30BAHMSI TAHHOW (DYHKITUU:

1.

Anpec, mo xoropomy mgoctyneH OCSP-cepsep (authoritylnfoAccess OCSP), mpucyrcrByer B
ceprudukare. B maHHOM ciydae cienyer no0aBUTh B KOH(urypammonseid ¢aitn AvCmMsg.ini,
KOTOPBIN HAXOAUTCS B TAIKE C YCTAHOBICHHBIM MEHEIKEPOM, pazest [OCSP], BHECTH CIEAYIOILYIO
CTPOKHU M COXPAHUTh U3MCHEHHUSI:

[OCSP]

UseOCSPforCheckCert=True

UseOCSPforCheckAttributeCert=True

Anpec, no xkortopomy goctymen OCSP-cepsep (authoritylnfoAccess OCSP) orcyrcTrByer B
ceprudukare. B maHHOM ciydae cienyeT n100aBUTh B KOH(urypammonueid ¢aitn AvCmMsg.ini,
KOTOPBIM HAXOJUTCS B IMANIKE C YCTAHOBJIIEHHBIM MEHEKEPOM, pasaen [OCSP], BHECTH TyJa CTPOUKY
UseOCSPforCheckCert=True. [lanee no6aButh paznen [OCSPServers], B KOTOPOM yKa3aTb
aapec OCSP-cepBepa u cOXpaHUTh U3BMEHEHMUS:

[OCSP]

UseOCSPforCheckCert=True

UseOCSPforCheckAttributeCert=True

[OCSPServers]

NomgumHeHHue YlL=http://10.0.0.10:8080/responder/

Cnyxba aTpubyTHHX cepTubmxaros=http://10.0.0.10:8080/responder/

[Ipu HEOOXOAMMOCTH MOKHO OTKJIIOUUTH MTPOBEPKY cTaTyca cepTudukara st onpeneneHnoro Y1,

Jlnist 3TOr0 HYXHO 100aBUTH B CeKiMio [OCSPServers] ctpoky ¢ oouum nmeHem Y1 u mapamerpom

NOTUSED, HanpuMep:

[OCSP]

UseOCSPforCheckCert=True

UseOCSPforCheckAttributeCert=True

[OCSPServers]

KopHeBoM ynocToBepsoumit 1eHTPp=NOTUSED

NomumHeHHE YIl=http://10.0.0.10:8080/responder/

Crnyx6a aTpubyTHEIX cepTudrraroB=http://10.0.0.10:8080/responder/
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B cayuae, eciiu Bpems Ha kommbroTepe € [IK AVPCM otiauvaercst ot Bpemenu Ha OCSP-cepsepe,
nosiyueHHbI ot cepBepa OCSP-oTBeT MOXeT copepxarbh HeAelcTBUTENbHOE BpeMsl. Jljig TOro, 4ToObl
pasHHIIa BO BpEeMEHHM ObUIa yCTpaHEHa, HYKHO BHECTH COOTBETCTBYIOIME H3MEHEHHUS B
koHuryparronHsii dhaitt AVOCSPClient.ini (daiiin HaxoUTCs B MMANKe ¢ YCTAHOBJICHHBIM MEHEIKEPOM):
B CEKIIMHU [Rules] yKa3aTh JOITYCTUMOE OTKJIOHEHHE 110 BpeMeHu (He 6obine 3600 cek.).

Hanpuwmep:

[Rules]
NextUpdateTolerance=500
ThisUpdateTolerance=500

Taxxke B daitne AVOCSPClient.ini MOXXHO yKa3aTh AITOPUTM XJIIUPOBAHUS, KOTOPBIA Oyaer
ucnosb3oBaH npu B3aumojenictBun ¢ OCSP-cepBepoM. B cekumu [Crypto] MO yMONYAaHHUIO yKa3aH
anropuT™ xamuposanus shal:

[Crypto]
HashAlg0id=1.3.14.3.2.26

JlomyckaeTcst Mcoib3oBaHue Takxke anropurmos Belt, shab12 u sha256, nis 3Toro Hy)XxHO BHECTH
COOTBETCTBYIOIINE N3MEHEHUS B JJAHHOUN CEKITHH.

Jiis Belt:
[Crypto]
HashAlg0id=1.2.112.0.2.0.34.101.31.81

s sha512:
[Crypto]
HashAlg0id=2.16.840.1.101.3.4.2.3

Jis sha256:
[Crypto]
HashAlg0id=2.16.840.1.101.3.4.2.1

6.14.4. Hactpoiika aBTOMaTHYECKOM MpoBepKHU Touek pacnpoctpanerust COC

Ecmu ceptudukar momp3oBarens comepkuT Touky pacrpoctpanenus COC, [IK AvPCM wmoxer
MIPOBEPUTH B aBTOMAaTHYECKOM pekrMe (QyKIMOHMpOBaHHE NaHHOW Touku pacnpoctpaHeHus COC. [ns
aToro HyxHO B (aile AvCmMSsg.ini (daitn HaxoauTcs B MamnKe ¢ YCTAHOBICHHBIM MEHEIKEPOM)
n00aBuTh pazaen [OCSP], BHECTH B HETO CIEAYIOUIYIO CTPOUYKY U COXPAaHUTh U3MEHEHHUSI:

[OCSP]

CDPCheckPeriod=10

[lepuon m3mepsiercst B MUHyTax. MuHUManbHOe 3HaueHue = 0 (B 3TOM cilyyae aBTOMaTHYecKas
TIpOBepKa He IPOM3BOAUTCS). MakcuManbHOe 3HaYeHHe OrpaHuyYeHo uncioM 232 1 BEIOMpaeTcs, HCX0s U3
ocoOeHHOCTeH (YHKIIMOHMPOBAHUS II0JIb30BATEICKOTO IMPOrpaMMHOTO obecneueHus, TpeOyroIero
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oOpamenus k Toukam pacnpocrpanenuss COC. B npusenennom Beime npumepe yrciao 10 o3naugaer, 4to
gyepe3 10 MUHYT mocie npoBepku craryca ceprudukara nosnszoBatens [IK AVPCM uannuupyer HOBYIO
MIPOBEPKY C UCIOIB30BAHNEM TOUEK PACIIPOCTPAHEHUS U3 JAHHOTO CepTHU(HUKATA.

6.14.5. 3aganne HACTPOCK MOJKIIIOUCHUS Yepe3 MPOKCU-CEPBEP

B ciydae, ecnu Ha pabouem MecTe OpraHH30BaH JOCTYI K HHTEPHETY Yepe3 MPOKCU-CEPBEP, TO IS
ummopra ceprudukaros ¢ cepsepa Y1 (cm. m. 6.5.5 Ummopt ceptudukaros ¢ cepsepa Y1I), a Takxke st
oonoBienuss COC u ceprudukaroB YII (cm. m. 6.14.1 OGuosienne COC u cepruduxaroB YII ¢
ucrosb3oBanueM nyHkta MeHio «CepBuc» - «OonoBienrne COC u ceptuduxaroB YII») HyxHO 3a1aTh
HACTPOMKH MOIKITIOUCHHUS Uepe3 mpokcu-ceprep. Jis atoro B daitn AVCmMSg.ini, KOTOPbIi HaXOIUTCS B
Manke ¢ YCTaHOBJIEHHBIM MEHEKEPOM, HYXKHO BHecTH cekiuio HttpProxy ¢ akTyanbHBIMU 3HAYEHUSIMU
JUIS TIOAKIJIIOUEHUS, HAIPUMED:

[HttpProxyl
ProxyServer=10.0.0.0
ProxyPort=8855
ProxyUsername=user
ProxyPassword=Password
BasicAuthentication=TRUE
ReadTimeOut=180

B ctpoke ProxyServer= yka3bpIBaeTcs apec MPOKCH-CEPBEPA.

B ctpoke ProxyPort= yka3sIBaeTcs NOPT AJI MOAKIIOUYEHHUS TPOKCH.

B ctpoke BasicAuthentication= yka3pBaercs mapamerp MOAKIIOYEHUS K MPOKCU-CEPBEPY
(TRUE - ¢ aBTopu3aiueii, FALSE - 6e3 aBTOpH3aIInN).

B crpoke ProxyUsername= yKa3blBACTCS MM IOJIB30BATENs Ui NOAKIKOYEHUS IPOKCH C

aBTOPHU3ALUEH.

B cTpoke ProxyPassword = yKa3blBaeTCsA Napoilb AJIs MOAKIIOUYEHHS MTOJIb30BATENs IIPOKCU C
aBTOpU3ALUEH.

Ecmu  aBropmsanus He TpebOyercss (BasicAuthentication=FALSE), TO CTpPOKH

ProxyUsername= 1 ProxyPassword= MOXHO WU HE BHOCUTH, WM 3aKOMMEHTHPOBATh (BHECTH

nepe mapaMeTpoM 3HaK MPETTHHAHUS «;»):

; ProxyUsername=
; ProxyPassword=
BasicAuthentication=FALSE

CymecTByeT INPOMEXYTOK BPEMEHH, B KOTOpBIM Iporpamma O0XHMJIaeT OTBET OT cepsepa. [lo
YMOJIYaHUIO 3TOT nepuod paBeH 180 cexkynaam. Ho 3ToT mapameTrp MOXHO YBEIWYUTh WIM YMEHBIINTH
IIyTEM PEJAKTUPOBAHMS COOTBETCTBYIOLIEH CTPOKHU:

ReadTimeOut=180

[Tocne BHeCeHMs MI3MEHEHHH B HACTpoeuHbIi (aiisr AVCMMSQ.ini ero Hy)>KHO COXPaHUTb.
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6.14.6. Hactpoiika nmpoTtokoma TLS

B ¢aitne AvCmMSsg.ini (HaxoauTcss B Manke C YCTAHOBJICHHBIM MEHE/DKEPOM) MOXKHO 3a/1aTh
BPYUYHYIO MPOTOKON TLS, mo xoTopomy OymeT mpOUCXOIUTh 3aIIUIEHHOE COSTUHEHUE C CEPBEPOM IS
uMIiopTa ceprudukaros ¢ cepepa Y1l (cm. m. 6.5.5 Ummopt ceprudukaros ¢ cepsepa Y1), a Taxke mis
oonoBnenus COC u ceprudukaroB YI[ (cm. m. 6.14.1 O6noBnenne COC u ceprudukatoB YI[ ¢
HCII0Ib30BaHUEeM ITyHKTa MeHI0 «CepBucy - «OoHoBIeHHe COC u ceptudukaroB YL»). [lns atoro B daiin
AvCmMSsg.ini Hy:kHO BHECTH CeKIMio TLS, B KOTOpO# OyaeT 3aaaH mpoTokoa TLS s moaxiroueHus K

cepBepy:

[TLS]
;Protocol=TLS 1.0
;Protocol=128

;Protocol=TLS 1.1
;Protocol=512

;Protocol=TLS 1.2
;Protocol=2048

B nanHO#M cekumMu HYXHO CHATh KOMMEHTApHil (yAaJIUTh 3HAK MPENUHAHUSA «;») C TE€X CTPOUEK,
KOTOpPBIE€ OTBEUYAIOT 3a MOAKIIOUEHNE K HY>)KHOMY MPOTOKoJy. Harpumep, i1 yCTaHOBKH 3alIUIIIEHHOTO
COCIUHEHUS C cepBepoM 1o mpoTokosy TLS 1.0 Hy)XHO CHSATH KOMMEHTAPHI CO CTPOKU Protocol=TLS
1.0 WA Protocol=128:

[TLS]
Protocol=TLS 1.0
;Protocol=128

;Protocol=TLS 1.1
;Protocol=512

;Protocol=TLS 1.2
;Protocol=2048

A nns noaxioueHHs 1o npotokoiy TLS 1.2 Hy)KHO CHATh KOMMEHTAapHUil O CTPOKU Protocol=TLS
1.2 MWIN Protocol=2048:

[TLS]
;Protocol=TLS 1.0
;Protocol=128

;Protocol=TLS 1.1
;Protocol=512

;Protocol=TLS 1.2
Protocol=2048

Jlommyckaercst OJHOBPEMEHHOE ITOJIKIIOYEHHE HECKOJIBKUX MpoTokosoB.  [locie BHeceHHs
WU3MCHEHHI B HacTpoeuHbId ¢aiin AVCMMSQ.ini ero Hy)>XKHO COXPaHUTb.

6.14.7. Umnopt COC B THXOM pexuMe

Uto6s1 ummopT COC npoxoui B "Tuxom" pexxume, 6€3 3ampoca ISUCTBUI onepaTopa, B KOMaHTHON
crpoke Windows HyKHO 3aIlyCTHTh KOMaH.Iy:
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MngCert.exe name.crl /ZIMPORTCRL /SilentRun

rae hame.crl — ummoprupyemsiii COC.

6.14.8. Hactpoiika Bpemenu kamupoBanust COC

Bpemst xommpoBanus COC moxxkHo Hactpouth B AVCMMSQ.ini (koH(UrypannoHHBIH (aii,
KOTOPBIN HAaXOJHUTCSA B MAlKe C YCTAaHOBJICHHBIM MEHEIKEPOM), OTKPBIB €ro (Harmpumep, ¢ MOMOIIbIO
broknora) u BcraBuB cekuuto [CRLCache], ¢ Bo3MOXHBIMEH KiItOYaMHu (€CIIM CEKIHsl OTCYTCTBYET
ycranaBnuBaetcs Default=300):

Default=spems xkammpoBanus Bcex COC B cekyHaax;

[Common name]=Bpems k3mnpoBanusa COC yka3aHHOTO U3JaTens B CEKYHIaX;
Ipumep:

[CRLCache]
Default=120

Kopresoti yoocmosepsiowuii yenmp=600

6.15. Hactpoiika xpanuiuiia cepTuGrKaToB Ha YUYETHYIO 3alUCh KOMIIBIOTEpa

[To ymoi4aHWIO MEHE/DKEp CepTH(HMKATOB, MCIONB3YIOIMI 0a3y maHHbIX B peectpe Windows,
HACTPOEH Ha XpaHWIUIIEe cepTU(UKATOB AJI1 YIETHOM 3amucH moJib3oBarens. Eciu ans ydeTHo# 3anucu
M0JIb30BaTENsl IPaBa OrpaHUYEHbI (HapUMep, TaKOe YacTO BCTPEYAETCsl MPU MCIIOJIb30BaHUN JIOMEHHBIX
YUYETHBIX 3amuceii), To MOT'YT BO3HHUKHYTh TPYAHOCTH IpH pabote ¢ ceprudukatamu. Haubonee gacro
BCTpeyvaromasics npodiema - ceprupukar Kopaesoro Y11 He momentaercs B cipaBoyHuK JloBepeHHBIX Y.
Pemmute 3Ty mnpobGiieMy MOXHO, NEpEeHACTPOMB XpaHWIUIIE CEPTU(PUKATOB Ha YYETHYIO 3aIUCh
kommbioTepa. Jlis atoro B KoHGurypamuonHoMm (daitie  AVCMMSsQ.ini  (HaxoauTcs B Manke ¢
YCTaHOBJICHHBIM MEHEIKEPOM cepTu(duKaToB) B CeKLUHU [LOGIN] nocie
CONNECTSTR=SYSTEMSTORE HY>KHO MMOCTaBHUTh «» u JonucaTh
StoreLocations=LOCAL_MACHINE:

[LOGIN]
CONNECTSTR=SYSTEMSTORE; StoreLocations=LOCAL MACHINE

[Toce BHeceHUs M3MEHEHUH B HacTpoeuHblid ¢aitn AVCmMSg.ini ero Hy)XKHO coxpaHuTb. [anee
MPOUMITIOPTUPOBATh CEPTH(HKATHI, YCTAHOBUTH JoBepue Kk ceprudukary Kopueoro VI (cm. m. 6.7.3.
CnpaBoyHuK «/l0BEpEeHHBIX Y JOCTOBEPSIOIINX IICHTPOBY).

Ecnn npaBa yueTHOW 3alucu MOJIb30BAaTENs CWJIBHO OIPAaHUYEHBbI, TO IPHU 3aIyCKE MEHEKepa
CepTHU(HUKATOB, HACTPOCHHOTO Ha XpaHWIHUINE CEePTU(UKATOB YUETHOH 3aluCH KOMIBIOTEpa MOXKET
BO3HUKHYTh ommOka: «He HaiineHo (ucnopueHo) xpanuiuiie ceptuduxaroBy» (cm. Pucynox 124. He
HaitieHo (MCITOPYEHO) XPaHHUIIHIIE CEPTH(HUKATOB).
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He HalaeHo(MCNopYeHo) XpaHUNUWLe CEpTUgUKATOE.

v 0K

Pucynok 124. He HaiineHO (MCTIOPUYEHO) XpaHHIIHIIE CEPTHPHUKATOB

JlanHas ommOKa O3HA4aeT, 4TO y YUETHOHM 3aIllMCH MOJIb30BaTells HET IpaB JOCTYIa Ha XpaHWIUINA
CepTHU(UKATOB YUETHOH 3allUCH KOMITbIoTepa. Perienue: 106aBUTh JOMOJHUTEIbHBIE MIPaBa OJIb30BATEIIO
Ha XpaHWINLIA CepTU(UKATOB WK 3alIyCTUTh MEHEKEp C IIPaBaMu aIMUHUCTPATOPA.

CnenyeTr y4uThIBaTh, YTO JJIsl aBTOPU3ALUU 110 3allMLICHHOMY COEIMHEHUI0 B ceTh MHTepHer
UCTIONB3yeTCsl CepTH(UKAT, XpaHSIIIUHCS B YYETHOW 3ammcu moib3oBarens. [losromy MeHemkep
cepruukaroB ¢ xpammwmumieM COK B yd4eTHOW 3amucH KOMIBIOTEpA 3a4acTyro IIeJIeco00pa3Ho
MCTIOJIB30BATh TOJBKO Juisi oMenieHus ceprudukaroB Kopuessix VI B CipaBounuk JloBepennsix Y1, a
JUYHBIE CEepTU(PUKATHI HYKHO MMIOPTHPOBaTh B MeHemkep ¢ xpanmwinumem COK B ydeTHOW 3ammcu
I10JIb30BATEII.

6.16. Bxitouenue otoOpakeHus: UHHOPMAITMOHHBIX OKOH

JInst mosiBIIeHUST BO3MOXHOCTH OTOOpakeHHsI OKHa «BbIBOJ MH(POPMAIIMOHHBIX OKOH» HYXXHO B
narke ¢ yCTaHOBJICHHBIM MEHEKEPOM CepTH(HUKATOB co3/aTh (aiin moa HazBanuem ViewWindows.ini
CO CIEAYIOUIMM COJCPKHUMBIM (conepaHue 3Toro (aiila MOXXET H3MEHSTHCS, B 3aBUCHMOCTH OT
TpeOyeMBbIX YCIOBUIl):

[master]

FrmReg=MacTep co3maHmuUda 3anpoca Ha cepTudmrKaT

[FrmReq]
FrmKey USAGE=IIprMeHeHMVe KJII0Ua

FrmContainerName=3azaHre MMeHU KOHTeMNHepa

[FrmKey_USAGE]
Visible=True
[FrmContainerName]

Visible=False

6.17. Hactpoiika mudpoBanus 1uist ooecriedeHus: oOpaTHOU CBsI3U

B ciywae ecim mpoucXomuT OOMEH 3allM(pPOBAHHBIMU COOOLICHHSMH, HO OTIPABHUTENb U
moJiy4yateib MMEIOT pa3Hble aJIrOPUTMbI MU(POBaHMS, OTIPABUTEII0 HY)KHO B (aitme AvCmMsg.ini
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(HaxomWTCS B TMAaNKe C YCTAHOBJIEHHBIM MEHEIKEPOM CepTU(UKATOB) clenaTh HACTPOWKH, YTOOBI
MoJIy4yaresb MOT pacmudpoBats cooOIIeHNE.

Jlst 3TOrO0 HYXXHO N00aBUTH ceKinio [ENCRYPTALGORITHMS], rae yka3aTh HACHTH(PHUKATOP
aIrOpUTMa OTKPBITOTO KJIH0Ya CepTU(HUKATA IMOTyUYaTENsl K aJITOPUTM IMTU(POBAHUS.

[Tpumep:

[ENCRYPTALGORITHMS]
1.2.112.0.2.0.34.101.45.2.1=1.2.112.0.2.0.34.101.31.43

Ecnu cooOmienne Oyner 3amm@poBaHO HAa HECKOJBKO IMOJydaTelei, TO aaropuT™M MU(pPOBAHHS
Ooyner wucnons3oBathesi mepBblii. Eciu B ENCRYPTALGORITHMS He Oynmer HaiiieH anroputm
OTKPBITOTO KITFO4a, TO Oy/IET B3AT aJITOPUTM M3 ceKuuu [CSP].

ITpumep:
[ENCRYPTALGORITHMS]

1.3.6.1.4.1.12656.1.37=1.3.6.1.4.1.12656.1.34.1.2
1.2.112.0.2.0.34.101.45.2.1=1.2.112.0.2.0.34.101.31.43
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7. TIEPEXO]1 U3 JIPYTOI'O YIOCTOBEPSIIOILET'O LIEHTPA

Jns mepexona u3 OJHOrO YIOCTOBEPSAIOLIEIO LEHTPA B JPYrOM HYXHO CHEJaTh CIEAYIOLIEE:
0TO3BaTh CBOI cepTU(UKAT B CTAPOM Y TOCTOBEPSIOIIEM LIEHTPE.

Jyis Toro, 4TOOBI 0TO3BAaTh CBOM cepTU(UKAT, HYKHO!

1. oOpatuthCs B cTapblii Y AOCTOBEPSIOLINI IIEHTP C 3asBJICHUEM 00 OT3bIBE CBOETO cepTu(UKara;

2. mocne OT3bIBa CepTH(HKATa, MOJYyYUTh B YIOCTOBEPSIOUIEM ILIEHTPE OOHOBJICHHBIH CIMCOK
oro3BaHHbIX cepTudukaton (COC);

3. HMMIOPTHPOBATH MOJYYEHHBIH CHUCOK 0TOo3BaHHBIX cepTuduraroB (COC) cpencramu I[IK
AVPCM Ha cBoii KOMITBIOTED;

4. creHepupoBaTh HOBBII KJIIOY U OTYYUTh CEPTU(PUKAT B HOBOM Y JOCTOBEPSIOIIEM IIEHTPE;

5. monyuuth HOBbIe cepTudukatel 1 COC u umnoptupoats ux cpeacrsamu [IK AvPCM na cBoit
KOMIIBIOTED;

6. BIIK AvPCM ynanute u3 cnpaBoyHuKa «JIn4HbIe» cTapblil (0TO3BaHHBIN) cepTU(UKAT.
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8. YTUJINTA KOMAHJTHOM CTPOKU AVCMUT

I[IK AVPCM mo3BonsieT MNPOW3BOAWUTH KOHTPOJIBHBIE KpPUOTOrpapUuecKuee MpOoLEeaAypHI,
BKJIIOUarolue B ce0s BbIPaOOTKY/IIPOBEPKY AIIEKTPOHHO-IMGPOBOI MOAMKUCH, IpeIBapUTEIIbLHOE
3amupoBaHue, KOHTPOJIb LIEJTOCTHOCTU MYTEM BBIYMCIEHUS XdOLI-3HAUYCHUSA OT (Qailia mpu MOMOIIN
yraTel AVCmUL.exe (HaxoauTcs B MarKe ¢ YCTaHOBJICHHBIM MEHEKEPOM CepTU(PHUKATOB).

[lopsioK HKCIIOJIB30BAHMSA YTWJIMTBI KOMAHIHOM CTPOKM OIMCAaH B PYKOBOJACTBE OIEpATOpa
nporpamMmMHoro npoaykra P6.FOCKH.13008-02 «Ytunura komanaHoi ctpoku AvCmUty.
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9. VIAJIEHUE ITPOI'PAMMBI

HeiictBus no ynanenuto [IK AvPCM ¢ komnbroTepa 3aBUCST OT ONEPALIMOHHON CUCTEMBI.

B OC Windows XP (Windows 2003 Server):

1)

2)

3)

BeIOpaTh U3 ocHoBHOro MeHto Windows: «Ilyck» — «Hactpoiika»y — «[laHenb yrnpaBieHHsS» —
«YcTaHOBKA U yJaJIEHHUE ITPOrpaMm»;

B OKHE «Y CTAaHOBKA U yJJaJICHUE ITpOorpaMm» Ha 3akiaake «3meHnenue nuinm yaajleHue nporpaMm»
B OKHE MEPEUHCIICHUs IporpaMM BeIOpaTh «llepcoHanbHbil MEeHEKEp cepTU(UKaTOB ABECT» U
Ha)XaTb KHOIIKY «Y JAJIUThH,

B OKHE 3aIipoca O MOATBEPIKICHUHU PEHICHHs 00 yIaleHUU HaKaTh KHOIKY «Jlay.

[Tocne mpouenypsl yhaneHus MOSBUTCA OKHO ¢ coobOmenueM o6 ynanenun [IK AvPCM c
KOMITbIOTEpA.

B OC Windows 7 (Windows 2008 Server):

1)

2)

3)

BBIOpaTh U3 ocHOBHOTrO MeHO Windows: «Ilyck» — «[lanens ynpasnenus» — «IIporpammsl u
KOMITOHEHTBI» (mn «IIporpammen» / «Y naneHue nporpaMMbi»);

B OKHE «Y 1aJIeHUE UM U3MEHEHHE TPOrpaMMbI» B CIUCKE IIporpamMm BeIOpath «llepcoHanbHbIi
MEHEDKEp CepTUPHUKATOB ABECT», HAKATh IO HEMY IPAaBOH KJIABHIIECH MBI, HAKATh KHOIKY
«Y 1anmuThY,;

B OKHE 3aIpoca O MOJTBEPKJICHUU pelIeHHs 00 ylaJeHUN HakaTh KHOMNKY «Jla».

[Tocne mpouenypsl yhaneHus MOSBUTCA OKHO ¢ coobOmenueM o6 ynanenun [IK AvPCM c
KOMIIbIOTEPA.

B OC Windows 8 (Windows 2012 Server):

1)

2)

3)

HaBECTU KypCOP MBIIIH Ha JIEBBIA HIDKHUI yrol pabodero cTosa 0 nosiBieHus: KHonku «Ilyck»,
Ha)kaTb 110 HEW MpaBo KJIaBUIIEH MbIIIH, BEIOpaTh «IIporpaMMbl 1 KOMIIOHEHTHIY,

B OKHE «Y aJieHHe WJIM U3MEHEHHE MPOTPaMMBbI» B CIIHCKE MPOrpaMm BeIOpaTh «llepcoHanbHBIM
MEHeKEp cepTH(PUKATOB ABECT», HAXKATh 10 HEMY MPABOM KJIABHINIEH MBIIIH, HAXKATh KHOMIKY
«Y IanTeY,

B OKHC 3aIIpocCa O MOATBCPKACHUHN PCIICHUSA 00 YAQAJIICHUN HAXKATb KHOIIKY «I[a».

[Tocne mpouenypsl yHaneHUs TMOSBUTCA OKHO ¢ coobOmenueM o6 ynanenun [IK AvPCM c
KOMIIbIOTEpA.

B OC Windows 8.1:

1)

2)

3)

MEePEMECTUTE KypCOp B HIDKHHM JIEBBIM YroJl dKpaHa, HaXXaTh MO OTOOpPA3UBIIEHCS KHOIIKE
«Ilyck» npaBoil Ki1aBuIlIel MBI, BRIOpaTh «[IporpaMmbl 1 KOMIIOHEHTBI;

B OKHE «Y TaJieHHe I H3MEHEHHE MPOTPaMMBbI» B CIIHCKE TIPOrpaMm BeIOpaTh «IlepcoHanbHBIM
MEHEeKEp cepTH(PUKATOB ABECT», HAXKATh 110 HEMY MPABOM KJIABHIIICH MBIIIH, HAXKaTh KHOTIKY
«Y IaInThHY,

B OKHE 3aIIpoca O MOATBEPKIACHUHN PEIIeHUs 00 yIaJeHUU HaXKaTh KHONKY «/Jla».
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[Tocne mpouenypbl yaaneHUs TOSBUTCS OKHO ¢ coobOmennem 00 ynanenun [IK AvPCM c
KOMITbIOTEpA.

B OC Windows 10 (Windows 2016 Server, Windows 2019 Server):
1) wnaxarp 1o kHomnke «I1yck» npaBoii Ki1aBuIIei MbIIIY, BEIOpaTh «IIpUII0KEHUS 1 BO3MOKHOCTHY;

2) B okHe «lIpwiokeHHss W BO3MOKHOCTH» B CIIMCKE IporpamMm BbIOpaTh «llepcoHanbHBIN
MEHeKep cepTU(UKATOB ABECT», HAKATh KHOIKY «Y TAIUThY;

3) B OKHe 3anpoca 0 MOATBEPKACHUH PELICHUS 00 yIaJCHUN HaXaTh KHOMKY «Jla».

ITocne mpouenypsl yaaneHUs TOSBUTCS OKHO ¢ coobOmennemM 00 ynanenun [IK AvPCM c
KOMITbIOTEpA.
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10. MEPHI BE3OITACHOCTHU

JlaHHBINM pa3fen coOepX HUT peKOMEHAyeMble TpeOoBaHUs oOecrieuyeHHsi 0€30MacCHOCTH MOCTaBKH,
ycranoBkd W 9kciuryarauuu [IK AVPCM, KOTOpBIM JOJKHBI CleOBaTh HOTPEOMTENH B IpoIEcce
npuobperenus u ucnoin3obanus [IK AvPCM.

JlanHble TpeOOBaHMsI HAIIPaBJIEHbI HA JJOCTUKEHHUE CIEAYIOIINX LENEH:

—  INpenynpexJeHHe HapyILIeHUH LEeJIOCTHOCTH W IOJUIMHHOCTH HPOrpaMMHBIX KoMmioHeHTOoB IIK

AVPCM,;

— obecriedyeHue 3aluThl KpUNITOrpauyeckux KIIoUe U JaHHBIX IOTPEOUTEIIs OT KOMIIPOMETAlUH;
— obecnieuenue HagexHoro ¢pynkunonuposanus [IK AvPCM.

10.1 Meps1 6e30m1aCHOCTH MPHU TTOCTABKE

[lepenaua mporpammuoro obecneuenusi I[IK AvPCM (nmanee - IIO) morpeburtento MOXKET
OCYIIECTBISTHCS CIETYIOIUMH CIIOCOOAMMU:

— mepeava moTpeOUTEN0 KOMIAKT-AKNCKa ¢ 3anucanHbM [10;

— 3amuck [10 Ha HOCHTENh OTPEOUTENS PU OYHOW SBKE YIIOJTHOMOYECHHOTO JIUIA Ha MPEATNPUATHE
(BAO «ABECT»);

— TepechUlKa IO OJJICKTPOHHOW TModTe (JOMyCcKaeTcs B OTHCNBHBIX CIydasX, ITPH TECTOBOH
skcmutyataruu [10, mubo npu Heodxomumoctu ooHoBneHus [10).

Bo Bcex maHHBIX ClIydadax IJisd 3alllAThl OT HecaHKHHOHHpOBaHHOﬁ MO,Z[I/I(l)I/IKaI_[I/II/I 1O B mnmponecce
AOCTaBKHU 1O 0 HOTpe6I/ITeJIH IMPUMCHSIOTCA CICAYIOINE MEPbI 0e30IMacHOCTH:

— TIpeAcTaBUTENb MOTpeduTens B mpouecce noiydeHus I1O B3auMoJEHCTBYeT € KOHKPETHBIM
corpyaaukoM 3A0 «ABECT», ynonmHomoueHHbsIM Ha mepenady I1O, mpu 3TOM mpezncraBUTENnb
NOTpeOuTENs TOKYMEHTAIBHO MOATBEPIKIAET CBOU MTOJTHOMOYUS;

— 1o cornacoBaHuto ¢ norpedutenem 3A0 «ABECT» mpenocraBnser mnepedyeHb MNpPOrpaMMHBIX
komnoHeHTOoB 10 ¢ yka3aHueM 3TaJOHHBIX 3HaU€HU I BEpCUI M KOHTPOJIbHBIX XapaKTEPUCTHK B BUIE
X3II-3HAaYeHUH, BBIPAOOTaHHBIX OT (HailIOB NPOTPAMMHBIX KOMIIOHEHTOB B COOTBETCTBHH CO
crangaptoM Pecnyonuku benapyce CTB 34.101.31-2020 «MH(popManioHHbIE TEXHOJOTHH U
0€30MacHOCTb. AJITOPUTMBI IU(POBAHUS U KOHTPOJISI LIETOCTHOCTHY;

— B coctaB AVPCM Bxomur TtecroBasg yruauta AvCmUt, mno3Bojstomas MnoTpeOUTento
CaMOCTOSITENIbHO BBIYUCIIUTH X3II-3HAUEHUS MOJIyYE€HHBIX TPOrPaMMHBIX KOMITIOHEHTOB [10;

— IIO o6ecneunBaet B cBoeM GUI-untepdeiice oToOpaxkeHne UCMoIb3yeMOoil BEpCUU MPOrPaMMHOI0
MPOAYKTA.

[Ipu nonyuenuun norpedburenem I10, B cayuae, korna oH He 3ampamuBai ero y 3A0 «ABECTy,
HYXHO cBsizaTtbes ¢ cotpyaHukamMu 3A0 «ABECT» (koHTakTHas MHQpOpMaIMs pacloyioKeHa Ha caiite
npeanpusatus https://www.avest.by) u yrounuts dhakt ornpasku I10 B cBoit aapec. [Ipu moaTBepkaeHun
ornpasku I10, nmorpeburens OMKEH BBIMIEYKA3aHHBIM CIIOCOOOM MPOKOHTPOJUPOBATh COOTBETCTBUE
Bepcuil U nenoctHocTh noydeHHoro I10. IIpu orcyrcrBum noarsepxkaenus or 3A0 «ABECT» ¢akra
otmpasku [10, moTpedutenb JOKEH BO3AEPKAThCS OT UCIONIb30BaHus, momyyeHHoro I10.


https://www.avest.by/
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10.2 Meps1 6€30MaCHOCTH MPU YCTAHOBKE U SKCILTyaTalluu

VYcranoBka [1O Ha KOMIIBIOTEp MOTPEOUTENS JOJDKHA MPOU3BOAUTHCS B COOTBETCTBUU C JAHHBIM

PYKOBOJCTBOM. IIpu 3TOM JOIKHBI OBITH 00ECIICUEHBI CIICAYIOLINE YCIOBHS:

nepesl yCTaHOBKOH JIOJDKHA OBITh POM3BEICHA MPOBEPKA XAIII-3HAUCHUS YCTaHOBOUHOTO (aiina [10
C X3II-3HAUYCHHUSIMH, YKa3aHHBIMU B cepTudukare coorBeTcTBHs Ha [10, C MOMOIIBIO TPOrPaMMHOTO
o0ecreYeHus 1o PacyeTy XdUI-3HAYCHUH, TOJTYYSHHBIX MOTPEOUTENSIMHI U3 JOBEPEHHOTO HCTOUHUKA,;
ycranoBka [1O pgomkHa TNPOM3BOAUTHCS — YIMOJHOMOYEHHBIM COTPYJHHMKOM —IOTpEOHTEs,
O3HAaKOMJICHHBIM C JaHHBIM JJOKYMEHTOM U BBIIOJIHSAIOUIMM O0SI3aHHOCTH aIMUHHUCTPATOPA;

Ha KOMIIbIOTEpE, MpeAHa3HaYeHHOM Juisi ycTaHoBKM [10O, MOKHBI OTCYTCTBOBATH BPEIOHOCHBIC
POrpaMMBbl («KOMITBIOTEPHBIC BUPYCHI», «PE3UICHTBI», «OTIaJUUKN», KKIaBUATYPHBIC IIITHOHBD) U
T.1.);

nocie ycraHoBku I1O oruyxgaemblil HOCUTENb (KOMIAKT-AWUCK) C 3TAJIOHHBIM YCTaHOBOUYHBIM
¢aitnom 1O M cnuCOK ATATOHHBIX X3II-3HAYEHUH NPOrpaMMHBIX KOMIIOHEHTOB JIOJKHBI OBITh
MIOMEIIIEHBI B 0€3011aCHOE XPaHUIIUILE, TOCTYI K KOTOPOMY JIOJDKEH IMETh TOJIBKO YIIOJTHOMOYCHHBIN
[IEpCOHAJ TOTPEOUTES.

Oxcruryaranus [10 Ha KoMIIbrOTEpe MOTPEOUTENS JOJKHA MPOU3BOIUTHCS B COOTBETCTBUU C JaHHBIM

pykoBoAcTBOM. [Tpu 3TOM OSIKHBI OBITH OOECIIEUEHBI CENYIOLINE YCIOBUS:

COTPYAHUK, 3kcruryatupyromuil 110 nomkeH ObITh NPEenyNpexIeH O IPa)kAaHCKOM, MPaBOBOW U
(MHaHCOBON OTBETCTBEHHOCTH, BO3JIaraéMoi Ha Hero npu ucnonb3zoBanuu [10 B nHpoOpMamoHHBIX
CHUCTEMax 3JIEKTPOHHOTO JOKYMEHTO00O0poTa, obecneunBaromux cpeacrBamu [10 snexTpoHHYIO
nupoByI0 TOMANMKUCH B COOTBETCTBHH ¢ 3akoHOM PecnyOmuku bemapycsh «OO0 31eKTpoOHHOM
JOKYMEHTE U 3JIEKTPOHHON IU(PPOBON MOAMMCH» WIM B UHBIX CIIydasx;

g skcrryaranuu [10 10mKeH Mcnosb30BaThes, MO BO3MOXKHOCTH, BBIJCJIIEHHBIN KOMIIBIOTED C
YCTaHOBJICHHBIM Ha HEM JIMIIEH3MOHHBIM CUCTEMHBIM U MPUKJIAIHBIM IPOTPaMMHBIM 00€CIIEUEHUEM
U TOJIbKO HEOOXOIMMBIM IO TEXHOJOrMH wucnonb3zoBaHus I[10 B uHoOpmannoHHON cucteme
MOTpeOuTENSs,

KOMIIBIOTEp, MpelHa3HaueHHbIH A skcrutyatauuu [1O qomkeH ObITh 3aIIMILEH OT «3aKJIaT0K»,
«KOMITBIOTEPHBIX BHUPYCOB», HECAaHKIMOHMPOBAHHOIO H3MEHEHHS CHCTEMHOTO0 M IPHUKIAJTHOIO
IPOrpaMMHOT0 oOecreueHus;

mo0oe m3MeHeHue (peKoH(UTypupoBaHWE, TOTOJHEHHWE W T.A.) CHCTEMHOTO W TPHUKIIATHOTO
MPOrpaMMHOTO OOEeCHEeUYeHUs KOMIIbIOTepa JOHKHO OBITh COTJIaCOBAaHO C YIOJHOMOYEHHBIM
COTPY/ZHUKOM MOTPEOUTEIIS, BBITOIHSIIONIMM 005S3aHHOCTH aJMUHUCTPATOPA;

COTPYIHUK MOTpeduTens, skcrutyarupyomuii [10, 1omkeH u3ydnTh JaHHBIN T0KYMEHT;

HKWU, copeprxamue muunble kioun DL u mmdpoBanus B oTcyTcTBUE pabOTHl C HUMHU JIOJKHBI
XpaHUTBCS B HAACKHOM XpaHWIUIIE, JOCTYl K KOTOPOMY HMMEIOT TOJBKO YIOJHOMOYEHHbIE
corpyaHuku norpedurens. [lapons Ha noctyn k nanHeiM Ha HKW nomkeH XxpaHuThes B TaiiHe.
3anpemaercs coo0IaTh KOMYy-Tu00 3HaueHue napois. [Ipu cmeHe coTpymHuka, pabOTarOIIETO C
HKWU, HOBBIN COTPYIHUK B IEPBYIO OYEPEAb JODKEH CMEHUTH Napois Ha aoctyn kK HKW u xpanuts
€ro B JajJbHEHIIeM B TaiiHe;

B Ipolecce 3KcmutyaTauuu 3anpemaerca nepenasate HKU, copepxamue nuunbie kaoun DT u
mudpoBaHus, TOCTOPOHHUM Jiniam, octaBiisiTb HKU 6e3 mpucmoTpa;
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—  OTBETCTBEHHOCThb 3a coxpaHHOocTb HKU m comepkamumxcs Ha HEM JaHHBIX HECET COTPYIHUK
notpeburens, padoraromuii ¢ HKU;

— JOCTyIl K KOMIbIOTEPY C ycTaHOBJIEHHbIM [IO nosmkeH OBITh OrpaHMYEH U pa3pelieH TOJIbKO
YIIOJIHOMOYEHHBIM Ha pabdoty ¢ [10 coTpynnukam notpedurens;

— cpenctBamu OC pomkHa ObITH oOecriedueHa ayTeHTU(dUKams mosb3oBarens npu 3amycke OC, a
TaKke ayauT coObiTuil, cBs3aHHbX ¢ [1O (3amyck 1O, yrenume-3amuchk ¢aitnoB m ganueix 110,
XPaHSLIMXCS Ha KECTKOM JIUCKE KOMITBIOTEPA);

—  TIpU IPOBEACHUU PEMOHTHBIX U MPO(UIAKTHUECKUX paOdOT B OTHOUIEHWH KOMIBIOTEP, HA KOTOPOM
ycranoBieHo 10, 10oKHbI IPUHUMATHCSI OPraHU3alOHHBIE MEPHI U UCII0JIb30BAThCS TEXHUUECKUE
CpEICTBa JIJIsl UCKJIFOUEHNS HECAaHKLMOHUPOBaHHOTO foctyna K [10;

— ocMoTp u peMoHT IIOBM mnpencraBuTensiMu CTOPOHHMX OpraHU3alUil MPOBOASTCS TOJIBKO IOJ
HaOJI0ICHNEM YTIOJTHOMOYEHHOTO COTPY/THHUKA MMOTPEOUTEIIS;

— Iepeladya KOMIbIOTEpa JUIsl PEMOHTa B CTOPOHHHE OpraHMU3allMU MPOU3BOJUTCA TOJBKO IOCIE
JICMOHTa)Ka HAKOMUTEN sl UHPOpMaIMK (HAKOIMTENsI HA JKECTKOM MarHMUTHOM jucke u/umu SSD-
JIMCKa);

—  PEMOHT HakomuTels HHPOPMALMHU, HA KOTOPOM MHCTAJUIMPOBAHbI IIporpaMMHbie KoMoHeHTs! 110,
IIPOU3BOJUTCS TOJIBKO Mociie yHUuTokeHust Ha HeM I1O myrem ¢opmaTupoBaHus HAKONUTEIs
uHpOpMaLnK.

B cinydae Bo3HMKHOBEHMs owmuOOK win cOoeB B padbore I[1O ynosHOMOYEHHBIH COTPYIHUK
MOTPeOUTENS, BBITOIHAIOMUN POIb aIMUHUCTPATOPA, TOJIKEH:

1. CpaBHMTH BepcMM M Xd3UI-3HAYCHMsI MPOrpaMMHBIX KOMIIOHEHTOB Hcmoibzyemoro 10 c¢
STaJIOHHBIMU. B cilyuae HecoBmazeHHs COOOIIMTH CBOEMY PYKOBOJCTBY, CBSI3aThCSI C OTHEIOM
texHnyeckol mnoanepxkkun 3A0 «ABECT» (koHTakTHass uHGpoOpMalnus pacHojoXeHa Ha caiite
npeanpustast https://www.avest.by) u neficTBoBaTh B COOTBETCTBHU C PEKOMEHAAIMSIMHU COTPYIHHKA
OTJeJ1a TEXHUYECKOH MOAIEPIKKH.

2. Yoeautbcsi B paboTOCIOCOOHOCTH KOMITBIOTEPA, €T0 alllapaTHBIX M MIPOrPAaMMHBIX CHCTEM

3. TpoanamusupoBats xypHais! ayaura OC.

4. Tlpu HE0OXOIMMOCTHU MIPOBECTH MPOIEAYPY «Oe3omacHoro BoccranoBiaeHus» [10 (cm. Hike).

5. B ciaydyae HeBO3MOXKHOCTH BBINOJIHEHUS MPOLEIYPbl 0€30aCHOTO BOCCTAHOBIICHUS, TPEKPATUTD
skcrryatamuio 110, cBs3athest ¢ otnenoM TexHuueckoil mopmepxkn 3A0 «ABECT» (koHTakTHas
uH(pOpMAaIHS PacIoIoKeHa Ha caiite npeanpustus https://www.avest.by) u neiictBoBath B cOOTBETCTBHI
C PEKOMEHAALUSIMHU COTPYIHUKA OT/e]a TEXHUYECKON MOJIEPKKH.

[Iponenypa «6e3omacHoro BoccranoBieHus» [10 3axmogaercs B nepenncramusiuu [10 va [I9BM ¢
HOCHUTENS (KOMITAaKT-TUCKA) C ATAJOHHBIM YycTaHOBOYHBIM ¢aitiom I1O. Ilpu stom pexomenmyercs
MpeIBAPUTENILHO MPOBEPUTH PabOTOCIIOCOOHOCTh KOMIIbIOTEpa 63 ycTaHoBIeHHOro Ha HeM [1O.

IIpumeuanus:

1. BzaumopeiictBue c¢ otnenom mnojaepxkkun 3A0 «ABECT» mo BompocaM 3KcCIuTyaTaluu
nporpammuoro obecnedenuss 3A0 «ABECT» BO3MOXHO HpH YCIOBHHM 3aKJIIOUEHHUS MOTpeOUTeIeM
norosopa ¢ 3AO «ABECT» Ha conpoBoxieHne nporpaMmMHbIX npoaykToB 3A0 «ABECT».

2. TlorpeOutens, mnomyuuBiiedi mnporpammuoe obecneueHue 3A0 «ABECT» Ha 3akOHHBIX
OCHOBAHHSX OT TPETheW CTOPOHBI, MO BOMPOCAM SKCIUTyaTallud TporpammHoOro obecredeHuss 3A0


https://www.avest.by/
https://www.avest.by/
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«ABECT» nmomken oOpamarbCsi B OpPraHU3alMIO-TIOCTABIIMKA MporpaMMHoro oobecrneuenus 3A0
«ABECT», eciu nHOE He OIIpEIEIeHO B I0IrOBOPE MEKYy opranu3anuen-nocrabiukom u 3A0 «ABECT».

10.3 Mepbl KOHTpOIIS

IIK AvPCM KOHTpOJMPYET LETOCTHOCTh CBOMX IPOIPAMMHBIX MOAYJIEH IIyT€M BBIYMCIIEHUS X31I-
snayenuii corimacuo CTB 1176.1-99 or daitmoB MngCert.exe, AvCmUt4.exe, avcryptokibignmt.dll,
AvCryptMail.dll, AvBelCert2.dll, AvLog4c.dll, avc.dll, CertStore.xml (nmpu ucmons3oBanuu (HaiIoBOro
xpaamwmma COK u COC), mac.ini. [lepedens (aitioB 1 KOHTPOIBHBIX XAII-3HAYECHUN HAXOIUTCS B (paiiie
mac.ini. Ilpu Hapymenuu uemoctHoctd AaHHbIX (aimoB ITK AvPCM BbBILIACT COOTBETCTBYIOIICE
npeaynpexaenue (cMm. Pucynok 125. Hapymenue nenoctaocty ¢aiina). [Ipu HapylieHHH [ETOCTHOCTH
TaHHBIX (aiiioB paboTa HEBO3MOXKHA.

COwmnbka

HapyweHa uenocTHOCTE dakfina AvCmlitd exe

0K ]
Pucynok 125. Hapymenue nenoctHoctu Qaiina

Ilosnp30Barens MOXKET AOIMOJHUTENBHO KOHTPOJIUPOBATH ILIEJIOCTHOCTh JaHHBIX IPOTrPAMMHBIX
monayneit [IK AvPCM nytem Bbruucienus xsui-3HadeHuit cornacio CTh 1176.1-99 ot nanHbIX daiinos u
CpaBHEHHEM HX C 3TAJIOHHBIMHU, KOTOPbIC yKa3aHbl B (aiiie mac.ini.
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Hacrosmee npunoxenue k nokymenty PB.HOCKUN.08003-06 34 01 «IIporpammHBIH KOMIUIEKC
«Ilepconanpubiii MeHemkep ceptudukatoB ABECT» coaepxutr omnucanune W WHOOPMAIUIO O
BO3MO>XHOCTH HACTPOEK NMPOTrPaMMHOI0 KOMIUIEKCAa Ha COOTBETCTBUE TPEOOBAHUSM:

— CTb 34.101.17-2012 UndpopmaniioHHBIE TEXHOIOTUU U Oe3omacHocTh. CHHTAKCHUC 3ampoca Ha
noJiyueHue ceptTuukaray;

— pasgenoB 6, 7, 8 mokymenta CTB 34.101.19-2012 «MHopManmoHHble TEXHOJIOTHH H
6e3onacHoctb. DopmMaThl cepTU(UKATOB U CIUCKOB OTO3BAHHBIX CEPTU(PHUKATOB HHPPACTPYKTYPHI
OTKPBITBIX KIIIOUEH»;

— pasgenoB 8, 9 nokymenta CTb 34.101.23-2012 «HpopManmoHHbIE TEXHOJIOTHUH U
6e3omacHOCTb. CUHTAKCUC KPUIITOTpaprUUeCKUX COOOLIEHUI»;

— CTb 34.101.26-2012 «MudopmarimoHHbIe TEXHOIOTUU U 6€30MacHOCTb. OHIAHOBBIM TPOTOKOI
npoBepku cratyca ceprugukara (OCSP)»;

— CTb 34.101.27-2011 «HWHpopManMOHHbIE TEXHOJOTMH M 0€30MacHOCTh. TpebdoBaHMS
0€30MMacCHOCTH K MPOTrPaMMHBIM CPEACTBaM KpUIITOrpapuuecKor 3aiuThl HHopMauu» (Kiacc 2);

— moxapazzaensl 7.3, 7.4, 7.5, 7.8 nokymenta CTb 34.101.31-2020 «MHpOopMaIMOHHBIE TEXHOJIOTUN
1 6€30MacHOCTh. AJTOPUTMBI IU(POBAHUS U KOHTPOJIS LIETIOCTHOCTHY,

— mompazgensl 6.2, 6.3, 7.1, 7.2, npunoxenne E gokymenta CTb 34.101.45-2013
«UH(popMalMOHHBIE TEXHOJOTHH M 0€30MacHOCTh. AJTOPUTMBI 3JEKTPOHHOM HU(POBON MOANUCU U
TPaAHCIOPTA KIIF0Ua HA OCHOBE SJUIUNTUYECKUX KPUBBIX);

— mnonpasgen 6.2 npokymenta CTb 34.101.47-2017 «/HpopManmoHHbIE TEXHOJOTUU U
6e3omacHocTh. Kpunrorpaduueckue anropuTMbl TeHEPAIIUU TICEBAOCTYIAHBIX YHCE;

— CTb 34.101.65-2014 «upopManMoHHbIE TEXHOJOTUU U 0Oe30macHOCTh. [IpoTOKON 3amuThI
tpancnopTHoro ypoBHs (TLS)»;

— CTb 34.101.67-2014 «MuadopmanrionHble TeXHOJOTHM W Oe3omacHocTh. MHpacTpykTypa
aTpuOYTHBIX cepTUDUKATOBY;

— mnonpazzaensl 8.2, 8.3, 8.5, 8.8, paznen 11 mokymenta CTh 34.101.78-2019 «MubopmarnmoHHbIe
TEXHOJIOTHH U 0e30macHOCTh. [Ipoduins HHGPACTPYKTYPBI OTKPBITBHIX KITIOUEH).

JlaHHOE TIPHUIIOKEHHUE COJCPKHUT OIHMCAHUE MTEPEUHsI MOJIeH, HACHTU(OUITUPYIONIUX MOJIb30BaTeIeH
YAOCTOBEpSIONKE IIeHTPHI, crocode Bbramcienus DIl (ompeneneHne BXOAHBIX MAaHHBIX AJITOPUTMOB
SIIT), cnocobe BHIYUCIECHUS UASHTH(PHUKATOPOB OTKPBITHIX KITIOUYEH.

1. TIEPEUEHb TIOJIEM, MJIEHTHOUIIMPYIOIIMX IIOJB30OBATEJIEN U
YJOCTOBEPSIOIIUNE HEHTPBI (B COOTBETCTBUU C CTb 34.101.78)

Onpenenenue nosei, UISHTUGUIUPYIOIINX MOJIb30BaTENEeH U yIOCTOBEPSIIOINE LIEHTPHI, 3a7aeTCs

B (aiine mabmona Ha ceprudukar (paiinsl ¢ pactmpenuem. tpl). dopmar ¢aiina:
Cexkius [TemplateOptions] — nanmenoBanue 11abaoHa.

JlonmycTuMbIe KITHOUU:

Name = ‘maumenosanue’ — HanMeHOBaHHE 11a0I0HA;
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addSigningTime=False - no6aBuTh B 3aIIpoC BpeMs CO3aHus 3ampoca (110 yMOJ4aHuIo True);
addSubjectKeyldentifier=False - no6asuth B 3anpoc SubjectKeyldentifier (mo ymomuanuto True);

useCertificateValidity=True - ucionszoBars bpki-at-certificateValidity ans 3ananus

[peInoaraeMoro cpoka aencTus ceprudukara (mo ymonvanuro False).

Cexuust [HiddenPages] — otkiouenue oroOpakeHusi ”HPOPMAIIMOHHBIX OKOH.
JlonmycTuMble KIIHOYU:

FrmKey USAGE=True — ckpbiBaTh OkHO «IIprMeHeHnE KiTtoUay,
FrmPrintReq=True — ckpsiBaTh OKHO «IIeuaTh KAPTOYKH OTKPBITOIO KIFOYaAY;

PrintRequest=True — ckpsiBaTh 0KHO «IIpeBapuUTEIBHBII IPOCMOTP KAPTOUKU OTKPHITOTO

KJIro4an».

Cexuust [certificatePolicies] — 3apanue momuTrky MpuMeHeHUs cepTUHUKATa.

JonmycTuMble KITHOYU:

OID nonuTuku NpuMEHEeHUsI CepTH(HKATA.

Cexuust [DATA] — anroputm (HOpMUPOBaHHS HIMEHHU CyOBEKTA.

JlonmycTuMble KITHOYU:
GroupName = 'naumenosanue’ — HauMEHOBAaHUE TPYIIIHI TaHHBIX;

OID = 'maumenosanue ampubyma' — atpudyT ¢ ykazanabM OID, BkitogaeTcst B UMs CyObeKTa.

Cexiust [O1D] — anroputm popmupoBanust aTpuOyTa UMEHH CYOBEKTA.

JlonmycTuMble KITHOYU:

Mandatory=Yes — naHHblif aTprOyT TOJKEH UMETh HE TyCTOE 3HAYCHHE;

Default = '3nauenune' — 3HaYeHne aTpudyTa MO YMOITYAHUIO,

ReadOnly=Yes — 3nauenue atpubyTa HEIb3s1 K3MEHUTH OIIEPATOPOM;

MaxLength = '6aiim’' — makcumasbHas JUIMHA 3HAYCHHUE aTpUOyTa,

MinLength = '6auim’ — MuaMManbHas AJTMHA 3HAYCHUE aTPUOYTA;

CharSet = ‘suauenue’ — nmomycTUMbIi HaOOp CHMBOJIOB TIPU 3aIllOJHCHUHM 3HAUCHUS aTpHOYTa.

3nayenue kiroua moxer 0biTh DIGITS - ['0..'9"], IASSTRING - ['1"..'~;
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CharCase = ‘smauenue’ — perucTp MpH 3aroJHEHHH 3HAYEHUs aTpruOyTa. 3HAUCHHE KIK0Ya MOXKET
661t UPPERCASE - BepxHuuii, LOWERCASE - HixHuii;
ALT_NAME = True — nmaHHbIii arpuOyT OyIeT TMOMENICH B JOMOJHEHHUE AIBTEPHATHBHOE MM
cyOBeKTa;
AltNameChoice= ‘snauenue’ — 3amaercs tum arpubyra albTEPHATHBHOIO MMEHH, OMKCHIBAIOIIHIA
1M (POBBIE PeCypChl CTOPOHBI, 3HAYCHHS MOT'YT OBIThH CIEAYIOIIHUE:
rfc822Name - agpec 351eKTPOHHOM TOYTHI,
dNSName - DNS-nms,
URI - URL;
IP - IP-anpec;
EXtDLL = 'cexyus’— nus 3anonHeHns 3Ha4eHUs] UMEHU cyObekTa Oyer ucnoib3oBana BHemHsist dll,
OTMCaHHasl yKa3aHHOW CEKIINH;
SelectFrom = "ums ¢haiina’ — s 3anoNHEHUS UMEHU CYOBEKTa OYAYT MCIOJb30BaHbBI JaHHBIC U3
¢aiina, cTpykTypa KOTOporo onmcaHa Hmke. Eciou B kadectBe mMmenn (aiina ykazano LDAP — nannbie

Oynyt mosyuensl u3 Active Directory mo nporokoiy LDAP.

Cexkuust [CONTAINER_NAME] — nMs KoHTeifHEpa [0 YMOIYaHHIO.

JlonmycTuMBbIE KITFOYU:
OID = — 3navenue arpubyra ¢ ykazanHsiM OID, BkITIO9aeTcst B UMsi KOHTEHHEpa;
Text = 'mexcm' — TeKCT BKIIIOYAETCs B UMsI KOHTEHHEpa,;

Date = — TCKYIIEC naTa U BpECMs BKIHOYACTCS B UM KOHTeﬁHepa.

2. CIIOCOBb BBIYMCJIEHMA SUIT (ONPEAEJIEHHUE BXOAHBIX JAHHBIX
AJIT'OPUTMOB 31IT)

Ompenenenne anroputmoB OLIIT 3amaercs B HacTpoeyHOM (haiiie MpOrpaMMHOTO KOMILIEKCa
AvCmMsg.ini, mubo B daiine madnona Ha ceprudukar, B cekuuu [CSP]. JlomycTrMble KITFOYH:
PROVNAME = umsa’— ums kpuntonposaiinepa;

PROVTYPE = 'mun' — tun xpunronposaiepa;

KEYSPEC = 'mun' — tun ximroua (1 - AT_KEYEXCHANGE, 2 - AT_SIGNATURE);
HASHALGORITHM = 'OID' — OID anroput™Ma X3IIHPOBaHUS;

PublicKeyObjld ='OID' — OID oTkpbITOro KIitoua,

ENCRYPTALGORITHM ="OID' — OID anropurma muppoBaHus;



- 138 -
PB.FOCKMN.08001-04 34 01

HASH_ALGID = 'arcopumm' — anroput™m XemupoBaHus (eciu TpeOyeTcsl OTIUYHBIA OT 3HAYCHUS
KPUNTONPOBaiiiepa M0 YMOJIYaHUIO);

CSPFlags = 'smauenue’ — pomonHuTenbHOE 3HaueHWe Quara mnepegaBaeMoe B  (DYHKIIHIO
CryptAcquireContext;

DbICERT = True — ucmons30BaHue pa3aeibHbIX CEPTH(GHUKATOB IS MOAMUCH U IH(POBAHHUS,

FullParameters = True — koaupoBaHKHE MapaMETPOB OTKPBITOrO KJIOYA MO 3HAYCHUIO, MHAYE IO
CCBUIKE;

UseMSCryptoApi2ToSignCertificate = True — ucmonb30Bath GyHKIIUIO
CryptSignAndEncodeCertificate MS Crypto Api 2 ais co3nanust ceprrdukata (110 yMOITIaHUIO

ucnons3yercst MS Crypto Api 1 u ¢pyuxuuu AvBelCert.dll).

3. CIIOCOB BBIYMCJIEHUS UJJEHTU®UKATOPOB OTKPBITBIX KJIFOUEN

neHTudukaTop  OTKPBITBIX  KIIOYEH  COACPKUT  pe3yiabTaT  XdAIMMPOBaHUS  (QyHKIHEH
3aKOAMPOBAHHOTO 3HAYECHUs OTKPBITOTO KIO4a. J[Js1 COBMECTUMOCTH C PAa3IMYHBIMH CHUCTEMaMH
Kpunrorpadguueckoii 00paboTku WH(GOpPMAIMKA CYHIECTBYET HECKOJBKO CIIOCOOOB  BBIUYMCIICHUS
UIeHTH(UKATOPA OTKPBITOTO KIII0Ya, MOPSI0K KOTOPOTO 33a7aeTCs B HACTPOCYHOM (paiiie mporpaMMHOTO
komiuiekca AVCmMsg.ini, nmubo B ¢aiine mabnona Ha ceprudukar, B cekuuu [CSP] kimrouom
KeyldentifierType.

KeyldentifierType MoxeT npuHUMaTh HUXKECIETYIOINE 3HAUYCHUS:
0 — pe3yibTaT X3MHPOBaHUS PYHKIMEH B COOTBETCTBUY C anroputMom SHAL,
1 — BeIUHKCIIEHHE C KCTTONIb30BaHKeM Bbi3oBa Gyukuu MS Crypto API CryptHashPublicKeyInfo;

2 — pe3yJbTaT X3MHUPOBaHUS (PYHKIMEH B COOTBETCTBUH C AITOPUTMOM, ycTaHOBIeHHbIM B CTh

1176.1-99 co cnenyromumMu 3HaYEHUSIMU TTAPaMETPOB:
H=4E4E9C9C9COC4E4E9CIC4E4E4E4EQCICICOCAEAEAEAE9CICAE4EICICICIOCAEALE
(B mrecTHaAIIATepUYHOI cucteme cuncienus), L=160;

3 — pe3yJbTaT X3MHUPOBaHUS (PYHKIUEH B COOTBETCTBUH C AITOPUTMOM, ycTaHOBIeHHbIM B CTh
1176.1-99 co crneayromyUMy 3HaYEHUSIMH [TAPAMETPOB:

H=4E4E9C9C9COC4E4E9CIC4E4E4E4EQCICICOCAEAEAEAE9CICAE4EICICICIOCAELE
(B mecTHaAIATEPUIHON cucTeMe cuncienus), L=256.

4 - pe3ynbTar X3MIMPOoBaHUs PYHKIMEH B COOTBETCTBUU ¢ anroputMoM belt-hash, ycranoBnennbim

B CTb 34.101.31-2020.
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OcHOBHBIE TapaMeTpPbl, 3a1aBaeMble B (aiine nnnuamnzanun AvCmMsg.ini

Ceknust Hcnonb3yemblii K04 JlomycTHMBIE TApaMeTPhI
[Login] CONNECTSTR="xpanunuiie Yka3bIBaeTcsl HECKOJIBKO MapamMeTpoB,
[MTapamerpsl cepTU(HUKATOB U ITApaMETPhI OTZIEISIEMBIX CUMBOJIOM ;»:
TIOJTKITFOUCHHS K TIOJTKITFOUCHUS' SYSTEMSTORE - ucnone3yercs
XPaHUIUIILY XpaHuimine cepruduxaro MS
cepTu(UKaToB. Windows (peectp CURRENT USER);

StoreLocations=LOCAL_MACHINE
- 1t SYSTEMSTORE - ucnosnb3yetcs
xXpaHuimile ceprupuxatoB MS
Windows (peectp
LOCAL_MACHINE);
FileName="ums ¢aiina’' —
ucnonb3yercs GaiyioBoe XpaHUIHIIE
ceptrurKaToB ABECT;

HSM - ucnone3yercst yCTpoHcTBO
pOrpaMMHO-aNMapaTHOTO XpaHEHHUS
urdopmanun AvHSM-Bign;
Provider=MSDASQL.1 - ucnone3yercst
CeTeBOM CIpaBOYHUK ABECT, C
XpaHEeHUEeM cepTH(HUKATOB B O6aze
nmaHHbeIXx MySQL (ompenensiercs
napamerpom DRIVER);
Provider=OraOLEDB.Oracle.1 -
HCHOJB3YETCS CETEBOM CIPaBOYHUK
ABecT, C XpaHCHHEM CEPTUPHKATOB B
6a3e manaeix Oracle;

DRIVER='ums' - ums apaiisepa A
nocrtyna K 6ase nanueix MySQL;
SERVER="umsa' — ums (IP agpec)
cepBepa 0a3bl JanHbIXx MySQL;
PORT="Homep' — HOMep NOpTa cepBepa

0a3bl maHHbIX MySQL;
DATABASE="ums' — ums 6a3nl
naHHbIx MySQL;

Data Source="ums' — ums 6a3sl JAaHHBIX
Oracle;

User ID="ums' — nMs nonb3oBaTeist
0a3bl JAHHEIX;
EncryptPassword="maposn' —
3amu(poBaHHBIN NAPOIIH AT JOCTYIA K
0ase MaHHBIX;
UsesContainer="True/False'- nus
aBTOPH3ALUH CEPTUPHUKATHI
BBIOMPAIOTCSI/HE BBIOMpAETCS U3
KOHTEHWHEPOB JINUHBIX KIIIOYEH;
PUB_KEY_ID='unentuduxaropom
KJII04a' — 17151 aBTOpHU3aLnu
HCTOJIB30BaTh CEPTUHKAT C 3aJaHHBIM
AIEeHTU(HHUKATOPOM KITFOUa;

COMMON NAME="umsa' — qis
aBTOPH3aLUH HCIOIH30BATh
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cepTUu(UKATHI C 33J]aHHBIM aTPHOYTOM
MMeHU cyObeKkTa (001me TaHHbIe);
PASSWORD_KEY="mapoas' —
MapoJjb ISl IOCTYIA K KOHTSHHEPY
JIWYHBIX KIIOYEH.

DbType="tum 6a3b1 JaHHBIX'

Vka3sIBaeTcst TUI 0a3bl JaHHBIX.

CryptoKI="True/False'

Yka3pIBaeT Ha NCIIOJIH30BAHHE
untepdeiica PKCS#11 mns
B3aUMOEMCTBUA C IPOTPAMMHO-
anmapaTHeIMu cpeactBamu D111

[CSP]
ITapameTpsl
KpUIITONpOBaiaepa.

PROVNAME="ums'

Yka3bIBaeTCsa UMsI KpUIITOIIpOBaniepa.

PROVTYPE="tur

YKka3bIBaeTCs TUIl KPUIITONpOBaiiaepa.

KEYSPEC="run'

VYkaspIBaeTcs THI KIIOYa:
1-AT_KEYEXCHANGE,
2 - AT _SIGNATURE.

HASHALGORITHM="0ID'

VYkasbiBaercs OID anroputma
XELINPOBAHUsI, €CIIU TPeOyeTCs
OTJIMYHBLIN OT 3HAUCHMUS
KPUITONPOBaiAEpa N0 YMOJIYAHHIO.

PublicKeyObjld="0ID'

VYkaszpiBaercst OID OTKpBITOro Kiroua.

ENCRYPTALGORITHM='0OID'

VYkasbiBaercst OID anroputma
i poBaHusl.

NeedPassword="True/False'

st OTKphITHS KOHTEMHEPA
TpeOyeTcs/He TpeOyeTCs MapoJib.

NeedEnumContainer="True/False'

[Ipu aBTOpPH3ALIMK IPOU3BOAUTCS/HE
IIPOU3BOJIUTCS NTPEABAPUTEIIBHBII IIOUCK
JIMYHOIO0 KOHTEHHEpa.

FullFindCertForPublicKey="True/Fa
Ise’

IMouck ceprudukara,
COOTBETCTBYIOLIETO JINYHOMY KITFOUY,
MPOU3BOMTCS 110 OTKPHITOMY KITFOUY/TIO
UICHTH(PHUKATOPY OTKPBITOTO KIIFOYA.

KeyldentifierType="airopurm'

Yka3bpIBaeTCs AITOPUTM pacyeTa
UICHTU(HUKATOPA KITIOYa:

0 - SHA1 ot oTKpBITOTO KIItOYa,

1 - xax y Maiikpocodra (BpI30B
¢ynkunu CryptHashPublicKeyInfo),
2 — 20 GaliT XdI-3HAYEHHI COTJIACHO
CTb 1176.1-99 0T OTKpPBITOTO KJTFOYA.

HASH_ALGID="anroput™'

Yka3bIBaeTCsl aITOPUTM XEIIUPOBAHNS,
ecli TpeOyeTCs OTIAMYHBIN OT 3HAYCHUS
KPUMITOIIPOBaiiepa M0 YMOITYAHHIO.

CSPFlags='snauenue’

VKa3bIBaeTCs JIOMOJTHUTEIIBHOE
3HaueHue (piara, nmepegaBacMoe B
¢ynknmio CryptAcquireContext.

DbICERT="True/False'

JloGaBneHre BO3MOKHOCTH
WCTIOJIb30BAHUS Pa3JIEbHBIX
cepTu(UKaTOB IS TOAIUCH U
mmdpoBaHust

FullParameters="True/False'

Konmnposanue nmapamMeTpoB OTKPHITOTO
KJTI04a 10 3HAYCHHIO/TIO CCBUIKE.

FullAuthorityKeyld="True/False’

JIOTIOJTHUTEITEHO BKJIFOUUTH/HE
BKJIIOYATH B JIOTIOTHEHUE CepTH(HUKATA
AUTHORITY_KEY_IDENTIFIER
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HU37aTeNs U CEpUMHBIA HOMEpa
cepTuduKara.

UseMSCryptoApi2ToSignCertificat
e="True/False'

Hcmnons3oBaTh GyHKIHIO
CryptSignAndEncodeCertificate MS
Crypto Api 2 anst co3maHust
ceprudukara (1o yMOIIaHUIO
uckomnszyercsi MS Crypto Api 1
¢ynkunu AvBelCert.dll).

CRYPT_FORCE_KEY_PROTECT
ION_HIGH="True/False'

Hacrpoiika gns AvBign. Brimtogaet
peXUM "BBICOKOI HACTOPOKEHHOCTH':
3aIpoc Ha BBOJI MAPOJIs TOSBIISIETCS IPU
KaXJIOM 00paIieHun K KOHTeHHepy.

[RDRB]

CrennansHabie
HaCTPOMKHU
KOZIUPOBAaHHUS
cepruukaroB/COC
cornacHo PJI Pb
07040.1206-2004,
npotuBopeyamue X 509

OID_CRLNumber='0OID

VkaseBaerca OID monosHeHHUS ¢
HoMmepom COC.

[DEBUG]
OTJ1a10YHBIH JOT.

ITo ymonuaHuto
3aKOMMEHTUpOBaH. st
WCIIOJIb30BaHMs HYKHO
YIAJIUTh CUMBOI |

LogFileName="ums ¢aiina’

VkasbiBaeTcs uMs ¢aiina oTIa104HOro
jora.

[CommonName]
AJTOpUTM NOTy4YEHUS
KpaTKOIO UMCHHA

OID='3nauenue arpudyTa'

VYka3pIBaeTcs 3HaUeHUE aTpudyTa c
ykazanHeIM OID, BKiTtoUaeTcs B KpaTKoe
UMSL.

cyObeKTa Text='rexct' TekcT, BKIFOUAEMBbIN B KPATKOE UMs.
[LocalizeReasonName] | Kox npuunabi='"HauMeHOBaHHE' Vka3bIBaeTcs JT0KaIM30BaHHOE
Jlokanu3oBaHHOE HaUMEHOBAHHE MTPUYHHBI OT3bIBA

HAUMEHOBaHUE MPUYUH
0T3bIBa CEPTU(DUKATOB.
Jlmara3oH KoJ0B

MPUYHH OT3bIBa OT 1 110

18.

cepTUduKara.

Kon mpuunasr =NotUsed

YKaSLIBaGTCSI, €CJIKM KOJ IMPUYNHBI HE
HCIOJIb3YCTCH.

[RDN] OlID="nanmenoBanue’ Yka3bIBaeTCs JIOKAJIN30BAHHOE
JloxanuzoBaHHOE HauMEHOBaHWE aTpudyTa UMEHU
HaVMEHOBaHUE cyOnekTa ¢ ykazanHeiM OID.
aTpuOyTOB UMEHH

cyOBeKTa.

[PERIOD] MAX_CERTCA_MONTH_AFTER | VYka3siBaeTcs Cpok JieHcTBUS

Cpoxu neicTBus
ceprudukaror/COC mo
YMOJTYaHHIO.

3HaYEHUS ONPEIeIAeTCS
MOJIUTUKOU
YIIOCTOBEPSIIOILETO
IEHTPA.

='Mecs1eB’

cepTU]HKAaTa yIOCTOBEPSIONIETO IEHTPa
B MecsiIax.

MAX CERT_MONTH_AFTER='M
ecs1es'

YKa3bIBaeTCsl CpOK JEHCTBUS
cepruduKara B MeCSIax.

DayNextCRL="nueii'

VYkassiBaercs cpok neicteust COC B
JHSX.

[PublicKeyOID_'tun
KpHUITOonpoBaiinepa'|
OID oTKpBITOTO KiTI0Ya
Ul YCTaHOBJICHUS CBS3U
MEXIy KOHTEIHEpOM
JUYHBIX KIIIOUEH U

OID='0OID otkpsITOro KiIroya’

YkaszpiBaercst OID oTKpBITOTO KITFOYa
JUISl YCTAHOBJICHUS CBSI3H MEKTY
KOHTEHHEPOM JIMYHBIX KIIOUe 1
cepTUDHUKATOM.
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cepTudUKaToOM JyIst
YKa3aHHOTO THIIA
KPUIITONPOBaKEPA.

[ENCRYPTALGORIT
HMS]

'UAEHTH(PUKATOP OTKPHITOTO KJIHYA
ceprudukarTa, Ha KOTOPbIA MbI
muppyem'='anroput™ mmdpoBanus'

VYka3bIBaeTcst HACHTUPHUKATOP
OTKPBITOTO KJTF04a cepTruduKara, Ha
KOTOPBIA MBI IIU(PPYEM U aITOPUTM
mmdpoanus. Ecnu mmdpyem Ha
HECKOJIbKO MOTydaTesNel - airopuT™
mudpoBaHus OepeTcs OIS TePBOTO.
Ecau 8 ENCRYPTALGORITHMS ne
HaliJleH aJropuT™ OTKPBITOTO KITH0Ya -
oepetcs anroputM u3 cexmuu CSP.

[OCSP]
ABTOMaTHYECKOE
UCIIOJIb30BaHHE
cepBucoB OCSP u CDP
(Touek
pacrpocTpaHeHUsl
COC), BeI3BIBaETCS TPU
n000i1 mpoBepke

CDPCheckPeriod='"munyTt'

YkaszbeiBaetcst nepuoy nposepku CDP,
eciiu CDP 3agano B ceprudukare.
Ecmu CDPCheckPeriod ue 3anan nnn
=0, CDP ne nposepsieTcs.

UseOCSPforCheckCert="True/False'

HcnonszoBate cepsuc OCSP nns
NPOBEPKHU CePTUDUKATOB OTKPHITHIX
kioueit, ecim authorityInfoAccess
OCSP 3anan B ceprudukare uaun CN
U3/1aTens 3a1aH0 B CEKIIUU
[OCSPServers].

UseOCSPforCheckAttributeCert="T

HcnonszoBate cepsuc OCSP nns

BaJIMIHOCTH

copradmEaTa. rue/False MPOBEPKH a”.[pI/I6YTHI>IX cepTu(HUKaTOB,
ecnu authorityInfoAccess OCSP 3anan B
ceprudukare i CN u3atens 3a1aHo
B cekuu [OCSPServers].

[OCSPServers] 'CN m3nartens ceprudukara’='anpec | YkaspiBaroTcs ajapeca cepsepoB OCSP.

OCSP cepgepa’

[AttributeCert]

UseAttributeCertForSubject="True/F
alse'

ATpuOyTHBHIH cepTudurar
npuBsi3biBaeTcst K Subject ceprudukara,
a HE K KOHKPETHOMY cepTH(hHUKATy (eciu
TRUE).

ReMakeAttributeCert="True/False'

MO3KHO BBITTYCTUTh aTPUOYTHBII
cepTU(HUKAT C TAKUMH K€ aTpUOyTaMH,
€CIIM aTpUOYTHBIN CepTU(HKAT OTO3BAH,
WJIM UCTEK ero CPOK AeHCTBUS (ecnu
TRUE).

CheckPeriodAttributeCert="True/Fal
se'

He naBatpb BBITyCTHTD aTpUOYTHBIN
CepTU(HKAT CO CPOKOM OOJIBIIIE, YeM
ncxoaabii COK (eciu TRUE).

[certLookup]
YkazaHue agpeca
ceprepa Y11 s
UMIIOpTa
cepTU(UKATOB C
cepsepa Y1

URL="aapec cepsepa YLI'

VYkassiBaetcs anpec cepsepa YLI.

[HttpProxy]
3amgaHnie HACTPOEK IS
TIOJIKITFOUCHHS K TIPOKCH

cepBepy

ProxyServer='agpec npokcu cepsepa’

Yka3bIBaeTCs aJipec MPOKCH cepBepa.

ProxyPort="nopt mia noakmoueHus
TIPOKCH'

Yka3bIBaeTCs MOPT AJISI HOJKIIOYEHUS
TIPOKCH.

ProxyUsername=uwms mib30BaTens
JUTSL HOAKJIFOYCHHUS IPOKCH'

Vka3pIiBaeTcs UM MOJIb30BaTEIs JUISL
MOAKJIFOUCHUS IMTPOKCH C aBTOpI/I3aL[I/ICI7L

ProxyPassword="mmapons mis
TTOAKJTFOYCHIS TIPOKCH'

YkazbpIBaeTcst Mapoiib TSl MO KITFOUCHHUS
OJIL30BATEIISI IPOKCH C aBTOPHU3AIIHEH.
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BasicAuthentication=TRUE

VKa3bIBaeTCs mapameTp
MOJKITFOUCHHUS K IPOKCH CEPBEPY
(TRUE - ¢ aBTropu3aiueii, FALSE -
0e3 aBTOpU3aIH).

ReadTimeOut=180

VYka3bIBaeTcsi IPOMEKYTOK BPEMEHU
(B cexyHax), B KOTOPBIH Iporpamma
OKHIaeT OTBET OT cepBepa (180
CEKYHJ] 110 YMOJIYAHUIO).

[TLS] 3ananue
nportokona TLS mis
YCTaHOBKH
3alIMIICHHOTO
COCIMHCHUS

Protocol=TLS 1.0

VYcranaBnuBaercs mpotokos TLS 1.0

Protocol=128

YcranaBnuBaercs nporokon TLS 1.0

Protocol=TLS 1.1

YcranaBnuBaercs nmpotokon TLS 1.1

Protocol=512

YcranaBnuBaercs nmpotokon TLS 1.1

Protocol=TLS 1.2

YcranaBnuBaercs nporokon TLS 1.2

Protocol=2048

YcranaBnauBaercs nporokon TLS 1.2
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[MTPMJIOXEHMUE 3

IIpumep koHurypanuonsoro ¢gainia AvCmMsg.ini

[LOGIN]
CONNECTSTR=SYSTEMSTORE

[CSP]
NeedEnumContainer=False

ProvType=423
PublicKeyObjId=1.2.112.0.2.0.34.101.45.2.1
ENCRYPTALGORITHM=1.2.112.0.2.0.34.101.31.33

[DEBUG]

; LogFileName=AvCmDebug.log

[DefFileName]
2.5.4.3=

[CommonName ]

2.5.4.3=

[RDN]

.5.4.10=CoxpalleHHOEe HazBaHME OpPTaHM3aALUU
.2.112.1.2.1.1.1.2=YHIl opraHu3aLuumu

.4 . 4=damvmunusa

.41=IlonHoOe Ha3BaHMe OpTraHM3aALUU
.1.5.5.7.9.1=aTa poxmeHMUsa

.6=Kon cTpaHH

.8=0065yacTb

. 7=HaceJsieHHHM IYyHKT
.1l1=Monpa3zneyneHue

. 12=]J]0JIXHOCTb

.1.4.1.12656.5.3=]JlaHHEle U3 JOKYMEHTAa,

e o) T Y Y " O NS NN

.9=Ampec

.4 .3=00mee umMsa

e e S N e AC R \ G R G NO R O R e NO R A G B N AV

Dol W W, W o

.1.4.1.12656.5.1=MecT0o paboOTE M IOJIXHOCTH

.840.113549.1.9.1=Agpec DJIEKTPOHHOM IIOUTEHI

.112.1.2.1.1.2.1=BjjaHK KapTOUKM OTKPHEITOI'O KJIOUa

yoocToBepAwmero JIMYHOCTD
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2.5.4.42=VMa OTYECTBO
2.5.4.5=VneHTUOMKALMOHHEM (JIMUHEI) HOMEP

2.5.4.97=MneHTUdMKaTOop OpraHM3aluM

[Al1iasOID]
CN=2.5.4.3
0=2.5.4.10
SN=2.5.4.4
I0=2.5.4.41
C=2.5.4.6
1=2.5.4.7
$=2.5.4.8
STREET=2.5.4.9
OoU=2.5.4.11
T=2.5.4.12
E=1.2.840.113549.1.9.1

[PERIOD]

MAX KEYCA MONTH AFTER=180
MAX CERTCA MONTH AFTER=180
MAX KEY MONTH AFTER=24
MAX_CERT MONTH AFTER=24
DayNextCRL=30
NoticeDayCert=3
NoticeDayCRL=1

[PublicKeyOID 423]
1.3.6.1.4.1.12656.1.37=1.3.6.1.4.1.12656.1.37

[AttributeCert]
UseAttributeCertForSubject=True
CheckPeriodAttributeCert=False

ReMakeAttributeCert=True

[OCSP]
UseOCSPforCheckCert=True
UseOCSPforCheckAttributeCert=True
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[OCSPServers]
[IOOUMHEHHE yOocToBepsawommii neHTp=http://10.0.1.20:8081/responder/

Cnyx6a aTpubyTHeExX cepTubuxaroe=http://10.0.1.20:8081/responder/

[certLookup]
URL=https://test.nces.by/certdb/certificates/vl/

[TLS]
Protocol=TLS 1.0
;Protocol=128

;Protocol=TLS 1.1
Protocol=512

Protocol=TLS 1.2
;Protocol=2048

; [HttpProxy]
;ProxyServer=10.1.0.50

; ProxyPort=3128

; ProxyUsername=user

; ProxyPassword=password
;BasicAuthentication=TRUE
;ReadTimeOut=180
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[IPUJIOXKEHUE 4

Hacrpoiika ceTeBoro noak/Ja04YeHus K 0a3e TaHHbIX

1. Hactpoiika ceTeBoro goctymna Kk 6ase manusix Ha Oracle

Ecnam ycraHoBKa MpOW3BOAMTCS C MCIOJIb30BaHHEM ceTeBoil 0a3bl Oracle, To (cm. Pucynok 126
Hacrpoiika cereBoro nmoakmoucaus k b/I na Oracle) nazo:

B rpynne «basa nmaHHBIX cepTU(UKATOB» yKa3aTh HAWMMEHOBAaHWE HMCTOYHHMKA JIaHHBIX,
HACTPOCHHOI0 Ha JIOKaJBHOM KOMITBIOTEpE sl JocTyma K 0a3e gaHHbIX cepBepa Oracle, ums u
napoyib JI0CTyna aiaMuHHCTpartopa Oaswsl naHHbIX Oracle m Haxare kHomky «IIpoBeputh
nojkmodenue». Ilpu atom Oyner mpoBepeHO, CYIIECTBYIOT JIM B yKa3aHHOM 0a3e NaHHBIX
TaOJIUIIBI, HEOOXOAUMBIE 11 pabOTHI MPOrPaMMBbl, U TIPU HEOOXOJUMOCTH TaOJIHIBI U APYTHE
00BEKTHI 0a3bl TAaHHBIX OYAYT CO3/aHBI,

B I'pyIime «ITonp30BaTenn BI[» BBCCTH, NN BBI6p8.TB N3 CYHICCTBYIOIIUX HUMS I10JIb30BATCIIA,
HCIIOJIB3YCMOC IIPU IHNOAKIKOYCHUH K 0ase JaHHBIX M BBECTU C€ro IapoJib. Crumcox YiKE
3apCTUCTPUPOBAHHBIX MOJIb30BaTEIICii CTAaHOBUTCS JOCTYIIHBIM TOJIBKO IIOCJIC HAXaTWUA Ha
KHOIIKY «HpOBepI/ITI) IMOAKIFOYCHHEC», BBIIIOJIHACMOC HA ITPCABIAYIICM LIare. HpI/I 9TOM B CITMCOK
IMOJIb30BaTelIcH MMOMCIIAKOTCA TOJIBKO TC I1O0JIB30BATCIIM, KOTOPLIC O6JIaIIaIOT J0CTaTOYHBIMU
IIpaBaMu IJIA pa6OTbI C Ta6J'II/II_[aMI/I 0a3nl JAaHHBIX YOAOCTOBCPAIOLICTO LICHTPA;

ecnu ObUIO BBEJIEHO HOBOE HMMS TOJB30BaTelNs, TO TpeOyeTcs HaxaTh KHONKY «Co3aarh
nosib3oBarens b/1» npu aToM B 6a3e naHHBIX OyJIeT co3/jaHa y4eTHast 3a1IUCh, C IIPaBaMHU JI0CTyIa
K TabnuiaM 0a3bl JaHHBIX YJIOCTOBEPSIOIIETO IIEHTpA.

Baumanune: He PECKOMEHAYCTCA BBOAUTHL HOBOC HUMS ITOJIB30BATCIIA IIPU YCTAHOBKE C OOHOBJICHHEM
nporpaMMHOTIO O6CCHC‘-ICHI/I$I, CJICAYCT COTJIACUTHCA C YKAa3aHHBIM B TAHHOM I10JIC UMCHCM I10JIb30BATCIIA.

nanee cieayeT HaxkaTh KHONKY «l[IpoBepuTh MOIKIIIOUEHHE», UYTOOBI yOEIUTCS B TOM, YTO
napaMeTpsl MOJIKIIOUEHUS K 0a3e NaHHBIX BBEJECHBI KOPPEKTHO;

HaxaTb KHONKY «CoXpaHUTh KOH(QUIYpalMio» JJs COXpPAaHEHUS HACTPOEK CETEBOrO
IIOAKJIIOUCHUA.
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HacTpoiika ceTesoro noAKnovenkn Kk base aannbid ORACLE L x|

—Ba3a aaHHbIX CEPTUPURETOE
Wma 633kl aaHHb. |0rcl

Mma aamunueTparopa b I |eystem

xxxxxxx1

[apanks accTyna aagmUHHCTpaTopal |

MposepuTE NoaKoyeHUeE l

~[onszosarens 511
Wrds:

'raora LI Coanare fonbsoparsia bl

Mapons:

lxxxxxxxx

MpoBepuTs NOAKMIOYEHHE

Pank:
|avCERT =]

KupHan patoTbl

4 of

CoxpaHnTe KOHPUrypauuio JaKkpbiTs I

Pucynok 126 Hactpoiika ceteBoro noakmodenus k bJ] na Oracle

2. Hactpoiika ceteBoro gocrtyma k 6aze naHasix Ha MySQL

Ecnmu ycTaHoBKa pOM3BOIUTCS ¢ UCTONB30BaHUEM ceTeBoid 6a3sl MySQL, To (cm. Pucynok 127.
Hacrpoiika cereBoro noaxmouerns k b/ MySQL) nano:

B rpynne «Cepsep MySQL» ykazats nums cepsepa b/l MySQL nnu ero IP-anpec u Homep nopra
cepepa MySQL,;

B rpynne «ba3a gaHHBIX cepTU(UKATOBY yKa3aTh UMs CYILECTBYIOLIEH MM cO3AaBaeMoi 0a3bl
JaHHBIX U UM, U Mapoiib aaMuHucTparopa cepBepa MySQL u naxars kHomky «lIpoBeputsb
noakimoueHuey. [Ipu arom Oyner mpousBeAeHA MOMBITKA MOAKIIOYEHUS aJIMUHUCTpAaTOpa K
cepBepy MySQL, mouck u pu HEOOXOIMMOCTH CO3/IaHue 0a3bl JAHHBIX, CO3AHHE CXEMBI 0a3bI
JTaHHBIX (TAOJIUI U IPYTUX OOBEKTOB);

B TIpynie «Ilonp3oBaTenb BI[)) BBCCTH HOBOC, WU BBI6paTB U3 CYHCCTBYIOIIUX UM
ITOJIB30BATECJIA, KOTOPOEC 6y21€T B MMOCJICACTBHUH HCIIOJIBE30BATHCA IIPU JOCTYIIC K 0aze JaHHBIX, U
BBCECTH €I'0 1apoJib,

cCiin 61:1.]10 BBCICHO HOBOC€ MM II0JIb30BATCIIA, TO HGO6XO,[II/IMO HaXaTb KHOIIKY ((COBIIaTL
nonb3oBarenst by, [lpu aTom OyneT co3nan HOBBINM MOJIB30BATEIh 0a3bl TaHHBIX, U €My OYyIyT
MIPEI0CTABIICHBI MTpaBa JJisl UCIIOJIb30BaHUs TPeOyeMbIX TaOIuIL;
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Buumanme: He PEKOMCHAYETCA BBOAUTH HOBOC UM IIOJIB30BATCIA IIPHU YCTAHOBKE C OOHOBJIEHHEM
mporpaMmMHOIO O6CCHC‘ICHI/I$I, CJICAYCT COIIACUTHCA C YKa3aHHBIM B JAHHOM I10JIC UMCHCM I10JIb30BATCIIA.

® 3aTcM HCO6XOI[I/IMO HaXXaTb KHOIIKY «HpOBepI/ITB IIOAKJIIOUYCHUEC», JJIs1 TOT'O YTOOBI Y6€I[I/ITC${, qTo
3aILaHHLII\/lI II0JIB30BATECIIb CYIICCTBYET, 3alaH HpaBI/IJ'II)HHﬁ IapoJb II0Jb30BATCIIA, U Tpe6y€MI)I€
IIpaBa YKa3aHHOMY I10JIb30BATCII0 IPCIOCTABIICHEI,

e Haxarp kHONKY «COXpaHUTh KOH(PUTYpAIIHIO» [T COXPaHEHHS HACTPOEK MOJKITIOUeHNUS K 0a3e
JTaHHBIX B KOH(QUTYypanMoHHBIX (haitnax nmporpammsl «L[eHTp mudpoBeIX cepTuhUKATOB ABECTY.
Ha srom mnpomenypa ycraHOBKM ¢ oOHOBIeHHMEeM mporpamMmHoro obGecreuenus [10 «llentp
U POBBIX cepTU(UKATOB ABECT) 3aBEPIICHA.
B nocnennem okHe MacTep yCTaHOBKH MTPOTPaMMBI HAaJ[0 HAKaTh KHOMKY «3aBEPIINThY.

Buumanue: Pekomenyercs nocie npoBeeHus yCTaHOBKHM ¢ OOHOBJICHHEM 0a3bl JaHHBIX CePTUDUKALNH,
MPOBEPUTH LETOCTHOCTH 0a3bl TaHHBIX CEPTUPHUKAINH HA HAINYHE OIIHOOK U, B CITydae UX OOHAPYKECHUS,
YCTPAHUTb MX.

HacTpoiKa ceTeBoro nogKnoYenua Kk base aaHHbIN MYSQ}._;
~Cepsep MYSOL

Aapec cepeepa MYSAL[10.0.0.78

Homep nopra cepeepa: |33UB

—Basa ganHeix cepTudmKaTos
WA 6a3k1 aHHBIK: |raca

Wma aamubMeTparopa B I |root

Mapone gocTyna agMUHKETRaTORS! |"‘""1

MpoBepuTs nogrAlaYeHUe l

—TMonbzoearens 611
Wras.

Iraca Zl Easaars noneeosaTend B
MNaponk:

lxnuna

[poseprTE NoARAKYEHUE

Pane:
|aVCERT &7 |

AupHan patorbl

4 o

CoxpatiT KoHPUrupauMio 3akpbmb |

Pucynok 127. Hactpoiika cereBoro noakirouenus k b1 MySQL
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11. IIEPEYEHbD COKPAH.[EHHIZ

AC — arpubyTHBIN cepTHdUKAT,

B/l — 6a3a naHHbBIX;

NOK — uH}ppacTpyKTypa OTKPBITHIX KIIIOUEH;

NYII — undpactpykTypa yrnpapieHUs PUBHICTUIMU;

KVYII — xopHEBOI yIOCTOBEPSAIONIUI LIEHTD;

HXM/I - HakonuTeNb Ha )KECTKUX MAarHUTHBIX JUCKAX;

HKMU — HocuTenp Kir04eBoit nHpopMaIuu;

OO — 00BEKT ONKCaAHUS,

ITK — nmporpaMMHBII KOMILIEKC;

I1O — mporpaMMHOe 0OecrieueHue;

[TICK3HU — nporpaMMHOe CpeACTBO KpUNTOrpaduIecKoi 3auThl HH)OpMAaI;

[TV — no{YuHEHHBII YIOCTOBEPSAIOIINI LIEHTD;

IT9BM — nepcoHanbpHas 2JIEKTPOHHO-BBIUNCIUTEIbHAS MAILNHA,

CAC — cnyx0a aTpuOyTHBIX CEpTH(PHUKATOB;

COK — ceptuukat OTKpbITOrO KJII0Ua;

COC — cniucok 0TO3BaHHBIX CEPTU(UKATOB;

THITA — TexHUUYECKHNE HOPMATUBHBIE IIPABOBBIE AKTHI;

V11 — yaocToBepsOmMi UEHTP;

@JI — pusnyeckoe NMI1I0O;

I[P — nenTp perucrpaunuy;

LIC — uentp ceprudukanuy;

OUII — anexTpoHHas UPpPoBask NOIIMUCE;

HOJI — ropuanveckoe auno;

FOII — ropunueckuii npecTaBUTENb;

OCSP (Online Certificate Status Protocol) — omniaiiHOBBI TPOTOKON MPOBEPKH CTaTyca
ceptudukara, onpeneneHusii B CTh 34.101.26;

TLS (Transport Layer Security) — mpOTOKOJ 3all[UThl TPAHCIIOPTHOTO YPOBHSI, OMPEACICHHBIN B
CTb 34.101.65.
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Jluct perucrpanuu u3smMeHeHun

Howmep nmcToB (cTpanu)

Hzm

Hzme
-HEH-
HBIX

3aMeHeHH
BIX

HoBrix

AHHYIHU-
POBaHHBIX

Bceero
JIUCTOB
(cTpanunm)
B
JOKyMEHTE

Ne
JOKyMEHTA

Bxopgsmmit
Ne
COIIPOBOJIU-
TEIBLHOTO
JIOKyMEHTa U
nara

Ilonn

Jlata
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