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AHHOTALIUA

JlaHHBINA JOKYMEHT COJEPXKHUT pykoBojcTBO omeparopa PB.IOCKWN.12004-02 34 01 «IIporpammHoe
cpencTtBo kpunrorpadudeckoil 3amuthl uHGopManuu «Kpunromporaiinep AVCSPBEL» AvCSPBEL»
(mamee — xpunromnpoBaiinep AVCSPBEL). B nokymeHTe mpuBefeHa IIOCIE€I0BATEIBHOCTD JICHCTBUI
oreparopa IpU YCTAaHOBKE MPOTPAMMHOTO CPENCTBA, a TAKXKE TEKCTHl COOOILICHWM, BBIABAEMBIX B XOJI€

YCTaHOBKH, OTIMCAHUE UX COJEPKAHMSI U COOTBETCTBYIOLINX ACUCTBHUI omiepaTopa.
Nzrorosutenem kpunrtomnpoBaiiaepa AVCSPBEL sBnsercs Gemopycckoe mpenrnpusitie «3aKkpbhiToe

akronepHoe o6miectBo «KABECT» (3A0 «<ABECTY).

Anpec npeanpusitusi: 220116, Pecnnybnuka benapycs, r. MuHck, np. razerst «IlpaBma», a. 5, nom.

3H., xa0. 7.
Ten.: (+375 17) 257-99-74, (+375 17) 318-92-34, ¢axc: (+375 17) 303-91-49.
Hutepuer-crpanumna: https://www.avest.by.
DnekTpoHHas nmoura: Welcome@avest.by.

[Ipu oOHapy)XeHWH HEHWCIPAaBHOCTH TMPH OSKCIUIyaTauuud KpuntompoBaiinepa AVCSPBEL,
HE0OXOIMMO TMPEKPATUTh JKCIUTyaTanuio Kpuntorposaiinepa AVCSPBEL u cBsizaThCs ¢ MPOU3BOJUTENIEM
IO BBINIEYKAa3aHHBIM TeJle(hOHAM WK 3JIEKTPOHHOI 1moure.

lapantuitHplii  CpoK, 00s3aTeNbCTBA WM3TOTOBUTENSA, JaTa W3TOTOBIEHUS KPUIITOMpoBaiiaepa
AVCSPBEL yka3piBaloTCsi B JIMIIEH3MOHHOM JIOTOBOpE TpHW TOCTaBKe Kpumrompoaiinepa AVCSPBEL B

COOTBETCTBHH € 3aKOHOAaTenbcTBOM Pecniydnuku benapycs.


mailto:welcome@avest.by
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1. HABHAYEHMUE ITPOI' PAMMBI

B onepanuonnsix cucremax Windows kommanmm Microsoft BO3MOXKHOCTH — BBITTOJIHEHUS
NPUJIOKEHUSIMU BEPXHEr0 YPOBHA Kpunrtorpapuueckux (QyHKIUHA 00ecreuuBaeTcs CrenuaabHbIMU
MPOrpaMMHBIMH  (IIPOrpaMMHO-AMMAPATHBIMU) MOJYJISIMA — T.H. <«IIOCTaBIIMKaMH KpUITOrpapUuecKux
ycmyr» (CSP — Cryptographic Service Provider) unu «kpunronpoBaiiiepamMmum.

[Tomumo kpunronpoBaiinepoB kommanuu Microsoft, ycranosiennsix B OC Windows 10
YMOJYaHHUIO, HMMEETCS BO3MOXKHOCTh HWHTErpupoBaTh B JaHHyl0 OC KpUNTONpOBaWIephl CTOPOHHUX
pa3paboTUYHKOB, B YACTHOCTH, C II€JIbIO UCIIOJIb30BAHUS KpUNTOrpaguueckux airoputmon corijacao THITA
Pecriy6nuku benapych.

Jns obecniedyeHUs] YHHBEPCAJIBHOCTH JOCTYNAa NPWIOKEHUH K KPUNTOrpadUUecKUX CepBHUCAM U
HE3aBUCHMOCTH BBI30Ba KPUNTOrpauyecKnx (PYHKIUN OT peau3alii KPUITOTpapUIeCKIX aJrOpuTMOB U
ux TunoB, OC Windows nOIAEpKUBAET OTKPBHITHIE CTaHAAPTU3UPOBAHHBIE KpUOTOrpaduyecKue
untepdeiicer: Microsoft Cryptographic Application Programming Interface (CryptoAPI) Bepcuii 1.0 u 2.0 u
Microsoft Crypto API COM (CAPICOM).

Brreyka3annpie MHTEpQEHCH MCHONB3YIOTCS TaKUMHU CTAaHAAPTHBIMH TPHIIOKEeHUsMH Microsoft,
kak Internet Explorer, Outlook Express, Outlook, Internet Information Services u mp.

Kpunronposaiinep, NperoCTaBISIOMUNA MPOrpaMMHOMY OOECHEUEHHIO MPHUKIAJHOTO YPOBHS
kpunrorpadguueckue cepBuchl mno uHTepdeiicam CryptoAPI 1.0, 2.0 u CAPICOM o6ecneunBaer
BBITTOJIHEHHUE CIIETYIONINX OCHOBHBIX KJIACCOB 0a30BBIX (PYHKITHIL:

—  (QyHKIUM ynpaBieHUs: KPUIITONPOBalepaMH U KOHTEKCTaMH KpUIITONPOBAIEpOB;

—  (yHKIUM co3qaHMs, KOHQUTYPUPOBAHUS, YHUUTOKEHHSI KpUNTOrpaduuecKux KIIoYel, a Takxke

0oOMeHa KJII0UaMu,

—  (QyHKIMM, peanM3yOUIMe olepauuu 3amu@poBaHUs, paclIMPpPOBaHHUS M  BBIYUCIECHUS

MMHUTOBCTABKH C UCTIOJIH30BaHUEM CHMMETPHYHBIX KITFOUEH;
—  (yHKIUM, UCTIONb3yeMble Ul BBIYMCICHHMS 3HAUEHUH XdUI-QYHKIUM, a Takke BbIpaOOTKH U
MPOBEPKU HU(GPOBOIM MOJMUCH COOOIICHHH.

Kpome 3Toro, kpunronposaiiep ¢ MoAAepKKON BbIIEYKa3aHHBIX KpUIITOrpadhudeckux nHTepdencon
NPEOCTaBIIAET MPHUKIAJHOMY YPOBHIO BO3MOXKHOCTh paboThl ¢  (QYHKIUSIMH, PpPeaU3YIOIUMHU
«uH}ppacTpyKTypy OTKpbIThIX Kimtouein» (MOK) mmu Public Key Infrastructure (PKI): ynpasnenue u pabora ¢

ceprupukaramu ¢Gopmara X.509, cnuckamMu M XpaHWIMILIAMU CepTU(UKATOB, paboTa C OTKPBITHIMU
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KII0YaMUd M MX HIeHTU(UKaTopamu, paboTa ¢ Kpunrorpaduueckumu cooOmenusmu (opmata PKCS#7,
pabora ¢ pynkiusamu mudposanus u DI, u np.

PeanuzoBannbsie B kpunromnpoaiinepe AVCSPBEL kpunrorpadudeckue ajropuTmbl AOCTYITHBI
npukinagHomy IIO mo wuHTepdeiicam CryptoAPI 1.0, 2.0 m CAPICOM B COOTBETCTBHHM C UX
cneunpukanusmMu komnanud Microsoft. IIpum 3ToM HCHONB3ylOTCS KpunTorpaduyeckue airopuTMbl U
MPOTOKOJIBI B COOTBETCTBUU C TEXHHUYECKUMH HOPMATUBHBIMU NPABOBbIMH akTamu PecryOnuku benapycs B
obnactu KpunTorpauueckoi 3anuThl HHPOPMAIIIH:

1) CTb 1176.1-99 «MudopmarronHast TeXHOIOTHs. 3anuTa nabopmanuu. OyHKIus
X3IIUPOBAHUSY;

2) CTb 1176.2-99 «MudopmanmonHas TexHoaorus. 3amnmra uHpopmaiun. [Iporenypsl BHIpabOTKH
Y TIPOBEPKH IEKTPOHHON HU(PPOBOIA oIIHCKH» (TPOBEPKa);

3) CTb 34.101.17-2012 «MHpOpMAIMOHHBIE TEXHOIOTHH U O6e30macHOCTh. CHHTAKCHC 3ampoca Ha
noJiyueHue ceptTudukaray;

4) CTb 34.101.19-2012 «MupopMaIimoHHbIE TEXHOJIOTHH U Oe30macHOCTh. PopMaThl
CepTHU(HKATOB M CITUCKOB OTO3BAHHBIX CEPTU(UKATOB HHPPACTPYKTYPHI OTKPBITHIX KIIIOUEH»;

5) CTb 34.101.23-2012 «MHbOpMAIIHOHHbBIE TEXHOJIOTHH U 6e30macHoCTh. CHHTaKCHC
KpUNTOrpaQuuecKux cOOOIIEeHUN;

6) CTb 34.101.31-2020 «MH(popMaIMOHHBIE TEXHOJIOTHH M O€30MaCHOCTh. AJITOPUTMBI
U (PPOBAHUS U KOHTPOJIS LIEJIOCTHOCTH;

7) CTb 34.101.45-2013 «1udopMaOHHBIE TEXHOIOTUH U 0€30MaCHOCTh. AJITOPHUTMbI
3JIEKTPOHHOH IIM(PPOBOH MOANUCH U TPAHCIIOPTA KIF0UA HA OCHOBE SJUTUITUYECKUX KPUBBIX»;

8) CTb 34.101.47-2012 «MHpOpMaIIMOHHBIE TEXHOJIOTHH U Oe30macHoCTh. Kpunrorpapuyeckue
JITOPUTMBI TEHEPALINH TICEBJIOCITYIalHBIX YHCEID»;

9) CTb 34.101.50-2019 «MHpOpMAIIMOHHBIE TEXHOJIOTHH U Oe30macHOCTh. [IpaBuia perucTpauu
00BEKTOB MH(POPMALIMOHHBIX TEXHOIOTUI»;

10) CTb 34.101.65-2014 «MubopMamoOHHbIE TEXHOJIOTHU B 0€30MaCHOCTh. [IpOTOKOI 3aIUThI
TpaHcmopTHOro ypoBHs (TLS)»;

11) CTB 34.101.66-2014 «HdpopMaiMOHHBIE TEXHOJIOTHU U Oe30nacHOCTh. [IpoToKOIBI
(dbopmupoBaHus 00IIEro KIH0Ya Ha OCHOBE SJUTMITHYECKUX KPUBBIX»,

12) CTb 34.101.78-2019 «MudpopMarmoHHbIe TEXHOIOTHU 1 Oe30macHOCTh. [Tpoduib

UHQPACTPYKTYPBI OTKPBITHIX KIHOUEH».
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Kpunronposaiinep AVCSPBEL mnpenocraBnser mnpukiIagHOMy MPOTPAMMHOMY OOECIICYCHHIO
clieAyronMid Habop MEXaHU3MOB U TPOLIEYP 3alIUTHl AKTUBOB MH()OPMAITMOHHBIX CUCTEM:
— reHepanus kpunrorpapudeckux kinrouer mudposanus u D11 u ynpaBieHne NaHHBIMHA KITFOYaMU

B TCUCHHUEC BCECIro UX XU3HCHHOI'O IIMKJIA,

reacpanusa HCCBI[OCJIy‘-IElfIHBIX JAaHHBIX

CUMMETPUYHOE MU(PPOBAHUE JAHHBIX;

BBIYHCIICHHUEC 3HAYCHUA X3[H'(1)YHKHI/II/I OT JaHHBIX;

BbIpaboTka/mpoBepka DLIT;

BbIpabOTKa OOIIEro CEKPEeTHOIo KiIroya JJjsl MpoLeaAyp ayTeHTH(GUKaIUU U MUuGPOBAHUS JaHHBIX
10 ACUMMETPUYHON CXEME;

— XpaHEHHE KpHUNTOrpauyeckux KiIroued M IPYruX KPUTHUHBIX MapaMeTpOB Ha OTUYKAAEMBIX
HOCUTEIISIX KitoueBor nHpopmarun (ganee - HKI) B 3ammdpoBannom Buje.

[Tpu pa3BepThIBaHUK MHPPACTPYKTYPHI OTKPBITHIX KIIOUEH C MCIIOJIb30BAHMEM KPHUIITOIpOBaiijepa
AVCSPBEL obecneunBaercs:

— TojJep)KKa CepTU(PHUKATOB M CIIUCKOB OTO3BaHHBIX cepTrdukaToB Gopmara X.509;

— ToJepIKKa 3apocoB Ha U3aHNe cepTU(HUKATOB OTKPHITHIX Kirtouel ¢popmara PKCS#10;

— mopjaepkka kpunrorpapudeckux coodbmenuit popmara PKCSH#H7,

— 3amura MHTepHeT-coeaunenuit mexny Web-cepsepom u kiuertom o npotokoiny TLS (Transport
Layer Security) ¢ HCHOJNB30BaHHEM ayTCHTHU(HKALUK CTOPOH M ImudpoBanus aaHHbix (SSP — Security
Support Provider);

— momaepxkka cranmapra S/MIME  (Secure/Multipurpose Internet Mail Extensions) s

KpUNTOrpauuecKoi 3alUThl 3JIEKTPOHHOM MMOYTHI.

IICK3U «Kpunronposaiinep AvCSPBEL» Bxitouaer kommnoneHTsl «AVCSPBEL» u «AvCSPBEL
Pro», perucrpupyronmecs B CryptoAPI kak Cryptographic Service Provider Ttumo 422 wu 423
COOTBETCTBEHHO. OTIMYMEM TIOBEIEHUS KPUIITONPOBAIIEPOB YKa3aHHBIX THUIIOB SBIAETCS CHOCOO
BeraucieHus DLII1 06e3 ucmoap30BaHUS JTOMOJHUTEIBHOTO XJIIMPOBaHUS (THIT 422) W ¢ HCIIOJIB30BaHUEM
(Trm 423).

Hcnonb3oBanue Bo3MOKHOCTEN 422 nnu 423 THa KpUITONPOBaiiiepa mpo3payHo JUis MOJIb30BaTeNs
U OIpeenseTcss NMOTPeOHOCThIO MPHUKIAJHOTO MPOTrPaMMHOIO OOECHeYeHUs B HCIHOJIb30BaHUU CEPBUCOB

kpunronpoaiinepa AVCSPBEL.


http://ru.wikipedia.org/wiki/MIME
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2. YCJIOBUA BBIIIOJIHEHMA ITPOI'PAMMBI

Kpunronposaiinep AVCSPBEL npennaznaden ans paboTbl Ha MEPCOHAIBHOM KOMIIBIOTEpE OOIIETo

Ha3zHa4YeHUs, PYHKIIMOHUPYIOLIEM TOJ1 yIIpaBlieHueM oJ1HOM u3 ciexytommx OC:

— Windows 2008 R1 Server (x32, x64);

— Windows 2008 R2 Server (x64);

— Windows 2012 Server (x64);

— Windows 2012 R2 Server (x64);

—  Windows 10 (x32, x64);

— Windows 2016 Server (x64);

— Windows 2019 Server (x64).

IIpumeuanue. Jlonmyckaercs pabGota kpuntompoaiinepa AVCSPBEL B cpeme crnenyromux OC
Windows, koTopble CHATHI ¢ IOIeP:KKH Kommanuu Microsoft:
— Windows 2003 Server (x32, x64) SP2;
— Windows XP SP3 (x32) ;
—  Windows 7 (x32, x64);
—  Windows 8 (x32, x64);
—  Windows 8.1 (x32, x64).
B cnyuyae wucnonbzoBanus Beimeykazanueix OC, CHATBIX € HOMNEPKKH KoMmanuu Microsoft,

ycroiumnBas pabota kpunronpoaiinepa AVCSPBEL ne rapantupyercs.

BHUMAHMUE! Bo uszbexanue ciny4aifHON HempeqHaMEepeHHOM MOTepH JAaHHBIX MOJIb30BaTels Ha
HKU (xonTeiinepoB ¢ muunbivMu kirodamu DI u 1.1.) u/vnm Beixona u3 crpost HKU nepen nepesarpyskoit
KOMIIbIOTEpa (cepBepa), HEIITaTHbIM 3aBeplieHneM paboThl kpunrtorpaduueckoro I10, mepeycraHoBKOM
(ynanenuem) xpunrorpapudeckoro I1O (kpuntompoBaiinepa, NepcoHaIbLHOIO MEHEKepa cepTUPUKATOB U

T.4.) HeoOxoaumo uzBnedbr HKU 3 USB-nopra kommnbioTepa (cepBepa).

B cnydae npoBenenus BbleykazanHbix Manunyisuauil ¢ [10 6e3 uzsneuenus HKU pexomenayercs
nocye 3aBepuieHus JaHHbIX Manunyisinuid ¢ [1O cpenctBamu kpunronposaiinepa AVCSPBEL y6enuTsest B

pabdorocnocooHoctt HKW u nHammumu nanabix monb3oBatens Ha HKU. B cnywyae morepu NaHHBIX WK
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BbIxoza u3 crposs HKW HeoOxomuMo oOpaTuThCs B TEXIIOAIEPKKY OpraHU3allui, B KOTOPOH IPHOOpETaIoCch
I1O u HKU.
Kpunronpoaitnep AVCSPBEL npennasnaven miss paboThl Ha KOMITbIOTEPE (CepBEpE), MMEIOIIEM
CJIEYIOIIMe MUHUMAJIbHBIE TEXHUYECKHE XapaKTePUCTHKU:
— mporeccop X86 (X64) ¢ TakTOBO# yacToTOM - HE MeHee 2,5 I'T';
— 00beMm O3V - He menee 4 I'6;
— OKECTKMH JTUCK, cojepkauiuii He MmeHee 8 ['0 cBOOOAHOTO MpOCTpaHCTBA AJISL CTaHIAPTHOU
yctanoBku OC;
— MouHuTOp ¢ noanepxkor VGA nmm 60s1ee BBICOKOTO pa3perieHus;
— MaHUIYJIATOP «MBIIIbY» Microsoft M COBMECTHMOE yKa3bIBAIOIIEE YCTPOUCTBO,
— cBoOoaubIit USB-mopT.
Jis  wcnonb3oBanus  kpunronpoBaiepa AVCSPBEL monbp3oBaTens JOMKEH HMETh IIpaBa
«Administrator (AnmuaucTparop)» 6o «Power User (ONBITHBIH TOTB30BATEINH ).
B cnyuae ucmonb30BaHUS OMEPAIMOHHON CHCTEMbI C YCTAHOBIEHHBIM SI3BIKOM, OTJIHYHBIM OT
pyccKoro, He0OX0IMMO YCTaHOBUTH B HacTpoiikax OC s3bIK 1S IporpamMm, He nojaepxkuBaronmx FOuukon

— Pycckunid.

BHUMAHME! Bo uszbexanue cinyyaifHON HempeaHaMepeHHOM MOTepH JaHHBIX MOJb30BaTeNs Ha
HKW (mmusbix kmroueit DLII) nmepex mepesarpy3koil KommbroTepa (cepBepa), HEIITaTHBIM 3aBEpIICHHEM
kpunrorpaduueckoro I10, nmepeycranoBkoil (ynanenueM) kpunrorpaduueckoro I1O (kpunrorpoBaiiaepa,
MIEPCOHANIBHOTO MeHe/kepa cepTudukaroB) HeoOxomumo wussieur HKM u3 USB-nopra kxommbroTepa
(cepepa). Ilocme mepesarpy3ku KommbloTepa (cepBepa), IepeyCTaHOBKM (yJaJIeHUs) CpelCTBaMH

kpunronposaiinepa AVCSPBEL y6enuThcst B Hanuunu JaHHbBIX nojb3oBartess Ha HKH.

B kauectBe otuyxmaemoro HKUW kpunronposaiinep AVCSPBEL nonnepxuBaer crnemyromme THITHI
YCTPOMCTB:
— AvToken (B HECKOJIBKHX PEKUMAX, CM. Jajee);
— AvPass;
— iButton;
— iKey;

— eToken;
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— ruToken;
— cmapT-Kkapra AC0S3;
— OeckonrakTHas kapra MIFARE Std Card 4K.

Verpoiictea AvToken u AvPass npenHasHadeHbl U JIOKAJIbHOTO HCIOJNB30BaHUS OMEPaTOPOM
COBMECTHO ¢ mporpamMHbIM npoayktom AVCSPBEL Bxomsmum B cocraB komruiekta aboHenta AVUCK.
Hcnons3zoBanue AvToken unu AvPass B yaaaéHHOM ceaHce ¢ MCIOJIb30BaHUEM Clielraan3upoBaHHoro 110
s ipoopoca USB-ycTpoiicTB SBIIIETCS HEIITATHBIM HCIIOJIb30BaHUEM. B JTaHHOM Ciiydae HE MOKET OBITh
rapanTupoBaHa HaaexHocTh pabotel AVCSPBEL c ycrpoiicTBamu, a Taxke KOH(PpUICHINATBHOCTD JIMYHBIX
KJIFOYEH.

IIpumeuanus:

1. Ucnons3zyemble HKW nomkubl ObITh 3apeructpupoBanbl y 3A0 «ABECT» cornacHo npouenype,

ONHMCAaHHOH B TAHHOM JIOKYMEHTE.

2. lns xoppekTHOi padotsl kpuntonpoBaiinepa AVCSPBEL ¢ HKU, Heo6xoauMo 10 yCTaHOBKH Ha

KoMmIbioTep Kpunronpoaiinepa AVCSPBEL, ycranoButh npaiiBepsl 1ist 3tux HKU (uckimouenue —

AvToken, AvPass u iButton). Heooxonumsie npaiieepa HKH, a Takxke HHCTPYKIMH IO UX YCTAaHOBKE

MO>KHO HaWTH Ha caiTax npousBoaurenen qanasix HKU.

s pabGoThl HOCUTENEH W COXpaHEHMs JMYHBIX KIIOYeH Ha HUX, NPEABAPUTEIBHO, 10 YCTaHOBKHU
KPHIITOIIPOBaiiiepa, HY>)KHO YCTAHOBHUTH JIpaliBephI JJIs 3THX YCTPOUCTB, kpome AvToken, AvPass u iButton:

1) [lns toro 4toObl yCTaHOBUTH jpaiiBep K Hocutento Rainbow iKey 1000 HyXHO c 1mcka ¢
aucTpuOyTuBOM 3amyctuTh Qaiin iKeyDrvr.exe, kotopsiii Haxomutcs B manke iKey-1000\iKey-driver-
3.4.4.103 u nanee cienoBaTh MHCTPYKIIMU ITPOTrPaMMBbl YCTaHOBKH.

2) Jlns Toro 4toObl yCTaHOBUTH JpaiiBep k Hocutemo RuToken HYXXHO ¢ ITUCKa C TUCTPUOYTHBOM
3anycTuTh (Qaiin SetupDrv.exe koropsiii Haxomutcs B manke ruToken\driversl.20. 18.11.2004 u nanee
CJIeZIOBaTh UHCTPYKIMH ITPOrpaMMbI YCTAaHOBKH.

3) [ns 3amycka ycTaHOBKM JpaiiBepa k Hocutento eToken y Bac momkeH ObITh ycTaHOBIEH MS
Installer Bepcum nHe Hmxke 2.0. Ero Tak ke MOXXHO HaWTH Ha JUCKE C JTUCTPUOYTHBOM B MarkKe
Windowslinstaller\2.0 u manee 3amyctuth (aiin instmsiW.exe W ciaea0BaTh HHCTPYKIMH IMPOTPAMMBI

YCTaHOBKH.
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4) Jlnst Toro, 4ToOBl YCTAHOBHTH JpaiiBep K HocuTento eToken HYyXHO € JHCKA C TUCTPUOYTHBOM
3anycTuTh Qaiin rte 3.51.17.msi, koropsiii Haxogutcs B manke eToken\redistribution u nanee ciemnoBathb
MHCTPYKIIUU IPOrPaMMbl YCTAaHOBKH.

5) s toro, yToOBI YCTaHOBHTH apaiiBep K Hocute o MIFARE HyXHO ¢ qucCKa ¢ AUCTPHOYTHBOM
sanyctuth (aitn FTDIUNIN.EXE xoropeiii Haxomutcs B mnamke Drivers\FTDI\ u nanee cnemosath
MHCTPYKIIUU IPOTPaMMBbI YCTaHOBKH.

6) Jlns Toro, 4yToObl ycTaHOBUTH jApaiiBep K Hocutenro ACOS3 HYXHO ¢ AHMCKa C JUCTPUOYTHBOM
3amyctuTh ¢aitn AVACO0S setup.exe koropsiii Haxoautes B manke AVACOSDLL\Output\ u manee ciemosathb

HHCTPYKIUHU ITPOTrpaMMBbl YCTAHOBKH.

IIpumeyanue:
3A0 «ABECT» rapantupyer HaJexHOe B3auMojelicTBue kpuntomposaiiaepa AVCSPBEL ¢ HKU
AvPass u AvToken. Ilpu wucnons3oBanun HKW oramuneix ot AvPass u  AvToken pa6ora

kpunronposaiinepa AVCSPBEL ¢ nanasimu HKUW He rapanTupyercs.

IIpumeuanus:

1. Kpunromnposaiinep AVCSPBEL, naunnas c Bepcun 5.0 nonnepxkusaet padoty ¢ HKU AvToken B
pexxume Strong, obecrieYrBarOIIUM MOBBIIICHHBIE MEPHI O€30MAaCHOCTH TPU XpaHEHHH KPUMTOKOHTEWHEpa
Ha HKU.

2. JlaHHBI peXHUM JOCTYIEH NpPU YCTAaHOBKE KPHUMTONpOBaiijiepa M BBIOOpPE M3 OTOOPaKaeMoro
criicka noaaepskuBaeMbix Hocuteneir HKU «Avest Token strong» (AvToken strong).

3. Ilpu wucnone3oBanuu HKM AvToken strong xpuntomposaiinep AVCSPBEL o6ecnieunBaer
yHUUTOXKeHUEe KpuntokoHTeiHepa Ha HKU mocne 7 (cemu) mombITOK BBOAA HEMPAaBUIBHOTO Mapoisl Ha

JOCTYI K KPUIITOKOHTEUHEPY.

4.Pabora omeparopa AVCSPBEL c¢ ycrpoiictBom AvPass anamornyna pabote ¢ ycTpoilcTBOM
AvToken. Jlanee mo Tekcty ngokymeHTa moj obOo3zHaueHnem AvToken cienyer moHMMaTh YCTpOHCTBa

AvToken u AvPass.

5.Pabora B 64 paspsmHom AVCSPBEL Bo3moxHa Tonbko ¢ ycrpoiictBamu AvToken u AvPass. C

OCTaJIbHBIMU THITAMU HOCHUTEJEH MOXHO paboTaTh ToJbKO B 32 pazpsanom AVCSPBEL.
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3. YCTAHOBKA U BBIITOJIHEHUE ITPOI'PAMMBI

3.1. YcranoBka kpunronposaiinepa AVCSPBEL

B 3aBucuMoOCTH OT paspsaHOCTH OIEpaloOHHOW cucTembl kpuntonpoBaiaep AVCSPBEL mocie

YCTaHOBKH OyJI€T BBITJISIIETH [TO-Pa3HOMY:

- B 32-pa3psAOHBIX ONEpAMOHHBIX CUCTeMax OyJIeT YCTaHOBJIEH OAWH  32-pa3psiHbIid
kpunronpoaiigep AVCSPBEL B manky mo ymomyanuto «\Program Files\Avest\Avest CSP Bel» (B ciyuae

€CJIM YCTAaHOBOYHAJ I1allKa HE ObLIa U3MEHEHA Ha dTare YCTaHOBKI/I);

- B O64-paspsaaHBIX ONEPAMOHHBIX CHCTEMax OyldeT YCTaHOBJIEHO JBa KPHITONpPOBaiaepa
AVCSPBEL, oaun 32-paspsanbiii B nanky mo ymonuanuio «\Program Files(x86)\Avest\Avest CSP Bel» u
elne ofuH 64-pa3psiiHblii B nanky mo ymomdanuto «\Program Files\Avest\Avest CSP Bel»

JleiicTBuS 10 YCTAHOBKE KPHUIITOIIPOBAepa:

1) 3amycTuTh ¢ qUCTpuOyTHBa Iporpammy «SetupAVCSPBELG6.3.0.8xx.exex;

2) B NEpPBOM OKHE MacTepa YCTAHOBKH COJCPIKUTCS ONHMCAHHE YCTAHABIMBACMOTO MPOIYKTA, IS
Hayaja yCTAaHOBKM TPOTPaMMbl Ha KOMIIBIOTEp HakmMuTe KHONKY «Jlamee» (cm. Pucynok 1 — 3acraBka

MacTepa yCTaHOBKH KPHIITOIPOBaiiaepa).

i vcranoska — Avest CSP Bel - X

Bac npuBetrcTtByeT MacTtep
yctaHoBku Avest CSP Bel

Mporpamma ycraHoeuT Avest CSP Bel v6.3.0.813 Ha eaw
KOMMBLKITED.

PeKoMeHOyeTCA 3aKpEITh BCE NPOUME NPUNOKEHWA nepe
TEM, KaK NpoaoSKHTb.

HammuTe «Janees, uTobbl NPOAOIMNTE, WK «OTMEHa®,
yTobkl BEIATH U2 NPOTrPaMMEl YCTAHOBKN.

OTMeHa

Pucynoxk 1 — 3acTaBka MacTepa yCTaHOBKH KPHUITOIIPOBaNIEpa
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[TouTtH BCe OKHA IPOrpaMMBbl YCTAaHOBKH UMEIOT 3 KHOMKU: «<Hazany, «lanee>», «OTMeHay.

Haxarue Ha KHONKY «<Ha3a/1» IPHUBOAUT K BO3BPATY K MPEABIAYIIEMY OKHY IPOrPaMMbI YCTAaHOBKH.

Haxatue Ha KHONKY «/lanee>» Mo3BOJISeT NePetTH K CICAYIOMIEMY OKHY IIPOrPaMMbl yCTaHOBKH.

Haxarue Ha kHONKY «OTMEHa» MPUBEIET K BBIXOAY U3 IIPOrPaMMbl YCTAHOBKH.

3) Tlocre HaxaTust Ha KHOMIKY «/Jlanee» OyaeT mpuBeeHa CTPAHUIIA C JTUICH3HOHHBIM COTJTAIICHUEM,
YCJIOBHSI KOTOPOT'O HAJI0 M3YYHTh U, B CIIydae COTJIACHSI C JIMICH3UOHHBIM COTJIANICHHEM, HAXKATh HA KHOTIKY
«Jlaee» 1st MPOIOIKCHUS YCTAHOBKH.

Ecnu BBl He COTIaCHBI C YCIIOBHSIMH, YKa3aHHBIMH B JIMIICH3HOHHOM COIJIAIICHUH, TO HAXXMHUTE Ha
KHONIKY «OTMeHay JUIsl BhIXO/1a U3 IPOTrPaMMbl YCTaHOBKH.

4) Tlo yMONYaHMIO YCTaHOBKa MpOrpaMMbl mpom3BoautTcss B manky «\Program  Files
(x86)\Avest\Avest CSP Bel» na cucteMHOM nucke aisi 32-pa3psaHOro KpHIITOIpOBAiiepa, ¥ B IAIKy
«\Program Files\Avest\Avest CSP Bel» mis 64-paspsaHoro KpumnTornposaiiiepa (yCTaHOBKAa OJHOTO WM
JABYX KpHUIITOIPOBaiiiepoB 3aBUCUT OT paspsaHoctd OC, Ha KOTOpOoH Oyler yCTaHaBIMBaTHCS
kpunromnpoaiigep AVCSPBEL).

5) CieayrommM [1aroM siBJsieTcsi BEIOOp manku B MeHi0 «I1yck», B KOTOPO# OyIyT CO3MaHbI SPIBIKK
OBICTPOro 3amycKa IpOrpaMmal.

HaspaHue mamku Bbl MOXKETE yKa3aTh Kak BPYUYHYIO, TaKk W npH momouru kHomku «O0630py». o
yMOTYaHHIO OyzeT co3naHa manka «ABect» (cM. PucyHok 2 - BeiOop manku uist coO34aHus SIPIILIKOB B MEHIO

«ITyck»).
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ﬁ_'?).! ¥eraHoeka — fAwvest C5P Bel —

BoibepuTe nanky B MeH «Myck:
[Aae NnporpaMma yCTaHoBKW AOMKHE COSAATE APLIKK?

Y MporpaMMa CoSAECT APNLIKK B CNEAYHOLWLEN NankKe MeHrD < Tyoi:,
[ =]

HasrmuTe «anee*, JyTobbl NpoLomMTE, ECMM Bel XOTHTE BRIBDETE APYTYHD NANKY,
HamMuTe «0030p,

|.-5.E=En_—r| Dfhzop...

Pucynok 2 - Beibop nanku 1uist co31aHust sipiibIkoB B MeHIO «Ilyck»

Ha crnenmyromieii crpanuiie MacTepa YCTAaHOBKH MPEJIaracTcs BHIOPATh TUI HOCUTEISI, KOTOPKI Oymer
WCIIOJIB30BAThCS ISl XPAHEHUSI JIMYHBIX KIIIOUEH MO0 YMOJTYAHHIO, 3TO O3HAYAET, YTO MPHU CO3/IaHUU JIMYHOTO

KJIFOYa MEPBBIM OYIET MPEIOKEH ITOT HOCUTEND (M. PucyHok 3 - BeIOOp HCIOIB3yeMbIX HOCHTEIEH).

UToOBl HKCIOJIB30BATh HECKOJIBKO HOCUTENEH, HYKHO BKJIIOYUTh COOTBETCTBYIOIIYIO OMIIMIO.
BxmroueHHblil (nakok Ha J000M M3 HOCHUTENEH B CHUCKE O3HAYaeT, YTO YyKa3aHHBIM HOCHUTENb WIIH
HECKOJIbKO HOCHTeNIel OyIyT HMCIIOJIb30BaThCs Ui XPaHEHUS JMYHBIX KIIOYeH MOJIb30BaTelsi, C KOTOPBIM
MOJIb30BaTEIb CMOXKET paboTaTh B MPOrpaMMHOM OOECTIEUEHUH.

Tak ke MOXHO HakaThb Ha KHONKY «OTMeTuTh Bce», U mpu padore c¢ [1O, momp3oBaTenb cMOXKET
HCIIO0JIH30BATh JI000M THIT HOCUTEIIS, TIOIIEP>KMUBAEMBIN TaHHBIM KPUIITOIIPOBANIEPOM.

WNnu HaxaTth KHONKY «CHSTH OTMETKY CO BCE€X», Torjaa OyleT HCHOJIb30BaThbCs OJMH HOCUTEIb,

KOTOpBIﬁ BBICTABJICH 11O YMOJIYaHHUIO.

Ipumeuanue: PaGorta B 64-paspsaaom kpunronpoaiinepe AVCSPBEL B0o3MOXHA TOJNBKO ¢

ycrporictBamu AvToken u AvPass. C ocTalbHBIMH THITAMH HOCHUTECH MOKHO pabOTaTh TOJIBKO B 32-

paspsaaHom AVCSPBEL.
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ﬁ! ¥cTanoewka — Awvest CSP Bel —

BoiGop ncnonb3yeMbiX HOCHT Enel

BrIDEpMTE, NOMANYACTE, TWAEI NOA4IEDHMESEMEIX HOCUTENEN, 8 TaK He
HOCWTERE, MCNOAESYEMEIA MO YMOMHEHWKD

HooMTeNb Mo YMOMHaHMHD:

Avest AvToken w

WMcNonb30BaTE HECKONEKD HOCUTENEH:

Avest AvToken ~
Avest AvPass

[] avest AvToken {remote)

[] avest AvToken strang

[] MIFARE Std Card 4K

[ 1 ACOS3 Smart Card s

OTMETUTE BCE CHATE OTMETKY CO BCEX

i omers

Pucynok 3 - BbiOop ucTionb3yemMbIX HOCUTENEH

6) Temeps BCcE rOTOBO ISl YCTAHOBKH [IPOTrPAMMBbI Ha KOMITBIOTEP, O YeM COOOIIACT CIIEAYIOIIEee OKHO
MacTepa ycTaHOBKHM. B HeM oTpaxkeHa MH(OpMAaIus O MOCIeI0BATENbHOCTU JIEHCTBUM MOJIb30BaTENs MPU
YCTaHOBKE KpUIITOIpOBaiijiepa (ONMucaHHBIX BbIlIE), (cM. PucyHok 4 - YcraHoBka KpUNTOIIpOBaijiepa Ha
koMmIbtoTep). Eciu mosib3oBarens coryiaceH ¢ ykazaHHbIMU B JaHHOM OKHE IapaMeTpamM, TO HaJ0 HaXKaTh

KHOIIKY «Y CTaHOBHUTBY.
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ﬁ! ¥cTanoewka — Awvest CSP Bel —

BCEé roToBO K YyCTAHOBKE

MporpaMMa YCTAHOBKM rOTOBa HAYaTE YCTaHoBKY Avest CSP Bel Ha Baw
KOMOEKTER,

HasMUTE ¥ CTaHOBHTb*, yTobbI NPoOATRWNTE, MNK <Hasaa#, ecny Bbl XOTUTE
NPOCMOTPETE MAKM M3MEHKMTE ONUMK YCTaHOEKM.

Wcnonbe3yeMele HOCUTENM: ~
Avest AvToken
Awvest AvPass

Wcnone3yemele HoodTenW (k64 CSP):
Avest AvToken
Awvest AvPass

HoouTenb, MONONb3YEMBIA MO YMONY4EHRD:
Avest AvToken

< Hazan YCTaHOBWTE OTMeHa

Pucynok 4 - YcTaHoBKa KpUNTONIPOBaiiiepa Ha KOMIIbIOTED

[Tocne aToro OyneT mpou3BeleHa pacliakoBKa, KoNUpoBaHue (aiiyioB U perucrpaius OUOIMOTEK Ha
KOMIIBIOTEPE.

7) Jlanee HeoOXOaMMa perUCTpaliMsi KPUIITONPOBaiaepa, Uil 3TOr0 HY)KHO HEKOTOPOE KOJIHUYECTBO
CJ'Iy‘I&fIHBIX JaHHBIX, H€O6XOI[I/IMO MNOABUIaTh MBIIIBIO B MIpCACIiaxX CICAYIOMIECTO MOABUBIICTOCA OKHA. (CM.
Pucynok 5 - C60p cirydaifHbIX TaHHBIX IS PETUCTPAIU KPUIITOIPOBaiiiepa).

HpnMeanne. HpI/I HOBTOpHOfI HHCTAJIIAIMH JaHHOC OKHO ITOABJIATHCA HE GYI[CT.
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ﬁ%‘ YcTanoeka — Avest C5P Bel =

YcranoBKa...
Moanyicra, nogosante, noka Avest CSP Bel yocranoewTca Ha Baw
KOMMBHITED.

SEBEPLEHNE YCTAHOBKM, ..

3 Avest CSP Bel Pro 5|

Awest C5P tpefyeTcA HEKOTOPOE KOMMYECTED CyYafHED
naHHbc. MokanyicTa, NogswraiiTe MeIWEH B Npeasnax
3TOMD OKHA, MOKE MHAMKATOP HE SanNonHATCH.

WoéT clop cnyyafHem oaHHBLX. ..

Pucynok 5 - COop ciy4ailHbIX TaHHBIX AJIS PETUCTPALIUU KPUIITOMPOBakepa

Ha sToM MacTep ycTaHOBKHM KpPUIITOIIPOBaiiiepa 3aKOHYMT CBOIO paboOTy, O 4yeM cooOIiaercs B
nocieaHeM okHe (cM. PucyHok 6 - 3aBeplieHHe yCTAaHOBKM KpHUITOIpoBaiiepa). Takke HEOOXOIUMMO

BBIIIOJIHUTD MIEPE3arpy3Ky, €CJIM MaCTCP YCTAHOBKHU IIpeajiaract €€ CACjaaThb.

ﬁ%ﬂ YeTaHoeka — Avest C5P Bel —

3asepweHne Macrepa yCTaHOBKH
Avest CSP Bel

[nA saBEpIWEHA yCTaHoekM Avest CSP Bel Tpebyetca
NepesarpysMTe KoMNEoTep, MpoMsBecT NepesarpysKy
cefiyac?

(@3, nepesarpysuTE KOMNBKOTED CRAYact

(C)HeT, 5 NpoMsBEny NEpesarpysky nosme

Pucynok 6 - 3aBepiieHre yCTaHOBKH KpUIITOIIPpOBaiiiepa

ITocne ycTaHOBKM KPUIITONPOBaKepa Ha KOMIIBIOTED C:
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- 32-pa3psAHON orneparmoHHon cuctemoi B MeHIo «Ilyck» =>»lIporpaMmmMbeIin=> «ABECT» MOSBISICTCS
spibIk mporpammsl «Avest CSP Bel» (u/umu «Avest CSP Bel (admin)y»);
- 64-pa3psHoi onepanoHHON cucTteMoit B MeHIO «Ilyck» =>»lIporpaMMbIi»=> «ABECT» MOSBIISIFOTCS
sapiblku 64-paspsanoii nporpammbl «Avest CSP Bel x64» (u/wm «Avest CSP Bel x64 (admin)»).u 32-
paspsiaHoii iporpamMmbl «Avest CSP Bel» (u/uu «Avest CSP Bel (admin)y).

3.2. YcTaHOBKa KpUNTONPOBaiepa ¢ UCIOIb30BaHUEM KOMaHIHOW CTPOKU

[TporpamMMa MHCTAJUTSIIMK KPUNITONIPOBAiiiepa moaepuBaeT narepderic komanaHoi crpoku. C ero
MOMOIIIBI0 MOYKHO 33/1aTh CIIUCOK HCIOJB3YyEeMbIX HOCUTENCH W (ailjI-MCTOYHHK SHTPOIHHU, YTO TO3BOJIHT
WHCTAJUIMPOBATh KPUIITOIPOBAMIIEP «HE MHTEPAKTHBHOY», 0€3 0TOOpaKEHUSI OKOH «MacTepa yCTaHOBKH.

Jns Toro uyro OBl HayaTh MPOLECC YCTAHOBKH KPHUNTONPOBAHIepa «HE HHTEPAKTUBHO», 0e3
oTOOpaKeHHMsI OKHAa MacTepa YCTaHOBKM, HYXHO 3alyCTHTh C JAUCTPUOYTHBAa  IMPOrpamMmy
«setupAvCSPBel6.3.0.8xX.exe, co cienyonMu mapaMeTpaMi KOMaHIHON CTPOKH:

Iverysilent - ycTaHOBUTH KPUIITONPOBANAED «HE UHTEPAKTHBHO», T.. 0€3 OTOOpaKEHHs Ha SKpaHe
OKOHHBIX HHTEP(HEHCOB «MacTepa yCTAaHOBKUY.

/entropy="mio60#i ¢aitn Oosee 64 OalT’ — HCIOJB30BAaHHE YKa3aHHOrO (haiia Kak HCTOYHHUK
SHTPOIUH, T.€. ONEepaTopy HE HAJ0 JBUTaTh MBIIIBIO B MpeAenaax OKHa g cOopa CIyd4alHBIX JaHHBIX
(Pucynox 6 - CO0p ciTydaifHbIX TAHHBIX [T PETUCTPAIUs KPUIITOPOBaiiaepa).

Jnst Toro, 94TOOBI 3a/aTh CIIMCOK HWCIOJB3yEeMBIX HOCHUTENEH, MOANEpKKa KOTOPHIX JIOJKHA OBITh
yCTaHOBJIEHa, (BMECTO OKHa BBIOOpa HocuTened cM. PucyHok 3 - BpIOOp HUCMONB3yeMBIX HOCHUTEICH)
HEOOXOIMMO MPH 3alyCcKe HHCTALIITOpA yKa3arh mapametp /devices. Ero dopmart:

/devices=dev1,dev2,dev3

3nech devl, dev2 u dev3 — nmepeueHb HOCHTENIEH, MTOICKAIIMX YCTAHOBKE.

MOoHO yKa3aTh B KOMaHIHOW CTPOKE KaK ITOJIHOE€ MMs HCIIOJNIb3YEeMOTO Jlajiee HOCHTENS, TaK

KOPOTKOE yciioBHOE 00o3HaueHue (cM. Tabnuia 1).

Tabmnma 1
HapaMeTp YKaBaHI/Iﬂ ITOJIHOT'O UMCHHU HOCUTCIIA HapaMeTp yKa3aHI/I$I KOpOTKOF 0O UIMCHH
HOCHUTCIIA
Avest Token avToken

Avest Token Strong avTokenStrong
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Avest AvPass avPass
"MIFARE Std Card 4K" "MIFARE Std Card 4K"
Aladdin eToken (cuntsiBarens 0) eToken0
Aladdin eToken (cuutsiBarens 1) eTokenl
Rainbow iKey1000/1032 iKey
Aktiv ruToken (cuutsiBaresns 0) ruTokenO
Aktiv ruToken (cuutsiBarens 1) ruTokenl
Dallas TouchMemory (iButton) za COM1 iButtonl
Dallas TouchMemory (iButton) nra COM2 iButton2
Dallas TouchMemory (iButton) uza COM3 iButton3
Dallas TouchMemory (iButton) nra COM4 iButton4
ACOS3 acos
Hanpumep:

/devices=avToken,iKey,ruTokenO,ruTokenl,eToken0,eTokenl,iButtonl,iButton2,iButton3,iButton4

HepBHﬁ YKaSaHHbIﬁ B CTPOKC HOCHUTCIIb 6YI[6T HCIIOJIB30BATHCA 110 YMOJIYAHUIO.

3.3. Pabota ¢ okHOM MaHeNu yIpaBiIeHHs] KPUITONPOBaiaepa

OKHO naHenu ynpasJIeHHs KpUIITONIPOBaiiiepa COCTOUT U3 2 3aKIal0K:
— «Hocurenny,
— «Bepcusay.
Ha 3axmanke «Hocurtenn» (cMm. Pucynok 7 - 3aknanka «Hocurenn») orpakeHa uHpopmaius 060
BCEX MCIIOJIb3YEMBIX HOCUTENSAX, KOTOPBIE MOAEPKUBAET JaHHBIN KPUIITONPOBAAEp.
Orta 3aKkiajKa pasjaeneHa Ha 2 okHa: «Mcnonb3zyembie» u «KoHTeliHephl Ha BBIOPAHHOM HOCHUTENEY.
Ha nanHOl 3akiazke mOpelycMOTpEHa BO3MOXKHOCTh IPOCMOTpPA HOCUTENS JIMYHBIX KITFOUEH.
Hanpuwmep, BbiOpaB B BepxHeMm okHe «Mcmombdyembie» - AVPasS (¢ COOTBETCTBYIOUIMM CEpUHHBIM
HOMEpOM), U HaxaB Ha KHOMNKY «Iloka3aTb/0OHOBUTHY», B HMKHEM OKHe «KoHTelHepbl Ha BBIOpaHHOM
YCTPOMCTBE» MOKHO YBUJIETh BCE KOHTEHHEPHI JIMYHBIX KIIHOUEH, HaXOAIIMecs Ha JTaHHOM HOCHUTEIIE.
Bbl Takxke MokeTe yNpaBisATh KOHTEHHEpaMu JIMYHBIX KIIOUYeH Ha HOCHUTENE: yIalsTh, MEHSTbH

napoJjii, HICpCUMCHOBBIBATH KJIFOYCBBIC KOHTCﬁHCpH, MMPOU3BOAUTH KOHTPOJIb HOCUTCJIA.
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Ipumeuanue: Hocutenu HEKOTOpbIX mpou3Boautened, Hampumep, Aladdin eToken wumeror «io
YMOJTYaHHUIO» COOCTBEHHBIM Taposb (maponb OC HocHTENs) ¢ BO3MOXKHOCTBIO allapaTHON OJOKHPOBKU
JIOCTyIa K HOCHUTENIO CpPEACTBAMHM CaMOT0 HOCHUTENs IOCJIE€ HEKOTOPOro KOJIMYEeCTBa IOMBITOK BBOJA
HEMPaBUJILHOTO Maposist (CM. TOKYMEHTALUI0 MPOU3BOAUTENS). B cuily 3TOro Bce KOHTEHHEpHl Ha JTaHHBIX
HOCHUTEJISIX JIMYHBIX KIFOYEH HMMEKOT OJWHAKOBBIM IMApPOJb, TAKOW K€, KAK IMapojb CaMOr0 HOCUTENs, a
KOJIMYECTBO TOMBITOK BBOJAA MApOJIs Ha JOCTYIl K KOHTEHHEPY OTPaHUYCHO MapaMeTpamMu HOCHUTENS MPH €ro

(dhopMaTUPOBAHUHU.
&

Hocureni l Bepcus ]

Mcnonezvemele

Mran HocuTena "
ACOS3 Smart Card

Aktiv maToken {reader 0)

Altiv maToken {reader 1)

Aladdin e Token {reader )

Aladdin eToken ireader 1)

AvPazs 5/M AVPROESS50006

Avest AvToken
Avest AvToken (remote)
Awest AvToken strong
Dallas TouchMemany (iButton) COMI v
n:":ﬂ Tﬁl Il""h hl‘ﬁmﬁﬂl ﬁnl |‘H‘nn"| Fﬁhl"}
KoHTefiHEPEI Ha BEIBPEHHOM HOCKTENE
MNokazate obHOBMTE |
MrA koHTERHEDS | MNapameTtpe Cepmiturar
QK OmaeHa

Pucynok 7 - 3akmanka «Hocuremnmn»

st atoro Hamo B okomike «KoHTeilHephl HAa BHIOPAHHOM HOCHTENE» BBIOPATh KOHTCHHEP JTUYHBIX
KIIFOYeH W IIEIKHYB MO0 HEMY IMpaBOM KJIABUINEH MBI BO BCIUIBIBAIOIIEM MEHIO BBHIOPATh HYXXHBINH BaM

ITYHKT.
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Ecin nonp3oBaTellb HE YBEPEH B COXPAHHOCTU CBOETO MapoJisl K KOHTEMHEPY C JIMUHBIM KIIFOYOM, TO
OH MO>XET CMEHUTb €TO0.

JleiicTBHS IO CMEHE MapoJisi K KOHTEHHEPY ¢ JIMYHBIM KIIFOUOM:

1) Ha 3axmagke «Hocurenmu» B okHe «KoHTelHEphl Ha BBIOPAaHHOM YCTPOHCTBE» BHIOpATh
KOHTEWHEp JIMYHOTO KJII0Ya, K KOTOPOMY HEO0XO0AUMO CMEHHUTD MapoJib;

2) IllenkHyB 10 HEMY IPaBO KJIABUIIICH MBIIIH BbI3BAaTh BCILIBIBAIOIICE MEHIO, B KOTOPOM BBIOpATh
IYHKT «CMEHUTD NIapOJIby,

3) B nosBuBIIEMCs OKHE TPEOYeTCsl BBECTH TEKYIIUI TTAPOJIb, HOBBIN MapoJib M €ro MOJTBEPIKICHUE

(cMm. PucyHok 8 - CMeHa nmapoJist K KOHTEHHEPY € JIMNYHBIM KITIOUOM).

'ﬁt CMeHa NaponA KOHTEXHEPA il

TekyYIWHA Napank
I***********

~HoBkIH Naponk

HoERIF naponk:

MoATEEp® AEHHE:
| i
Ok I OTHEHS

Pucynok 8 - CMeHa naposist K KOHTeHHepY C JIMYHBIM KITF0UOM

IIpumeyanus:

1. Hocurenp nuyHbIX Kimoueit €TOken mmeer mo ymondaHuio mapoib oT 1 jgo 0. Bce koHTeliHepbl Ha
HOCHTEJE JINYHBIX KITfoueii € TOKeN nMeroT 0 JMHAKOBBIH MapoJib, TAKOH JKe, KaK Mapoiib CAMOTO HOCHTEIS.

2. CMmeHa maposis K HOCHTENIO JIMYHBIX Kitodelr €TOKen momkHa MPOW3BOIUTHCSA TOJNBKO C TOMOIIBIO
kpunronpoaiiaepa AvestCSPBel, eciiu ipu cMeHe maposist OyayT MCIOJIb30BAaThCSA aHAJOTHYHBIE CPEICTBA
ot Aladdin sTo mpuBeIeT K HEBO3MOYKHOCTH JATBHEHIIEr0 HCITOIb30BaHMs JAHHOTO HOCHTEIS.

3. Jlns Hocutenss AVPass cMeHa mapolisi MPOW3BOAUTCSA HE K OTICIBHOMY KOHTEHWHEpY, a cpazy KO BCEMY

HOCHUTCIIIO.
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st Toro, 4To0bl CMEHUTH Mapoiib JJisi Hocutesi €T0ken HyxHo Ha 3aknanke «Hocutenn» B OKHE
«Hcrnonb3yeMble HOCUTENN» BbIOPAaTh HOCUTEND JIMYHOTO KJI0Ya U XPaHSIIUKCA HA HEM KPUITOKOHTEIHEp,
[1apoJib Ha JOCTYI K KOTOPOMY HEOOXOIUMO CMEHHUTh.

[IlenkHyB MO HeMy IpaBOil KJaBHUILEH MBIIIM BbI3BATh BCIUIBIBAIOLIEE MEHIO, B KOTOPOM BbIOpaTh
nyHKT «CMEHHUTD Mapoib». B mosiBuBIIEMCst OKHE TpeOyeTcsi BBECTH TEKYIIHH Mapoiib, HOBBINA MApOJIb U €r0
IIOATBEPKICHHUE.

s Toro, 4ToObI MEeperMEHOBaTh KIIIOUEBOW KOHTEHHEp HY)KHO Ha 3akianke «Hocurenm» B OKHE
«Mcnonp3yeMble HOCUTENN» BbIOpAaTh HOCUTENb JIMYHOIO KIIIOYa U XpaHsIIUiicd Ha HEM KpUITOKOHTEHHEp,
Ha3BaHUE KOTOPOT0 HEOOXOAUMO U3MEHUTb.

Heo0xommMo MIeTKHYTh IO HEMY MPaBOW KJIABUIIICH MBIIIH, BBI3BaB KOHTEKCTHOE (BCILIBIBAIOIICE) MCHIO. B
HeM BbIOpaTh NYHKT «llepenmenoBaTh». B cTpoke penakTupoBaHMs HamucaTh KEJIAEMOE Ha3BaHUE
KPUIITOKOHTEHHEPA U IIOATBEPIUTD [IEPEUMEHOBAHKE B ITOSIBUBIIEMCS OKHE.

Ecnu ceptudukar oneparopa 3anical B KOHTEHHEP C JIMYHBIM KJIFOUYOM, TO €r0 MOXHO IIPOCMOTPETh
WJIM UMIIOPTHPOBATb.

BKiIr0YEHHBIN MYHKT BCIUIBIBAIOIIETO MEHIO «KOHTPOJIb HOCUTEISD» 03HAYAET, YTO KAXKJbIM pas, IIpU
OOpalleHn K HOCUTENI0 JIMYHBIX KJoued omeparopa, OyIeT IMpOBepsThCS HaJIMYME BCTABJIEHHOIO B
CUMTBIBATENIb HOCUTEJS JINYHBIX KIIFOYEH OrepaTopa.

B BepxneMm okHe «Mcnonb3yembie» 3aknanku «Hocutenn» MOXHO IPOCMOTpPETh MH(OPMALUIO O

pPEruCTpalvy TAaHHOTO HOCUTEIS, CM. 1. 3.4. Peructpaiiusi HOCUTEIIs.

3.4. Peructpauusi HOCUTENS

B cnydae wucnonb3oBaHMsS HeaKTHMBHUpoBaHHOro (He3zapeructpupoBanHoro) HKU wHeobGxommmo
IpeBapUTENIbHO MPOBECTH ero perucrpauuto. Jns nposepku Hamuums perucrpauuu HKU neoGxoanmo B
okHe «Vcronb3yembley» BbIOpaTh MHTEPECYIOUIMM Bac HOCHUTENb U ULIEIKHYB [0 HEMY NpaBOW KIaBHUILEH
MBIILIN BBI3BaTh BCIUIBIBAOILEE MEHIO.

Ecnu Bo BcruibiBaroiieM MeHIo BblOpaH MyHKT «H(popMalius o peructpanumy, To MOsSBUTCS OKHO, B
KOTOpPOM OTpaxkeHa mHpopMarus o peructparuu Hocutens (cM. Pucynok 9 - Undopmanus o perucrpanuu

HOCHUTEJIA).
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‘ﬁt MHopMaLuHa 0 pErMCTRaLHH il

HoCHTERE Z3pErvcTpHMPoESH,
MHtOpMAUKA 0 PEFHCTRALKH [AHLEHZHH):

HoMep nHueHskAA: 0111-5-0001
Tun HockuTenA: Rainbow ikKey 1000
CEpHHHBIA HOMEeR: 56510001 000002F0

Pucynok 9 - Undopmanius o peructpaiyii HOCUTENs

Ecau HOCcuTENb HE 3apCTUCTPpUPOBAH, TO IIOABHUTCA OKHO «PeFI/ICTpaI_II/ISI HOCHTCIIA» (CM. PI/ICYHOK 10 -

Perucrpanus Hocurens. Beibop neicTBus).

x

Bri0paHHEIA BamMk HOCHTENE (Avest Token s/n AYT20S0060001 ) He
33PErMCTPHPOESH,

PErMCTRALHA NPOMZEDAMTEA B ABA 3TaNa:

- (hOPMHMPOESHKE SEMNPOCS HA PErMETRAELHED

- 0BpaboTka OTEETA HA 3ENPOC [C0XPAHEHHME NMUEHZHOHHOMD HOMEDS HA
HOCHTENE

BrIOEpHTE ¥ENAEMOE AEHCTEME

(% POpMMPOEAHHE SANPOCE Ha PETHCTPAUMHE

" OBpafioTia 0TEETA Ha 3anpoc

< Hazaa I Hdanee = I OTHEHA

Pucynok 10 - Perucrpanust Hocutelns. Beioop neiictBust

B sTomM OkHe HyXHO HaxaTb KHONKY «Jlanee». B cnenyromem okHe HyxHO BBecTH PIN-koz,
KOTOpBIH nocTasisieTcst BMecte ¢ ucnonszyeMbiM HKU, u naxars «/lanee» (cM. Pucynok 11 - Perucrpanus

nocutens. Beox PIN-koja st akTBanum).
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AnA fopMMpOESHMA ZANPOCa HA PEMMCTPALKMHY HOCHTENA
HEDBX0AMMD BEECTH PIN-K0A SKTHESLHH NHMUEHSHMOHHOMD
HOMERa,

EEeanTe PIN-E04 GETHEALHH:

< Back I Mext = I Cancel |

Pucynok 11 - Peructpanus nocutens. Beog PIN-kona nms aktuBanuu

Jlanee mosiIBUTCS OKHO, B KOTOPOM OyIeT MOKa3aH Balll 3ampoc Ha perucrpanuio (cMm. Pucynok 12 -
Peructpauus Hocurens. Conepkanue 3ampoca). DTOT 3ampoc HYKHO CKOIMHPOBAaTh M OTIPABUTH 10

a5IeKTpoHHOM moute token_reg@avest.by.

PErlCTRALMA HOCHTENE ﬁ

ZEnpoc HE pEMoTEAWeS HocuTEnR | Avest Token ain
ANTTETTeeees " YOEUnD COOpMIDORaH
Teneps aro veofnopees nocnaTs Ha ofpafong

3anpos HA PErVCTOALIAG

gwertyulopasdighjklzxevbnm 123456767
ags

[omo=o Omamra |

Pucynok 12 - Peructpauust Hocurens. ConepkaHue 3amnpoca


mailto:token_reg@avest.by
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[Tocne 3TOro Ha Balll NEKTPOHHBIM AIMUK NPUAET OTBET. Hy’KHO OTKpBITH OKHO KPUIITOIIPOBAMAEPA,
HICTKHYTh Ha HOCUTEIIC TIPABOM KHOIKOM MBIIIH, 3aTeM BbIOpaTh MyHKT «MH(MopMals o perucrpanumny, B
nosiBuBLIEMCs OKHE «Peructpanus HocuTenss» BeIOpaTh «O0paboTka OTBETa Ha 3allpoc» U HaxaTh «Jlameey.
[anee, B mosiBUBIIEECS OKHO, HY’)KHO BCTaBUTh OTBET, MPUILIEAIINM IO 3JIEKTPOHHOM NOYTE U HAXKaTh

«3aBepIIUTHY.

3.5. KoHntpons koMIoHeHTOB KpunitonpoBaiiaepa AVCSPBEL

Jns KOHTPOJST TPOrpaMMHBIX KOMIIOHEHTOB KpumrtomnpoBaiinepa AVCSPBEL wucnonbs3yrorcs
CpeAcTBa KOHTPOJISl, MHTETPHUPOBAHHBIE B KPHUITONPOBAWIEP M JOCTYIHBIE omnepartopy ¢ momomipio GUI-
uHTepdeiica KpunTompoBaiinepa B 3akianke «Bepcus». Ha nmanHOl 3aknmazke pacroioXeHbl KHOIKA
«OOGHOBUTH PErMCTPALMI0 KOMIIOHEHTOB B CHCTEMHOM peecTpe» U 2 okHa: «MHdopmanus o npoaykre» u
«Bepcun kommnoneHToBy (cM. Pucynok 13 - Baknanka «Bepcusi»).

Oxno «MHpopmanus O MPOAYKTE» COACPKUT JaHHBIE O HA3BAaHWW W BEPCHHM KPHIITOIIPOBaiiaepa
AVCSPBEL, a Takxe KOHTaKTHYIO HH(POPMALIUIO pa3paboTInKa.

Knonka «OOHOBUTH PEruCTPaLMI0 KOMIOHEHTOB B CHUCTEMHOM pPEECTpe» HMPOU3BOIUT AEHCTBUS 110
perucTpanyy KOMIIOHEHTOB KpPHUIITOIIpOBaiiiepa B PEECTpe, AHAJIOTMYHBIE TEM, YTO BBINOJIHAIOTCS MpPU
uHCcTaUAIUU. C e€ MOMOIIBI0 MOXHO BOCCTAaHOBUTH PaOOTOCIIOCOOHOCTH KPHIITONPOBAiepa B Ciydae
HEKOPPEKTHOTO OOHOBIJICHUS HJIM YIAJICHUS CBS3aHHBIX C KPHUIITOIIPOBAKWIEPOM KOMITOHEHTOB.

OxkHO «Bepcunm KOMITIOHEHTOB» COJAEP)KUT CIIMCOK OCHOBHBIX CHCTEMHBIX OHMONIMOTEK, a TaKkke
6ubnnoTeKk, BXOAAMUX B cocTaB kpuntomnpoBaiinepa AVCSPBEL c ykazanuem ux BepcHil U KOHTPOJIBHBIX
XapaKTepUCTHK B BHJE Xdm-3HaueHui cornacHo CTh 34.101.31-2020.

JlaHHBIE cpencTBa KOHTPOJS MpeaHa3HAueHB! I KOHTPOJISI BEPCUH M HEIOCTHOCTH MPOTPAMMHBIX
KOMIIOHEHTOB kpunTomnpoBaiinepa AVCSPBEL onepaTopoMm nyreMm BH3yaabHOIO CpaBHEHUS X3II-3HAUYEHUH,
oToOpa’kaeMbIX B OKHE, C 3TAJIOHHBIMU 3HAYEHUSMH.

OTaJIOHHbIE 3HAYEHHS MOTYT OBbITh MOJYYEHbI yTeM KOIMMPOBAHHUS X3II-3HAYSHUH U3 JaHHOTO OKHA U
coxpaHeHus B (haiii cpasy mociie ycTaHoBKH Kpuntorposaiinepa AVCSPBEL ¢ mosepeHHOTO HOCHTENS,
b0 o 3ampocy y paspaborumka kpunromnpoBaiepa AVCSPBEL, mubo Ha caiite pa3paboTumka

kpunronposaiinepa AVCSPBEL.
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& Avest CSP Bel b

Hocwrenw Bepous

MHopraLwa o npomykTe:

Hazeanwe: Avest CSP Bel v6.3.0.813
Paspatomumi: AVEST plc.

Bonee nogpofiHan MHPOPMELYAA No agpecy:
rﬁp:ffwww.auest.b}'fcr:.rptu

DBHOBITE pPErMCTPaLMe KOMMOOHEHTOE B CUCTEMHOM DEECTRE

EEI‘.‘ICHH KOMMOHEHTOE .

Mooyne Bepcua KoHTpONEHAA XapakTep
AvCSPrdl 6.1.3.6287 81043E33 FAD73328 86
AvCSPrBase dll 6.1.3.6287 E37E5A0E DBROI0AT 11
AvTaoken dl 20194 Z291FDASS 24DEFTDIB
AvPass dl 202144 E4ZCERSA DADGZARE A
etSOK.dI 1.0011 B435AD67 FBISCI4C F4
AvRuTaoken dll 0.0.1.10 FE464532 BBEBODCD 8
AwTlzLib dl 0.0.1.162 67382F25 2D522A76 0A
AvTokenRemote dll  0.0.1.127 8539BDDCC FABEGSEE ¢
avedl 1303 GEFBREAZ BAZBFABF 8:
AvSSPc dll 6.1.3.1657 JFBCFO37 B01EARLZ EA
AwCSPCmn dll 6.1.3.1137 BDCAD107 35564600 B
advapidZ di 10.0.15041.2130  7OB4BF14 E2073865 66
crypt32 dil 10.0.15041.2486  1DASDBEC SEBDEFES TF
inetcomm dll 10.0.19041.928 ASODABEIE 8646E554 B W
L4 >

| ] | Omaena

Pucynok 13 - 3akmanka «Bepcus»

3.6. CooObrieHus onepaTopy

Kpunronposaiinep AVCSPBEL BbiaeT cooOrieHust onepaTopy myreM oTOOpakeHus: nH(popMaluu o
COCTOSIHUH TIPOTPpaMMHBIX Moyier u cogepxkumoro HKU, BeiBoanmoii B GUI-unTepdeiice mporpamMmel.

[Ipy BO3HMKHOBEHUHU OMIMOOK COOOIIeHHS ornepaTopy BeimatoTcs B cpene GUI-untepdeiica myrem
BbIBOJIa OKHa C uHGpopmauueir o0 ommOke. [Ipu BzaumoneiictBuun ¢ mnpukiagasiM [1O cooOmenus

BBI3BIBAIOLIIEMY IPOTPaMMHOMY 00€CIIeUeHHIO BO3BPAIAIOTCs B BUJIE K0oJ0B Bo3Bpata MS CryptoAPI.
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4. MEPBI BE3OITACHOCTH

JlaHHBIA pa3fen COACp)UT PEKOMEHIyeMble TpeOoBaHHS oOecredeHus Oe30MacHOCTH TOCTaBKH,
YCTAHOBKH U 3KcCIUTyaTanuu Kpunronposaiinepa AVCSPBEL, koTopsiM OMKHBI €1€10BaTh MOTPEOUTETH B
rporiecce MpUOOPETeHHs U UCTIOIb30BaHus KpunTonpoBaiaepa AVCSPBEL.

Jlannble TpeOOBaHMSI HAIIPABJICHBI HA JJOCTUKEHHUE CICAYIOIINX LEIei:

— [penynpexaeHue HapyUIeHUH [EeJOCTHOCTH U MOMJUHHOCTH MPOrPaMMHBIX KOMIIOHEHTOB
kpunronpoBaiinepa AVCSPBEL;

— obecrieyeHue 3aluThl KpUMITOrpapuuecKux KIodel U JaHHBIX MOTPeOUTeNs OT KOMIIPOMETAIUY;

— o0ecrieyeHne HaISKHOTO (PYHKIIMOHUpOBaHMs Kpunrtonposaiinepa AVCSPBEL.

4.1. Mepbl 6€3011aCHOCTH MPHU TTOCTABKE

[lepenauya nporpammuoro obecneuenus kpunronposaiiaepa AVCSPBEL (manee - [10) notpedurento
MOJKET OCYIIECTBIIATHCS CIEAYIOIIUMHU CIIOCOOAMHU:

— mepeaaya moTpeOUTENI0 KOMITAKT-IucKa ¢ 3anucanibiM [10;

— 3anuch [10 Ha HOCUTENb OTPEOUTENSI IPH OYHOW SBKE YITOJIHOMOUYEHHOTO JIMIIA HA TIPEIIPUSITHAC
(BAO «ABECT»);

— TMepechUIKa IO DIEKTPOHHOHM IMouTe (JOMyCKaeTcs B OTACNbHBIX Clydasx, MpU TECTOBOM

skcrutyararuu [10, mubo npu HeoOxoaumoctu o6HoBieHus [10).

Bo Bcex gaHHBIX ciydasX AJi 3alIMThl OT HECaHKIMOHUpoBaHHOW Monaudpukamuu 1O B mpouecce
noctaBku [10 10 moTpebuTesst NPUMEHSIOTCS CIelyIolue Mepbl 0€30MacHOCTH:

— TIpeAcTaBUTENb MNOTpedutens B mporecce mnonydeHus [1O0 B3aumoaecTByeT ¢ KOHKPETHBIM
cotpyanukom 3A0 «ABECT», ynonnomoueHHbIM Ha niepeaauy [10, npu 3Tom npeacTaBUTeNb HOTPEOUTENS
JOKYMEHTAJIbHO IIOJITBEPKIAET CBOU TIOJTHOMOYMS;

— mo coriacoBanuto ¢ norpedutenem 3A0 «ABECT» mpenocraBiseT mepedyeHb MPOTrpaMMHBIX
KOMIIOHEHTOB [1O ¢ yka3zaHWeM STaJIOHHBIX 3HAYEHHUU BEPCUN M KOHTPOJIBHBIX XapAaKTEPUCTHK B BUJIE XOIII-
3HaYeHUH, BbIPaOOTAHHBIX OT (aillloB NMPOrpaMMHBIX KOMIIOHEHTOB B COOTBETCTBUU CO CTaHIApTOM
Pecny6onuku benapycs CTh 34.101.31-2020 «MHpopMaimoHHbIe TEXHOJIOTHH U 0€30M1aCHOCTh. AJTOPUTMBI

HIH(I)pOBaHI/ISI H KOHTPOJII HCIIOCTHOCTU,
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— mo cornacoBanuto ¢ motpedurenem 3A0 «ABECT» mpemocraBisier, Nmpu HEOOXOIUMOCTH,
notpeburento TectoByro yrwiuty AvVCmUL, mNo3BOJSIONIYyI0 TOMY CaMOCTOSITENIBHO BBIYMCIUTH XOIII-
3HAYEHUS TIOJYYCHHBIX MPOTPAMMHBIX KOMITOHEHTOB [10);
— T10O o6ecnieunBaer B cBoeM GUI-unTepdeiice oToOpakeHHe UCIIOIB3YEMON BEPCUU TTPOTPAMMHOTO

MMpOAYKTA U KOHTPOJIbHBIC X3I-3HAYCHUA NPOTrPAMMHBIX KOMIIOHCHTOB I10.

[Tpu monydyenun norpedutenem I10, B ciayuae, korma oH He 3ampammBai ero y 3A0 «<ABECT»,
HeoOXxoauMo cBs3aThes ¢ coTpyaaukamMu 3A0 «ABECT» (koHTakTHast mHGOpMAIIMs paciojioKeHa Ha caiTe
npeanpusatas https://www.avest.by) u yrounuts ¢axt orrnpaBku 10 B cBoit aapec. Ilpu moaTrBepKaeHUN
orrpaBku [10, moTpeOuTEeNbh TOMKEH BBIMICYKA3aHHBIM CIIOCOOOM TIPOKOHTPOJIMPOBATH COOTBETCTBUE
Bepcuil u nenoctHocth nomydeHHoro I10. Ilpu orcyrctBum noareepxkaeHus or 3A0 «ABECT» ¢daxra

OTIIPAaBKH HO, HOTpe6I/ITCJIB HAOJIKCH BO3ACPKATHCA OT UCITIOJIb30BAHUS ITOJTYYCHHOI'O I10.

4.2. Mepbl 6€3011aCHOCTH MPU YCTAHOBKE M DKCIUTyaTalluu

VYcranoBka 110 Ha xoMmbloTep MOTpeOUTENs JOKHA HMPOM3BOIUTHCS B COOTBETCTBUU C JaHHBIM
pykoBoAcTBOM. [Tpu 3TOM 0MKHBI OBITH OOECIIEUEHBI CIENYIOLINE YCIOBUS:

— Iepe]] YCTaHOBKOW JIOJDKHA OBbITh MPOM3BEAEHA MPOBEpKa X3II-3HAU€HHsI YCTAaHOBOYHOTrO (aiina
[10 ¢ xpm-3HaueHus MU, yKa3aHHBIMU B cepTUdukaTe coorBercTBUs Ha [10, ¢ momolp0 MPOrpaMMHOIO
o0ecreyeHus o pacyeTy X3II-3Hau€HUH, NOJYyYEHHBIX MOTPEOUTEISIMUA U3 TOBEPEHHOI'O UCTOUYHHUKA;

— ycraHoBka [IO fomkHa MPOU3BOIUTHCSA YIOJTHOMOYEHHBIM COTPYAHMKOM THOTpeOuTens,
O3HAKOMJIEHHBIM C JJAaHHBIM JOKYMEHTOM H BBIMOJIHSIONUM 00sI3aHHOCTH aIMUHUCTPATOPA;

— Ha KOMIIbIOTEpE, MpeaHa3HauYeHHOM Juisl ycTaHoBKH [1O, NOMKHBI OTCYTCTBOBAaTh BPENOHOCHBIE
POrpamMMbl («KOMITBIOTEPHBIE BUPYCBI», «PE3UACHTHD», «OTJIAAUUKNY», «KJIaBUATYpHbIE HIIMHOHBI» U T.1.);

— mnocne ycraHoBku [1O, oTuyxgaemblii HOCUTENb (KOMIIAKT-IUCK) C STAJIOHHBIM YCTAaHOBOYHBIM
¢aitnom I1O u 3TaIOHHBIE X3II-3HAYEHUS TPOTPAMMHBIX KOMIIOHEHTOB (CM. 1. 3.5. KOHTpOJIb KOMIOHEHTOB
kpurnromnpoaiigepa AVCSPBEL) 10kHBI ObITh MTOMEIIEHBI B 0€30MaCHOe XPAHWIIHUIIE, JOCTYIT K KOTOPOMY

JIOJKEH UMETh TOJIBbKO YIOJHOMOYEHHBIN IepCoHal HOTpeOUuTesl.

SKCHJ'IyaTaI_II/ISI I1O na KOMIIBIOTEPE HOTpe6I/ITCJ'I}I AO0JIKHA NPOU3BOIUTLCA B COOTBECTCTBUU C NTAHHBIM

PYKOBOJACTBOM. HpI/I 9TOM AOJI?’KHBI OBITh 00€CTICUCHBI CJICAYIOUC YCIIOBUA:


https://www.avest.by/
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— COTpYAHMK, Oskcmyatupyomuil IIO nomkeH ObITh mnpenynpexiaeH o0 OTBETCTBEHHOCTH,
BO3/1araeMol Ha Hero Impu wucnosnb3oBaHuM IO B  HMHQOPMALMOHHBIX CHUCTEMax 3JIEKTPOHHOIO
JOKYMEHT0000poTa, obecneunBaronux cpeacrsamu 110 smekTpoHHy0 H(POBYIO MOAMUCH B COOTBETCTBUU
¢ 3akonoM PecniyOnmku benapyce «O0 37eKTpOHHOM JTOKYMEHTE M AJIEKTPOHHOU HU(POBOM MOIMUCH» HITH
B UHBIX CIIy4asx;

— quis skerryaranuu [1O 1omkeH MCnoiab30BaThCsl, 10 BO3MOXKHOCTH, BBIIEJICHHBIA KOMIIBIOTED C
YCTQHOBJICHHBIM Ha HEM JIMLEH3MOHHBIM CHCTEMHBIM M IPUKIAJHBIM IMPOrPaMMHBIM OOECHEeUYeHHEM U
TOJIBKO HEOOXOMMBIM 110 TeXHOJIOTUH Hcmob3oBaHud [10 B nHpopMaiioHHOH cucTemMe NoTpeOuTeNs;

— KOMIIBIOTEp, MpeiHa3HaueHHbIN A skcryaTauuu [10, qomkeH ObITh 3alUILEH OT «3aKJIaJ0K»,
«KOMIIBIOTEPHBIX ~ BHPYCOB», HECAaHKLIMOHMPOBAHHOI'O HW3MEHEHHS CHCTEMHOI0 M  IPHUKJIAJHOIO
MIPOrpaMMHOTO 00€CTICUeHHUST;

— mo0oe H3MeHeHHe (PEeKOH(UTIypUpOBaHHE, IONOJHEHHWE U T.[.) CUCTEMHOTO M IPHUKIATHOIO
MPOrPaAaMMHOTO OOECTICYeHHST KOMITBIOTEpA JIOJDKHO OBITH COTJIACOBAHO C YIOJHOMOYEHHBIM COTPYIHHKOM
OTpeOUTENs, BHIIOIHSIOIUM 00s13aHHOCTH aIMUHUCTPATOPA;

— COTPYAHHK mOTpeOuTes, sxkcruryatupyronmii [10 1omkeH u3yduTh JaHHBIA TOKYMEHT;

— HKWU, conepxamue muunsle kiaoun DI n mmdpoBanus, B 0TCyTcTBHE pabOTHI C HUMH JOJDKHBI
XPaHUTBCSA B HAJAECKHOM XpaHWJIUIIE, JOCTYNl K KOTOPOMY HMMEIOT TOJIBKO YIIOJIHOMOYEHHBIE COTPYAHUKHU
notpedutens. [lapons Ha noctyn k naHHbIM Ha HKU nomkeH XpaHUTbes B TaiiHe. 3ampenaercss coo0IaTh
KoMy-JIn60 3HaueHue naposis. [Ipu cmene cotpynnuka, padoratomero ¢ HKM, HOBBIN cOTpyIHUK B MEPBYIO
ouepeab TOHKEH CMEHUTh napois Ha goctyn K HKU u xpaHuTs ero B janpHelniemM B TaiHe;

— B IIpoliecce dKCIuTyaTanuu 3anpeniaerca nepenasats HKHU, conepkamue nuunsie knroun O n
@ poBaHusl, TOCTOPOHHUM Julam, octasisaTe HKU 6e3 npucmotpa;

— OTBETCTBEHHOCTh 3a coxpaHHocTb HKM u copepxammxcs Ha HEM JAHHBIX HECET COTPYAHMK
notpedurens, padotaromuii ¢ HKU;

— JIOCTYH K KOMIIbIOTEpY € ycTaHOBJIEHHbIM I[1O nomkeH ObITh OrpaHMYEH M pa3pelieH TOJIBKO
YIOJHOMOYEHHBIM Ha paboty ¢ I10 coTpyaHukam notpedures;

— cpenctBamu OC nmomkHa OBITH oOecrieueHa ayTeHTH(HUKAIMs Mmonb3oBatens npu 3amycke OC, a
TaKxe ayauT coObITuil, cBa3anHbix ¢ [10 (3amyck I10, yrenne-3anuch daiinos u nanueix 110, xpangmmxcs

Ha HOCUTeJIe MHPOPMAIMU KOMIIBIOTEPA);
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— TIpU TPOBEACHUH PEMOHTHBIX W NPO(UIAKTHYECKHX pabOT B OTHOIICHWH KOMIBIOTEpA, Ha
KoTopoM ycraHoBieHO [IO, 1OMKHBI TPUHUMATHCS OpPraHU3AIMOHHBIE MEPHl U HMCIOJIB30BATHCS
TEXHUYECKHE CPEACTBA ISl HCKIIIOUCHHS HECAHKIIMOHUPOBAaHHOTO focTyna K [10;

— OCMOTp M PEMOHT KOMIIBIOTEpa MPEICTABUTENSIMH CTOPOHHHUX OPraHM3alMid MPOBOJSTCS TOIBKO
110J] HAOJII0IEHUEM YIIOJIHOMOUYEHHOT'O COTPYJHUKA IOTPEOUTENS;

— meperada KOMITBIOTEpa JJISI PEMOHTa B CTOPOHHHE OPraHM3allMU ITPOM3BOIMTCS TOJIBKO MOCIE
JEMOHTaKa HAKOMUTEIsl MHPOPMAIMK (HAKOMUTENS Ha )KECTKOM MarHUTHOM Jucke u/mim SSD-aucka);

— PEMOHT HaKomuTensd MH(POPMAIMH, Ha KOTOPOM HHCTAJUIMPOBAHBI IPOTPAMMHBIC KOMIIOHEHTHI
I10, mpou3BoOmUTCS TOJBKO TOCie yHHUTOXeHHs Ha HeM [IO myrem QopmaTUpoBaHHS HAKOMUTEIS

nHpopMaIuu.

B cnyuae BO3HUKHOBeHHs OIIMOOK win cboeB B padbore IIO ymoaHOMOUYEHHBIM COTPYAHMK
nOTPeOUTENS, BHIOIHSIONINI POJIh aIMHHUACTPATOPA JOJKEH:

1. CpaBHUTH BepCcHMM U XOUI-3HAYEHUs IPOrPAaMMHBIX KOMIIOHEHTOB ucnois3dyemoro IIO c
STaJIOHHBIMU. B ciyyae HecoBmaieHHsl COOOIIMTH CBOEMY PYKOBOJICTBY, CBSI3aThCsl C OTAEIOM TEXHHUYECKON
nogaepxkkn  3A0  «ABECT» (koHTakTHass uWHGOpManMs pacloliokeHa Ha CaiiTe MNpennpusTus
https://www.avest.by) u nelficTBoBaTh B COOTBETCTBHUHU C PEKOMEHIAIMSAMU COTPYAHUKA OT/AEIa TEXHUICSCKOU
MOJIIEPIKKH;

2. Y0enutbcsi B paboTOCIOCOOHOCTH KOMITBIOTEPA, €I0 allapaTHbIX U IPOrPaMMHBIX CHCTEM;

3. IlpoananusupoBats xypHaisl ayauta OC;

4. Tlpu HEOOXOIUMOCTH MPOBECTH TpoLIeypy «Oe3omacHoro BocctanoBieHus» [10 (cMm. HUXKeE);,

5. B ciiyyae HEBO3MOKHOCTH BBINOIHEHUS MPOLEAYpbl 0€301aCHOT0 BOCCTAaHOBJIEHUS, MPEKPATUTh
skcrryatamuio [1O, cBsizatbes ¢ oTmenoM TexHuueckord mogaepxkku 3A0 «ABECT» (koHTakTHas
uH(opMaIHs pacnoyiokeHa Ha caiite npeanpustus https://www.avest.by) u meiicTBoBaTh B COOTBETCTBHUH C

PEKOMCHAAOAMU COTPYAHUKA OTAC/Ia TEXHUICCKOU MMOAACPIKKHU.

[Tpouenypa «06e3omacHoro BoccTraHoBieHUs» [1O0 3akmiouyaercs B mnepewHctausimuu [10 Ha
KOMITBIOTEPE C HOCHTENs (KOMITAKT-IUCK) C OTaJOHHBIM YCTaHOBOYHBIM ¢aitiom [I1O. IIpu sTom
PEKOMEHIyeTCsl IPEeIBAPUTENHLHO IPOBEPUTH pabOTOCIIOCOOHOCTH KOMITbIOTEPA 0€3 YCTAaHOBJIEHHOI'O Ha HEM

I10.


https://www.avest.by/
https://www.avest.by/
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IIpumeyanus:

1. B3aumopgeiictBue ¢ otaenom TexHuuecko mnoaaepxku 3A0 «ABECT» mno Bompocam
aKcIuTyaTanuu nporpammaoro obecrnedeHuss 3A0 «ABECT» B0O3MOXHO TpH YCIOBUHU 3aKIIFOUYCHHS
notpedurenem gorosopa ¢ 3A0 «ABECT» Ha conpoBoxaeHue mporpaMMHbIX TPo1yKToB 3A0 «ABECT».

2. Ilotpeburenp, mnomyuuBmuid mporpammuoe obOecreuenne 3A0 «ABECT» Ha 3akoHHBIX
OCHOBAaHHUSAX OT TPEThEH CTOPOHBI, IO BOMPOCAaM SKCIUIyaTallud MporpamMmHoro obOecrneuenus 3A0
«ABECT» momxken oOpamaTrhCsi B OpraHU3aIHI0-TIOCTaBIIMKa Iporpammuoro ooecreuenus 3A0 «ABECT»,

€CJIM MHOE HE OIPEJIEIICHO B JOTOBOPE MEX 1y opranuzamuen-nocraBumkoMm u 3A0 «ABECT».
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5. COKPAILIEHUS

HKMU — HocuTenp KiIr04eBoi nH(popMaIuu;

OC — onepalOHHAs CUCTEMA;

I1O — nporpamMmHOE 0OEcCTICUCHHE;

[ICK3U — nporpaMMHOE CPEeICTBO KPUNTOrPaPUIECKOM 3aTUThl HHPOPMAIIUH;
CK3U — cpeactBo kpuntorpadpuueckoi 3ammTsl HHGOpMaImy;

OUIT — snexTpoHHAs UPPOBAst TOITUCH;

TLS (Transport Layer Security) — mpoTOKOJI 3allMThl TPAaHCIOPTHOTO ypoBHs, ompencineHHbii B CTh
34.101.65.



-32 -

PB5.}OCKM.12004-02 34 01

Jluct peructpanui ”3MEHEHU
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