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AHHOTAIIUA

JlaHHBI JOKYMEHT COJIEPKHUT PYKOBOJICTBO OIEpaTopa NPOrpaMMHOTO MPOIYKTa
PB.FOCKM.13001-06 «IIporpammustii kommuieke «Kommiekt A6oneata ABECT» AvUCK»
(manee — AVUCK).

B nokymente comepxurcs uHGOpMalnMsg 1O YCTAaHOBKE U HCIIOJIB30BAHHIO
MPOrPaMMHOTO TMPOAYKTa. A Takke NPUBEICHBI PEKOMEHIyeMble Mepbl 0OE€30MacHOCTH,
BBITIOJIHEHHE KOTOphIX B mpouecce 3kcruryaranun AvUCK moBblIaeT ypOBEHb 3alUTHI
MH(POPMAIIMOHHBIX aKTHBOB ONEpaTopa U HHPOPMAITMOHHON CUCTEMBI.

Nzrotosutenem AVUCK sBiisercst Oenopycckoe mpeanpusitie «3akpbiToe aKIIMOHEPHOE
obmectBo «<ABECT» (3AO «ABECTY).

Anpec mnpennpusitus: 220116, Pecnybnuka benapych, r. MHHCK, Op-T Tra3eTsbl
«IIpaBna», 1. 5, mom. 3H, ka6. 7.

Ten. +375 (17) 257-99-74, +375 (17) 318-92-34, ¢akc: +375 (17) 303-91-49.

WutepHer-cTpanuia: https://www.avest.by.

DrekTpoHHas moyra: welcome@avest.by.

[Ipu oOHapyxeHun HeucnpaBHOCTH mpu HIkciuryatanun AVUCK, Heobxomnmo
npekpatuth dKkciuryatanuio AVUCK u cBS3aThbesi ¢ MPOM3BOJUTENIEM IO BBIICYKa3aHHBIM
TeneoHaM WM IEKTPOHHON MOYTe.

[apanTHitHblii  CpOK, 00s3aTeNnbCTBA HM3rOTOBHUTENS, Aata wu3rotosieHus AVUCK
YKa3bIBAlOTCA B JIMIIEH3MOHHOM joroBope mpu mnoctaBke AVUCK B cooTBercTBUM C

3aKOHOJaTeIbCTBOM PecnyOnuku benapyce.
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1. HASBHAYEHUE ITPOI'PAMMBI

AVUCK ¢(yHKIIMOHHUPYET Ha MEPCOHATILHOM KOMIIBIOTEpPE KOHEYHOro CcyOBeKTa —
nonp3oBarens (aboHeHTa) WHQPPACTPYKTYPHI OTKPBITHIX Kiouel (mamee - HMOK) wu
npenHa3HavyeH i npenoctaBieHust mnosb3oBaTento MOK kpunrorpaduueckux cepBHCOB
JIEKTpOHHOW mHdpoBoi moamucu (manee — OIIII), mmdpoBaHus, a TaKKe CEPBUCOB
yHOpaBieHUsT KPUNTOrpahUIECKUMU KII0YaMU, cepTU(UKaTaMu OTKPBITHIX KIIOUeH (manee —
COK) u cnuckamu oro3BaHHbIX cepTudukatoB (nanee — COC), KOHTpOJIs LEIOCTHOCTH,
reHEePALNH T1CEBA0CTYYalHbBIX YUCEN.

Taxke AVUCK peammzyer winuentckue yactu TLS u OCSP mporokosnoB rmpu
B3aUMOJIEVCTBUH C COOTBETCTBYIOLIUMU CEPBEPHBIMU ITPOTPAMMHBIMU IPOLYKTaMHU.

NOK — o310 TexHoiormueckas HHQPPACTPYKTypa, CEPBHCHI M  MPOLEIYPHI,
o0ecrnieunBaroIie HEOOXOIUMBIM YPOBEHb JOBEpHUsl M 0€30MacCHOCTH HWH(OPMALMOHHBIX U
KOMMYHUKAIIMOHHBIX ~ CHUCTEM, HCHOJB3YIOIIMX KpPUNTOrpauyecKue aiaropuTMbl C
OTKPBITBIMU KITIOYaMHU.

NOK ob6ecnieunBaer cepBUCH, HEOOXOIUMBIE JJIsl HEMPEPHIBHOTO YIPABICHUS KIOYaMH
B  pACIpENEICHHOW CHCTEME, CBS3bIBAET  OTKPBIThIE  KJIOYM C  BJIAJACNIbLIAMU
COOTBETCTBYIOIIMX JIMYHBIX KJIKOYEN W MO3BOJIAET MOJIB30BATENSAM IPOBEPATH MOIIMHHOCTD
JTUX CBA3EH.

Hens MOK coctoutr B ynpasinenun kpunrorpadpuueckumu kmrodamu, COK u COC,
IIOCPEJICTBOM KOTOpPOTO MOJJEpKUBAaeTCs HanexHas cereBas cpena. MOK mnoszBomser
MCIIOJIb30BaTh KpUIITOrpaduyecKre cepBUCH MU(PPOBAHUS U BRIPaOOTKU HKU(DPOBOI moaMMCH
COTJIACOBAHHO C IIMPOKUM KpPYroM MPHIOKEHUH, HCHOJIb3YIOIMMX KpUOTOrpaduyeckue
QJITOPUTMBI C OTKPBITHIMU KITIOYaMHU.

B kauectBe cpeactB kpunrtorpaduueckoil 3amutbl uH@opMmanuu (nanee — CK3U),
npenocrapisommx kpunrorpaduueckue cepuchkl DIl u mmdpoBanus B cocraBe I[IK
AvUCK ncnonp3yroTcs NpOAYyKTHI:

— IPOTPAMMHOE CPEACTBO Kpunrorpaduyeckon 3aIHTHI uHpopMaIu
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«Kpunronposaitnep AVEST CSP» AvCSP (PB.FOCKW.08000-03). 32-pa3psimHas Bepcust
AvVCSP B 32-pa3psaaubix Bepcusix OC; 32- u 64-paszpsinnabie Bepcur AVCSP B 64-pa3psiaHbix
Bepcusax OC;

— TPOrpaMMHOE CPEIICTBO Kpunrorpadguueckoi 3aIUTHI uHbopMaIu
«Kpunronposaitnep AVEST CSP BEL» AvCSPBEL (PB.FOCKW.12004-02). 32- pa3psiaHast
Bepcusi AVCSPBEL B 32-paspsanbsix Bepcusix OC; 32- u 64-pa3psinabie Bepcun AVCSPBEL
B 64-pa3psanbix Bepeusix OC;

- IPOTPAMMHOE CPEACTBO Kpunrorpaduieckon 3AIINATHI uH(popmanuu
«Kpunronposaitnep AVEST CSP BIGN» AvCSPBIGN (PB.JOCKI.12005-02) (32-
paspsanas Bepcuss AvCSPBIGN B 32-pazpsansix Bepcusix OC; 32- u 64-pa3psiHbie Bepcuu
AVCSPBIGN B 64-pa3zpsanusix Bepcusix OC), HCTIONB3YIOMUNA KPUITOTpahUIECKUE CEPBUCH
maemnss  MATA.467532.003 «YcrpoilcTBa  NMPOrpaMMHO-alIapaTHbIE  3JIEKTPOHHOMN
urdpoBoil noanucyu u mudposanus AvBigny;

- nporpammubiii komiuieke «JCE Provider ABECT» AvJCEProv (PB.FOCKI.08014-
05);

- mporpammHoe cpeactBo «AvConscryptUni» AvConscryptUni (PB.FOCKH.17006-
01).

Kpome storo, B kauectBe CK3U, IIK AvUCK MOXET HUCIOIB30BaTh YCTPOWUCTBO
nporpamMmHo-anmnapatHeie kpunrorpapuieckue «AvHSM-Bign» (MATA.466217.003).

B kauecTBe mnporpaMMHOro CpelcTBa, MNPEAOCTABISIOUIETO CEPBUCHI  YIPABICHHUS
kpunrorpadpuueckumu kiaoyamu, COK u COC:

- mporpammubiii  komruieke «llepconanbHbiii MeHemkep ceptuduraroB ABECT»
AVPCM (PB.FOCKI.08003-06);

- nporpammHoe cpenctBo «Beb marun AvCMXWebPy» (PB.FOCKHN.15015-01).

[Ipumeyanus:

1. Kommuekr nocraBku AvUCK ompenesnsercs mo COrjacoBaHUIO C MOTPEOUTENEM U
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ompeneNnseTcs mnapamMeTpaMu HHGOPMAIMOHHON CHUCTEMBI MOTpeduTens. MUHUMAaTbHBIN
KOMIUIEKT nocTtaBku cojepkuT AVCSPBEL u AvPCM, obecrnieunBaromuii KCIoJIb30BaHNUE B
kadectBe xpanmwmina COK u COC peectp OC Windows win (aiisioBoe XpaHUITHIIIE.

2. HHCTaUISIUOHHBIE (aitbl KOMIIOHEHTOB AvVJCEProv, AvCMXWebP,
AvConscryptUni Bxiouatorcst B noctaBky AvUCK 1o corjacoBaHuio ¢ TOTpeOUTENeM B
3aBHCHUMOCTH OT CUCTEMHOM cpe/ibl HH()OPMALMOHHONW CHUCTEMBI TOTpeOUTENs U TpeOOBaHUI
K UH(GOPMAITMOHHON O€30ITaCHOCTH.

3. Kommnonentst AvJCEProv, AvConscryptUni uHTErpupyroTcs B HWH(pOpPMAIMOHHBIE
CUCTEMBI MOTpedutenss ¢ momolpio Komiuiekta paspaborunka (SDK AvUCK), xoTopsiii

puoOpeTaeTCs OTJEIBHO.

AVUCK o6ecrieunBaeT cieayomnme BO3MOKHOCTH:

—  ompezaeneHue aTpuOyTOB ToOJib30Barenst (BBOJA HeoOXoauMon wuHGOpMaluH,
OTpeIEIISIONIEH MOIb30BaTENs);

—  TEHepalUI0 JIMYHOTO U OTKPBHITOTO KIH0YeH, (OpMUPOBAHUE KAPTOUYKU OTKPHITOTO
KJIt0Ya, CO3/[aHue 3arpoca Ha cepTUu(uUKar;

—  TOAKJIIOYEHHE (IKCIOPT) JIMYHOro cepTudukara, CepTUPUKATOB APYTHX

MoJIb30BaTeNeH, aTpuOyTHBIX CEPTU(PHUKATOB, CITUCKA OTO3BAHHBIX CEPTU(PUKATOB.

AvUCK  oOecrieunBaer  BbINOJHEHUWE  KpunTorpapuyeckux  cepBuco  OLII,
mudpoBaHus, YIpaBICHUS KIOYaMHu, KOHTpoJia IenoctHocTd, ynpasieHuss COK u COC
abonenta MOK, Brumoudast atpuOyTHbIC cepTU(UKATHI, B COOTBETCTBHH CO CIEAYIOIIUMHU
HOPMATHBHBIMH aKTaMH U JIOKYMCHTAMH:

1) T'OCT 28147-89 «Cuctembr 00pab0oTKi HHMGOpMAIUH. 3amuTa KpunTorpaduieckas.
Anroput™m KpunTorpadguueckoro npeodpazoBaHUs Y,

2) CTB 1176.1-99 «MudpopmarmonHas TexHoiorus. 3ammra uHGopMaiun. OyHKIus

XOIIUPOBAHUA
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3) CTb1176.2-99 «WudopmanoHHass  TEXHOJOTHs.  3ammra  HHOOpMAIUH.
[Ipouienypsl BEIPAOOTKH U MTPOBEPKH IIIEKTPOHHOMN HIU(PPOBON MOAHUCH;

4) CTb 34.101.17-2012 «MH(DOpMaIMOHHBIC TEXHOJOTHH U 0e30macHOCTh. CHHTAKCHUC
3ampoca Ha MoJlyuyeHue cepTudukaray;

5) CTb 34.101.19-2012 «MupopMannoHHBIE TEXHOJIOTHH U Oe30macHOCTh. PopMaThl
cepTU(UKATOB ¥ CIHUCKOB OTO3BAHHBIX CEPTHU(PUKATOB WHEOPACTPYKTYPHI OTKPBITHIX
KITIOUEei |

6) CTb 34.101.21-2009 «UWubopmanmonHsle TexHomoruu. HHTepdeiic oOMeHa
uH(popmaIuen ¢ anmapaTHO-POrpPaMMHBIM HOCUTENIEM Kpunrorpaduueckoil mHbopMaiiu
(toxkeHom)» (PKCS#11);

7) CTb 34.101.23-2012 «1HpOpManMOHHBIE TEXHOJIOTHH 1 0e30macHOCTh. CHHTAKCHUC
KpUnrorpadguueckux cooOIeHUN;

8) CTb 34.101.26-2012 «HpOopMaITMOHHBIC TEXHOJOTHU M O€30IaCHOCTb.
OnnaliHOBBIN MPOTOKOJ MpoBepku cratyca ceptudukara (OCSP)y»;

9) CTb 34.101.27-2011 «1udpopmannoHHbIE TEXHOJIOTHH U O€30MACHOCTb.
TpeboBanust 6€30MaCHOCTH K MPOTPAMMHBIM CPEICTBAM KPUMITOTpadhUIeCKOM 3aIInuThI
uHbopMaIunY;

10) CTh 34.101.31-2020  «MHdopMaImOHHBIE  TEXHOJOTMH W 0OE30MacHOCTb.
AnroputMbl mUGPOBaHUS U KOHTPOJIS IIETOCTHOCTHY;

11) CTBh 34.101.45-2013  «MHopMaIlmOHHbIE  TEXHOJOTMHM W 0E30MacHOCTb.
AJTOPUTMBI  3JEKTPOHHOM UU(POBOM MOANUCHM M TPAHCIOPTA KIHOYA Ha OCHOBE
AIUTUTITUYECKUX KPUBBIX);

12) CTb 34.101.47-2017  «MHopMalmOHHbIE  TEXHOJOTHMM W 0E30MaCHOCTb.
Kpunrorpaduueckue anropuT™Mbl TeHEPAIIUH TICEBIOCTYIAHBIX YUCEI»;

13) CTb 34.101.49-2012 «HuHpopMaMOHHbIE TEXHOJOTMH M Oe3omacHocTh. dopmat
KapTOUYKU OTKPBITOTO KITI0Yay;

14) CTb 34.101.65-2014 «MubopmaliOHHBIE TEXHOJIOTHHA U 0€30MacHOCTh. [IpoToKOI
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3aIIUTHI TpaHCIOPTHOrO YpoBHS (TLS)»;

15) CTB 34.101.66-2014 «MupopMamOHHbIC TEXHOJOTHH U 0€3011aCHOCTD. ITpOTOKOJIBI
dbopMupoBaHUs 0OIIET0 KII0Ya Ha OCHOBE DJUTUIITUYECKUX KPUBBIX);

16) CThb 34.101.67-2014  «MupopMallMOHHbIE  TEXHOJOTHH M  0€30MaCHOCTb.
Hudpactpykrypa aTpuOyTHBIX CEpTU(HUKATOBY;

17) CTb 34.101.78-2019 «MupopManroHHBIE TEXHOJOTUN M 0€30MacHOCTh. [Ipoduiib
UHQGPACTPYKTYPBI OTKPBITHIX KIHOUYEH;

18) I[Ipoext PykoBomsmero nokymeHta PecrnyOnwku bemapych  «baHKOBCKHE
texHosioruu. [Ipotokomnsl popmupoBanus oduiero kiouay (IIOOK);

19) TP 2013/027/BY  «udopmannonnsie  TexHojoruu.  CpenctBa  3allUThI
uHpopmanuu. MuadopmarionHast 0€30MacHOCTbY.

B xauectBe HOocuTenei kintroueBoit mHbopmanuu (manee - HKM) AVUCK ucnonssyet
3alUIICHHbBIC TporpaMMHo-ammapaTHbele USB-kimoun AvPass, AvBign, a Takke yCTpOHCTBO
AVHSM-Bign, xotopsie ynosietBopsitoT TpedoBanmsm CTh 34.101.78-2019 (paznmen 11).

[Ipumeuanus:

1. Anroputmsl, onpeaenennsie B ['OCT 28147-89, CTh 1176.1-99, CTb 1176.2-99,
[IOOK, peanusylorcs B KadecTBE TMOMJEPKKH OOpaTHOM COBMECTHMOCTH C paHee
BoimymieHHbIMA ~ Bepcusimu  AVUCK,  skcrutyaTupyeMbIMH B HACTOSIIEE  BpEMS.
Hcnonp30BaHne MaHHBIX AaITOPUTMOB OMpEAeNseTcs KOHPHUTypallMOHHBIMU (aiIamu,
BXOSIIMMHU B KOMIUIEKT rmoctasku AVUCK.

2. Ilpm wucnonp3oBanun AvUCK B kadecTBe KOMITOHEHTa CHCTEMBI 3alllMTHI
uHpopmauu HMHPOPMAIIMOHHON CHUCTEMBI, ATTECTyeMOW B COOTBETCTBUU C MpHUKA3aMU
OnepaTtuBHO-aHAUTHYECKOTO TieHTpa mnpu [Ipesunente PecmyOmmku bemapych m mHBIMU
HOpPMAaTUBHBIMH akTamMu PecnyOmmku benapych, B KauecTBE MEXaHH3MOB 0€30MacHOCTH,
peamu3zyembix AVUCK, crnenyer yuuteiBath Jumb THIIA, npuBencHHbie B cepTUdUKaTe
cootBeTcTBUs TpeboBanusim TP 2013/027/BY.

bonee nonpoOHast uHpopMalys O Ha3HAYEHUH MPOTPAMMHBIX NPOJIYKTOB U3 COCTaBa
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AvUCK coziepKUTCS B JOKYMEHTAX:

—  mporpammHbiii  komruieke «llepconanbubiit MeHemxkep ceptudukatoB ABECT»
AvVPCM. PykoBojctBo oneparopa (P6.FOCKHN.08003-06 34 01);

— MpOrpaMMHOE  CpPEICTBO  KpUNTOrpaQuueckod  3aliThl  HHPOpPMAIUH
«Kpunromnpoaiigep Avest CSP» AvCSP. PykoBoacTtso oneparopa (PB.IOCKHN.08000-03 34
01);

— MpOrpaMMHOE  CpPEICTBO  KpUNTOrpaQuueckod  3aliThl  HHPOpPMAIUH
«KpunrormpoBaiinep Avest CSP  BEL» AvCSPBEL. PykoBoactBo  omeparopa
(PB.FOCKMH.12004-02 34 01);

—  IPOrpamMMHOE CPEACTBO KPUNTOrpapuyecKoi 3aluThl HH(POpMaLuu
«Kpunronponaiinep Avest CSP BIGN» AvCSPBIGN. PykoBoacTBo onepaTopa
(PB.FOCKI.12005-02 34 01).
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2. YCJIOBH A BBITIOJIHEHU A TTPOT'PAMMBI
AVUCK mpennasHadeH st pabOThl Ha TEPCOHAIIBHOM KOMIIBIOTEpPE OOIIEero
Ha3Ha4YCHUs, (PYHKITMOHUPYIOITUM IO YIIPABICHHEM OHOU 13 ciemytonux OC:
— Windows 2008 R1 Server (x32, x64);
— Windows 2008 R2 Server (x64);
— Windows 2012 Server (x64);
— Windows 2012 R2 Server (x64);
— Windows 10 (x32, x64);
— Windows 2016 Server (x64);
— Windows 2019 Server (x64).

Ipumeuanune. Jlonyckaercs padora AVUCK B cpeae caemyrommux OC Windows,
KOTOPBIC CHATHI C MOAIEPXKKH Komranuu Microsoft:
— Windows 2003 Server (x32, x64) SP2;
— Windows XP SP3 (x32) ;
— Windows 7 (x32, x64);
— Windows 8 (x32, x64);
— Windows 8.1 (x32, x64).
B CJIyda€ HMCIIOJIb30BaAHUS BbINICYKA3aHHBIX OC, CHATBIX C HNOAACPKKHW KOMIIAHUH

Microsoft, ycroitunsas padota AVUCK He rapaHTupyeTtcs.

Kpome Toro, mporpammusie kommoHeHThl AVUCK — AvJCEProv u AvConscryptUni —
00eCreunBaOT  BBIMIOJIHEHUE  KPUNTOrpadUUYECKUX  alTOPUTMOB U MEXAHH3MOB,
OTIPE/ICJICHHBIX B TEXHUYECKUX HOPMATHBHO-TIPaBOBBIX akTax PecmyOnuku bemapyce, moj
yIpaBICHUEM ONEPAIIMOHHON CUCTEMBI LINUX.

AVJCEProv nognepxkuaet padoty nox OC SuSE Linux 10 Update 3 u Beimie, Red Hat

Enterprise Linux 4 Update 5 u Boire, Ubuntu Server 16.04 u Bbite nnst apxutektypsl Intel
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x86, x86-64 u smpom 2.4.x u Bbime. Heobxoaumo Hanuuume yCTaHOBJICHHOTro Java
Development Kit (nanee - JDK) Bepcuii 1.8.0.91 u Bbime.

[Mporpammusiii  kommoHeHT AvConscryptUni  obecrieunBaeT TakyKe BBITIOJTHEHUE
KpUNTOrpaUUECKUX aNrOpUTMOB U  MEXAHM3MOB, ONPEICICHHBIX B TEXHHUYECKHUX
HOPMAaTHBHO-TIPAaBOBbIX akTax PecrmyOnuku benapyces, moa yrnpaBieHUEM OIEpalMOHHBIX

cuctem Android u MacOS (rrepedeHb 1o IICP)KUBAEMBIX BEPCHI YTOYHICTCS 10 3aIIPOCy).

BHUMAHME! [lns xkoppektHO#l padotsl kpunromposaiinepoB AvVCSP, AvVCSPBEL,
AVCSPBIGN moz ynpasienuem omnepanuonusix cucreM Windows XP, Windows Server
2003 HeoOX0AUMO IIepe]] YCTAHOBKOM MPOrPaMMHOI'0 00ECIIEUCHHS YCTaHOBUTH OOHOBIICHHE

KB2836198, cooTBercTBYytomIee pa3psaaHocTh U 361Ky OC.

BHUMAHME! Ha BpeMsi yCTaHOBKHM aHTMBHUPYCHOE IPOrpaMMHOE obOecrieueHue (B
ToM uuciie BcrpoeHHoe B OC, nanpumep, Windows Defender) pexkoMeHyeTcss OTKIIOYATh,
T.K. HEKOTOpbIE AHTUBUPYCHBIC MPOTPAMMBI MOTYT MPEMSATCTBOBATH 3alMCH 3HAYCHUI B
peectp Windows M yCTaHOBKE KOMIIOHEHTOB MporpaMM B CHCTEMHbIe mMmanku. Eciu
OTKJIFOUEHUE AHTUBUPYCHOIO IMPOTPAMMHOIO OOECIEeYeHHs] HE TMPUBOAUT K IKEIAEMOMY

pe3ynbTaTy, He00X0AUMO JOOABUTh MHCTAIUISIIMOHHBIN (Dailyl B UCKIIIOUCHHS aHTHUBUPYCA.

st ucnonszoBanusi [IK AvPCM B onepanmonnsix cucreMax Windows mosib3oBartesib
JIOJDKEH UMETh TipaBa « Administrator» nu6o «PowerUsery.

B cnydae wucCnosnb30BaHUS ONEPAMOHHOM CHCTEMBI C YCTAHOBIICHHBIM SI3BIKOM,
OTJIIMYHBIM OT PYCCKOTO, [JIi KOPpPEKTHOro otoOpaxkenus cumBoioB B [IK AvUCK
HEOOXOJIMMO yCTaHOBUTH B HacTporkax OC s3bIK JJISI MPOrpaMM, HE MOJIEP KUBAIOIINX

IOnukoxn — Pycckuid.

AVUCK mpegnazHaueH Jjisi paboThl Ha KOMIIBIOTEPE (CepBEPE), UMEIOIIEM CJICIYIOIINE
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MUHHUMAJIbHBIE TEXHUUECKHUE XapaKTePUCTUKH:
— mnporueccop X86 (X64) ¢ TakTOBOM YacToTOM - He MeHee 2,5 I'T'i;
— 00beMm O3Y - e menee 4 10;
— JKeCTKUH OHCK, conaepxammii He MeHee & [0 cBOOOMHOTO MPOCTpaHCTBA IS
cTtanaapTHoi ycraHoBku OC;
— MOHHUTOD ¢ nojaepxkoit VGA mim 60j1ee BHICOKOT0 pa3pelieHus;
— MaHUNYJATOP MBI Microsoft miim coOBMECTHUMOE yKa3bIBAOIIEe YCTPONCTBO,

— cBobOoaubIif USB-TopT.

Jlns xpanenus muuHbiX Kimroded aboneHToB MOK AVUCK wmcmnonb3yeT oTuykiaembie

HKMN.

BHUMAHMUME! Bo wusbexanue ciaydallHON HeNpeIHAMEPEHHON TMOTepu JaHHBIX
nonb3oBatens Ha HKU (konteitHepoB ¢ nuunbiMu Kiatodyamu DI u T.4.) u/wnm BeIXoaa u3
ctpos HKU mnepen mnepesarpyskoii kKommbioTepa (cepBepa), HEHITATHBIM 3aBEPIICHUEM
paboTsl kpunrorpaduyeckoro 10, nepeycranoBkoit (yaaienueM) kpunrorpagpuyeckoro 1O
(kpunronpoBaijiepa, MEPCOHATBLHOIO MEHEIKepa cepTUdUKATOB U T.A.) HEOOXOAUMO
m3Bieubr HKU 3 USB-nopra komnsroTepa (ceppepa).

B cnydae mpoBeneHust BblmeykazaHHbIx Manunyisainui ¢ [IO 6e3 uzBneuenuss HKU
PEKOMEHAYEeTCsl TOcie 3aBepllieHHs JaHHbIXx MaHunymsiquid ¢ [IO  cpeactBamm
kpunTonposaitnepa AvCSPBEL y6enutbest B pabotocnocooHoctn HKU v Hanuuuu JaHHbIX
nonb3oBatenss Ha HKU. B cnydae nmotepu ganHbIX uiau Beixoga u3 crposi HKM Heobxoaumo
00paTUTHCS B TEXTOIEPIKKY OpTaHU3aIiu, B KOTopoit mpuoodperanocs 110 u HKU.

B xkauectBe otuyxgaemoro HKM AVUCK mnoanepxxuBaer HKMU, ykazanubie B
JOKYMEHTAIIMU Ha KPUIITOIIPOBANUIEPHI, BXOSIINE B COCTAB KOMIUIEKCA.

IIpumeuanue. Hcnonszyembie HKW momkabl OBITH 3apeructpupoBanbl B 3A0

«ABECT» cornacHo mpouenype, onucaHHoul B PykoBoactBe omneparopa AvCSP,
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AvVCSPBEL, AvCSPBIGN.

bonee monpoGHas uHpOpMaIHs 00 yCIOBUSAX BBITOJHEHUS MPOTPAMMHBIX MPOTYKTOB
n3 cocraBa AvUCK conepxutcst B JOKyMEHTax:

— mporpaMMmHbIii  Komiuiekc «IlepconanbHblii  MeHemkep ceptudukaroB ABECT»
AVPCM. PykoBojactso oneparopa (P5.FOCKI.08003-06 34 01);

~ TMPOrpaMMHOE CPEICTBO KpUnTorpaduyeckoi 3aLUTHI uH(popMauu
«Kpunrronponaiinep Avest CSP» AvCSP. Pykosoactso oneparopa (PB.FOCKH.08000-
03 34 01),

— NPOrpaMMHOE CPEICTBO KpunTorpaduyeckoit 3alIUThI uHbOopMauu
«Kpunrronmposarinep Avest CSP  BEL» AvCSPBEL. PykoBomacTtBo omeparopa
(PB.FOCK.12004-02 34 01);

— TPOrpaMMHOE CPENCTBO Kpunrorpaduyeckon 3AIIATHI uH(popmanuu
«KpunrronpoBaitnep Avest CSP BIGN» AvCSPBIGN. PykoBomctBo omepartopa
(PB.FOCKI.12005-02 34 01);

— TPOTrpaMMHBIN KOMILIEKC «Kommniekr  pazpabotunka  AvUCK SDK»

(PB.IOCKH.16018-01). Ontucanue.
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3. YCTAHOBKA U BbIITIOJIHEHUE ITPOI'PAMMBbI
®ynkuroHanbHOCTh Komiuiekca AvUCK obecrieunBaeTcst mapoil mpogyKTOB: MEHEIKED
cepTu(uKaToB (AvPCM) U KPUIITOIPOBAMIED. [lonnepkka  HEOOXOAMMBIX
kpunrorpapuueckux anroputMoB B AvUCK oOecneunBaeTcss MCIOJIB30BaHUEM OJHOTO U3
kpuntomnposaiinepos: AvCSP, AvVCSPBEL, AvCSPBIGN.

CranpmaptHoil koH(urypauued wucnosb3oBanuss AvUCK cuuTaercs cremyromas:
AvPCM coBmectHO ¢ AVCSPBEL.

Kpunronposaiinep AvCSP npennasnaden 115 odecriedeHus: oOpaTHOM COBMECTUMOCTH
¥ OOHOBJICHUSI PAHHUX BEPCUN KPUITOIPOBaaEpa.

KpunronpoBaitnep AvCSPBIGN npennasHauen st oOecrieYeHMs] TOBBIIIICHHBIX
TpeOoBanuii 3amuTel uHGopManmu myTem npumeHenns B AVUCK ammapatHoro CK3U
AVBIGN.

VYcranoka AVUCK 3akirouaeTcs B MOCIEA0BATEIbHON YCTAaHOBKE KPHIITOIIPOBaiiaepa
M 3aTEM MEHEeIKepa CEpPTH(PHUKATOB COMIACHO JTOKYMEHTAallMM HAa JaHHbIE IPOrpaMMHbIE
IIPOJYKTHI.

[Ipu HEOOXOAUMOCTH BO3MOKHA IKCILTyaTalMs Pa3IMYHbIX TUIIOB KPUIITOIIPOBAIEpOB
C MEHEJKEPOM cepTU(UKATOB HA OJJHOM KOMIIbIOTepe. J{J1sl 3TOro Heo0X0AMMO YCTaHOBUTH B
pa3inyHble  KaTaJoTW  OTHENbHBIM  MEHEeIKEep  CepTUPHUKATOB IS KaxJA0ro

KpUNTONpPOBaiaepa.
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4. COOBHIEHU A OITEPATOPY

IIporpammubie  komroHeHTh AVUCK  BBIZAIOT  COOOIIEHHUST OmepaTopy IMyTeM
oTOOpakeHus: MHPOPMAIMH O COCTOSIHUM MPOTpPaMMHBIX Mojayied u coaepxumoro HKU,
BeiBoIMOM B GUI-unTepdetice.

[Ipu BO3HMKHOBEHHH OIMMOOK cOOOMmEHUsT orepaTopy Bbigatorcs B cpeae GUI-
uHTep(eiica myreM BbIBoja OkHa c¢ uH(popmammenr o0 ommbOke. Ilpu B3aumopeicTBuM ¢
npukiaaabM 11O coobieHus BhI3bIBAIOIIEMY TPOrPAMMHOMY O00ECIIEUEHHUIO0 BO3BPAIIAIOTCS
B BHJIe KOJ10B Bo3Bpara MS CryptoAPI.

AvPCM  sBisieTCsi WHTEPAKTUBHBIM MPHIIOKEHUEM, BBIMOJHSIOMIUMCS B  Cpele
omeparmoHHoM  cuctembl  Microsoft Windows. BzaumopeiictBue ¢ omepaTopom
OCYIIECTBIISIETCSl TOCPEACTBOM OOpalleHusi K MyHKTaM MEHI0O M BBOJA JTaHHBIX B TIOJS
nuanoroBeix ¢opm. CooOmieHus ornepaTopy, a Takke wHHbopManus 00 aKTyaJlbHOM
COCTOSTHUM  0a3bl JaHHBIX OTOOpakaeTcsi B  JUAJIOTOBBIX OKHax rpaduyeckoro
MOJIb30BATENBCKOTO UHTEP(PEIica.

bonee moapoGHass wHGOpMaIMs O BBIBOAMMBIX COOOIIEHUSIX OMEpaTopy B
IIPOTpaMMHBIX NpoaykTax u3 cocraBa AvUCK comepKuTCs B JOKyMEHTAX:

- nporpamMmHbii  KomIiuieke «llepconanbnbiii  mMeHemxkep ceptudukatoB ABECT»
AVPCM. PykoBoactBo onepatopa (P5.FOCKI.08003-06 34 01);

— TPOTPaMMHOE CPEACTBO Kpunrorpaduyeckon 3aIUTHI uHpopmanuu
«Kpunronpoaiigep Avest CSP» AvCSP. Pykooactso oneparopa (Pb.FOCKIM.08000-
03 34 01),

— TPOTrpaMMHOE CpPEACTBO KpunTorpahudeckon 3aIlHThI uH(bOopMaIIH
«KpunronpoBaiinep Avest CSP BEL» AvCSPBEL. PykoBojctBo omepaTopa
(PB.FOCKMI.12004-02 34 01);

— TPOTrpaMMHOE CpPEeACTBO Kpunrorpaduueckon 3aIlUThI uHdopmaruu
«Kpunromposaiinep Avest CSP BIGN» AvCSPBIGN. PykoBoacTBo oneparopa
(PB.IOCKH.12005-02 34 01).
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5. JOTIOJIHUTEJIbHBIE BO3MOXHOCTU AVUCK
[Iporpammusiii  komriekc  AVUCK  peanusyer  cienyromue — JOTOJHHUTEIbHBIC
BO3MO>XHOCTH:

1. Kpunrtorpadpuueckue  cepBuchl s BeimodHsemblx  AVUCK  omepanwii
MIPEIOCTABIIAIOTCS .

CJICTYIONTUMU TTPOTPAMMHBIMH MPOTYKTaAMHU:

-  PB.FOCKMU.08000-03 34 01 «IIporpammHuoe cpeacTBo KpunTorpaduyecKkomn 3aimThl
unpopmanuu «Kpunronposaiigep Avest CSP» AvCSP. PykoBoacTBO onepaTopay;

- PB.FOCKN.12004-02 34 01 «IIporpammHOe CpeACTBO KPUNTOTPAPUIESCKON 3AIUTHI
unpopmarun «Kpunromposaitnep Avest CSP BEL» AvCSPBEL. PykoBoacTtBo
orepaTopay;

- PB.FOCKU.12005-02 34 01 «IIporpammHuoe cpeacTBo KpunTorpaduyecKkon 3aiuThl
unpopmarun «Kpunronposaitnep Avest CSP BIGN» AvCSPBIGN. PykoBoacto
orepaTopa;

100 TPOrpaMMHO-ANIAPATHBIMU CPEJICTBAMH:

- MUATA.466217.003 «YcTpoicTBO NpoOrpaMMHO-aIapaTHOEe Kpunrorpaduyeckoe
AVHSM-Bigny;

- MWATA.467532.003  «YcTpolicTBa  mporpaMMHO-almapaTHbie  AJIEKTPOHHOMN
i poBoit moanucu u mudposanus «AvBigny.

2. llpenocraBnenne goctyma k cepBucam AvUCK mnpunoxenusiM, pa3paOOTaHHBIM Ha
s3bike Java (cM. PB.FOCKI.08014-05 33 01 «IIporpammusiii kommuieke «JCE Provider
ABECT» AVJCEProvy. PykoBoicTBO MpOrpaMMHUCTa).

3. Unrerpamuio kpuntorpadgudeckux GyHKIUNA B BEO-TIPHIIOKEHHUS C HCIOIH30BAHUEM

Opay3sepa Internet Explorer.


https://ru.wikipedia.org/wiki/Internet_Explorer
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6. MEPbBI BE3OITACHOCTH
JlaHHBIN pa3fen CoAEpKUT peKOoMeHayeMble TpeOoBaHUs obOecreueHus 0e30MacHOCTU
MOCTaBKH, yCTaHOBKH U dkciutyataiiun AVUCK, KOTOpeIM JOKHBI CIEI0BATh MOTPEOUTENN
B mipoliecce npuodperenus u ucnosb3oBanuss AVUCK (nanee - [10).
JlanHble TpeOOBaHMS HAIIPABJICHBI HA JJOCTUKEHHE CICAYIONINX IENICH:
— TMpEeAyNpeXICHHE HapyLWIEHUH  [EeJIOCTHOCTH W MNOJJIMHHOCTH  IPOrPAMMHBIX
komnoHeHToB [10;
— o0ecnedyeHre 3allUThl KPUNTOTpapUUECKUX KIOYe W JaHHBIX MOTpeOuTeNs OT
KOMITIPOMETAIUY;

— obecniedueHue HajexHOrO QpyHKImoHupoBanus [10.

6.1. Mepsl 6€30MMacHOCTH MPH MTOCTaBKE
[Tepenaya [1O moTpeOUTENIO MOKET OCYIIECTBISATHCS CIEAYIOIIUMHU CIOCOOaMMU:

— 1§epenayda moTpedoUTEN0 KOMIAaKT-AucKa ¢ 3anucaiHbiM [10;

— 3anuck [1O Ha HOcHTENb MOTPEOUTENS MPU OYHOW SIBKE YIMOIHOMOYEHHOTO JIMIa Ha
npeanpusarue (3A0 «ABECT»);

— IIEpPECHUIKA IO 3JIEKTPOHHOM MOYTE (JOMYCKAEeTCs B OTAENBHBIX CIydasx, IPU TECTOBOU

skcrutyataruu 110 mubo npu Heobxoaumoctu ooHOBIeHHS [10).

Bo Bcex naHHBIX ciyyasx Ui 3alIUThl OT HECAaHKIMOHUpOoBaHHOW Moaudukanuu 110 B
npouecce noctaBku [1O moTpeduTento NpuMEHSIOTCS CIeAYIOIe Mephl 0€30MaCHOCTH:

— TIpeAcTaBUTENb moTpeduTens B mpouecce mnonyudeHus I[IO B3aumoneicTByer ¢
KOHKpeTHbIM cOoTpyaHUKOM 3A0 «ABECT), ynomHomoueHHbIM Ha nepenavy [10, mpu
STOM MPEJICTAaBUTEND MOTPEOUTENS JOKYMEHTAIBHO MOATBEPKAAECT CBOU MMOJTHOMOYNS;

— mo cornacoBanuio ¢ norpedurenreM 3A0 «ABECT» mnpenocraBisieT mnepeyeHb
nporpaMMHbIX KOMNOHEHTOB [IO ¢ yka3zaHWeM »STaJOHHBIX 3HAYEHUN BEPCUU H

KOHTPOJIBHBIX XapakTEPUCTHUK B BHUJE XOII-3HAYCHHWH, BBIPAOOTAHHBIX OT (HAIIOB
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MIPOTPaAaMMHBIX KOMIIOHEHTOB B COOTBETCTBUU CO cTaHmapToMm Pecrybmmku bemapych
CTb 34.101.31-2020 «MHpopmaiimoHHbIE TEXHOJIOTUM U OE€30MAaCHOCTh. AJITOPUTMBI
mUGpPOBaHUS U KOHTPOJIS TIEITOCTHOCTH;

— B coctaB AVPCM Bxoaut TectoBas ytuiauta AvCmUL, mo3Bossiomas moTpeouTento
CaMOCTOSITENIbHO BBIYHUCIUTD XAII-3HAYEHUSI TIOJYUYEHHBIX MPOrPaMMHBIX KOMIIOHEHTOB
I10;

— kpuntonpoaiaepel AVCSP, AVCSPBEL, AVCSPBIGN, a Takxe mnporpaMmmMHoe
cpenctBo  AVPCM  oGecneunBator B cBoux GUIl-untepdeiicax orobpaxenue

HCIIOJIb3YEMBIX BEPCHI MPOTrPAMMHBIX IIPOIYKTOB.

[Ipu monyuenuu norpedutenem I[1O, B ciydae, korga oH He 3ampamuBai ero y 3A0
«ABECT», neoOxomumo cBsa3atecsa ¢ corpyanukamMu 3A0 «ABECT» (koHTakTHas
uH(poOpMaIKs PacIoyiokeHa Ha caite npeanpustus https://www.avest.by) u yTounuts ¢akt
ornpaBku [10 B cBoil agpec. [lpu noareepxaennn otnpaBku IO moTpedurens AOHKEH
BBIIIIEYKa3aHHBIM CIIOCOOOM MPOKOHTPOJIMPOBATh COOTBETCTBUE BEPCHM W IEJIOCTHOCTD
nosydeHHoro [10. Tlpu orcyrcrBum noareepxaeaus or 3A0 «ABECT» ¢dakra otnpasku

I1O notpedurens T0JIKEH BO3AEPKATHCS OT UCMOIb30BaHMs nonydeHHoro I10.

6.2. Mepbl 6€30MacHOCTH MPH YCTAHOBKE M SKCILTyaTalliu
VYcranoka 10 Ha KOMIIbIOTEp MOTPEOUTENS AOJMKHA TTPOU3BOIUTHCS B COOTBETCTBUU C
JaHHBIM PYKOBOJACTBOM. [Ipu 3TOM 10JKHBI OBITH 00€CIIEYEHbI CIEAYIOIINE YCIOBUS:
— TepeJ  YCTAHOBKOW  JIOJDKHAa  OBITh  NpOM3BEACHAa MPOBEpKAa  XAUI-3HAYEHUS
ycraHoBoyHoro ¢aina IIO ¢ Xxdm-3HayeHusIMH, YKa3aHHBIMU B cepTU]UKaTe
cootBeTcTBUs Ha [1O, ¢ MOMOUIBI0 MPOrPaMMHOIO OOECIEeYeHHs] MO pacdeTy XdUl-

3H8,‘1€HPII>1, IMOJIYYCHHBIX l'IOTp€6I/IT€J'I$[MI/I N3 TOBCPCHHOI'O HCTOYHHUKA,


http://www.avest.by/
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yctanoBka 110 momkHa IpOU3BOIUTECS YIIOJTHOMOYEHHBIM COTPYAHUKOM MTOTPEOUTEIS,
O3HAKOMJICHHBIM C  JIaHHBIM  JIOKYMEHTOM U  BBIIOJHSIOMIMM  00SI3aHHOCTH
aJMUHUCTPATOPA;
Ha KOMIIBIOTEpE, MpEeIHA3HAYEHHOM i1 ycTaHOBKM [1O, MOMKHBI OTCYTCTBOBATH
BPEJAOHOCHBIE TPOrPaMMbl («KOMITBIOTEPHBIE BHUPYCHI», «PE3UACHTBI», «OTIATUUKWI,
«KJIABUATYPHBIC IITTUOHBI» U T.[1.);
nociae ycraHoBkH [IO oTuyknaemblii HOCHUTENb (KOMIAKT-AMCK) C A3TaJOHHBIM
ycTaHOBOYHBIM (aiiiom [IO u cHHCOK S3TaJOHHBIX XdII-3HAYEHUW MPOTrpaMMHBIX
KOMITOHEHTOB JIOJDKHBI OBITh MIOMEIIEHBI B 0€30MacHOe XPAHWIUIIE, JOCTYI K KOTOPOMY

JOJIKEH UMETh TOJIbKO YIIOJJHOMOYEHHBIN MEPCOHAT MOTPEOUTEIIS.

Okcruryatauua [IO Ha kommbloTepe mOTpeOUTENs AOKHA NPOU3BOJIUTHCA B

COOTBCTCTBHUH C IAaHHBIM PYKOBOJICTBOM. HpI/I 9TOM AOJI’KHBI OBITE 0OeCIICUEeHBI CICAYIOoIuc

YCIJIOBHUSL:

COTpynHUK, Hdkcmyatupyrouid  [IO, gomken  ObIThb  mpenynpexieH 00
OTBETCTBEHHOCTH, BO3JIaraéMoil Ha HEero npu ucnoiyibzoBanuu 110 B mH(pOpMaIIMOHHBIX
CHUCTEMax OJJIEKTPOHHOIO JOKYMEHTOOOopoTa, obecneunBatomux cpeacrsamu 110
AIEKTPOHHYIO IU(POBYIO MOAMUCH B COOTBETCTBUU ¢ 3akoHOM Pecnybnuku benapych
«O0 >IEKTPOHHOM JOKYMEHTE M 3JEKTPOHHOW Hu(POBON MOAMMCH» WM B HHBIX
CIIyvasx;

s skcrryatauun 11O goipKeH HMCeIoap30BaThCs, MO BO3MOYKHOCTH, BBIICIICHHBIN
KOMITBIOTEP C YCTAaHOBJICHHBIM Ha HEM JIMUEH3UOHHBIM CHCTEMHBIM W MPUKIIAIHBIM
MPOrpaMMHBIM O0ECIICYEHUEM U TOJIBKO HEOOXOAMMBIM 10 TEXHOJIOTHU UCTIONb30BAHMS
ITO B nH(OpMaLIMOHHON cUCTEME TTOTPEOUTEIS;

KOMITBIOTEP, TPEeAHa3HAYCHHBIA i dKciutyataruu 1O, momkeH OBITH 3alUIICH OT
«3aKJA0K», «KOMIBIOTEPHBIX BHPYCOB», HECAHKUWOHHPOBAHHOTO  W3MEHEHUS

CUCTCMHOI'O U IIPUKJIAAHOTO IIPOIrpaMMHOT0 O6CCHCIICHI/I$I;
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mo0oe w3MeHeHne (PeKOH(PUTYpPUPOBAaHHE, JOMOJTHEHHWE H T.J.) CHCTEMHOTO |
IPUKJIAJHOTO MPOTrPaMMHOI0 00ECIIEUEHUs] KOMIIBIOTEpa JO0JKHO OBITh COTJIACOBAHO C
YIOJHOMOYEHHBIM  COTPYAHUKOM  MOTPEOUTENS,  BBINOJHSIOIIMM  OOS3aHHOCTU
aJIMUHHCTPATOPA;
COTPYIHUK NOTpeduTes, skciryarupyromuii 110, nomkeH u3yuynTh TaHHBIN JOKYMEHT;
HKMU, coneprxamue muunsie ko DL u mudposanus, B oTCyTcTBHE paOOTH C HUMH
JOJDKHBI XPAHUTHCA B HAJEKHOM XPaHWIIMUIIE, JOCTYN K KOTOPOMY HMEIT TOJBKO
YIIOJTHOMOYEHHBIE COTpYIHUKU noTpedurtens. [lapons Ha noctyn k nanHeiM Ha HKU
JOJDKEH XPaHUTHCS B TaliHe. 3ampelaercs cood1maTs KoMmy-i1100 3HaueHue naposst. [pu
CMEHE coTpynHuKa, padortaromero ¢ HKI, HOBBIiI cOTpyJHUK B TEPBYIO OYEPENb
JOJDKEH CMEHUTH napois Ha goctyn kK HKM u xpaHuTs ero B JajIbHENIIEM B TallHE;
B IpollecCCe OHKCIUTyaTauuu 3amnpemaerca nepeaaars HKU, copepxkamue nuyHbIE
xitoun DI n mmdpoBanus, nocropoHHuM nuiam, octasisate HKU 6e3 npucmortpa;
OTBETCTBEHHOCTh 3a coxpaHHOCTb HKWM u copepykamuxcsi Ha HEM JaHHBIX HeECET
COTPYIHUK moTpedurens, padotaromuii ¢ HKU;
JOCTYIl K KOMITbIOTEPY C ycTaHOBIEHHBIM [IO nomkeH ObITh OrpaHWYEH M pa3peuieH
TOJIBKO YIIOJIHOMOYEHHBIM Ha padoTy ¢ [1O coTpyaHukam norpedurens;
cpenctBamun OC pomkHa OBITH oOecriedeHa ayTeHTHU(UKAIMS TOJIb30BATENS TPHU
3anycke OC, a takxke aynut coObiThii, cBsizaHHbIX ¢ [1O (3amyck I10, ureHue-3anuch
¢aitioB n ganHbIx [10, XpaHAIMXCS HAa KECTKOM JIUCKE KOMITBIOTEPA);
IpU IPOBEJCHUHM PEMOHTHBIX M MPO(PUIAKTUYECKUX PadOT B OTHOLIEHUH KOMIIBIOTEPA,
Ha KOTOpoM YycTaHoBiieHO 1O, NOMKHBI NPUHUMATHCS OpPraHU3ALMOHHBIE MEpPbI U
UCIIOJIb30BaThCAd TEXHUYECKUE CPEACTBA Ui HCKIIOYEHHS HECAHKIMOHHUPOBAHHOTO
nocryna k [10;
OCMOTpP ¥ PEMOHT KOMIIbIOTEpA MPEICTABUTENIIMA CTOPOHHUX OPTraHU3ALMIA MPOBOASITCS

TOJIBKO ITOJ Ha6J'IIOII€HI/ICM YIOOJIHOMOYCHHOI'O COTPpYAHHKA HOTpe6I/IT€J'I$I;
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— mepenavya KOMIIbIOTEpa IS PEMOHTA B CTOPOHHHE OPTaHU3aI[MH MIPOU3BOJIUTCS TOJIBKO
OCJ€ JEMOHTa)Ka HaKomuTellss uHpopManuy (HAKOMUTEIsS Ha >KECTKOM MAarHMTHOM
mucke n/mmu SSD-nucka);
— PpEMOHT HakKoOmHWTeas HHGOpPMAIMKA, HAa KOTOPOM HWHCTANIMPOBAHBI IMPOrPaMMHBIC
KoMmroHeHTsl 10, MpoM3BOAUTCSA TOJNBKO IOCHE YHHUTOKeHHs Ha HeM [IO myrem

dbopMaTUpOBaHUS HAKOMIUTEIS HH(DOPMAITUH.

B cnyyae Bo3HUKHOBeHMs owmMOOK wuian cboeB B padore [1O ynoaHOMOYEHHBIH
COTPYIHHMK OTPEOUTES], BHITOIHSIOIUN POJIb aIMUHUCTPATOPA, TOTKEH:

1. CpaBHUTH BEpCUH U XDII-3HAYECHUS MPOTPAMMHBIX KOMIIOHEHTOB Hcmoib3yemoro [10
C JTaJOHHBIMU. B ciydyae HecoBmaaeHusi COOOUIUTH CBOEMY PYKOBOJICTBY, CBSI3AaThCS C
otnenoM Texuuueckor noanepxku 3A0 «ABECT) (koHTakTHas nH(OpMaLus pacnoioKeHa
Ha caiTe mpennpusatus https://www.avest.by) u neiicTBoBaTh B COOTBETCTBHU C
PEKOMEHJALMSIMU COTPYAHUKA OT/IeNIa TEXHUYECKON MOIIEPIKKH.

2. YoenuTthcs B pabOTOCTIOCOOHOCTH KOMITBIOTEpA, €r0 anmapaTHbIX M MPOTPAMMHBIX
CUCTEM.

3. Ilpoanamm3upoats xxypHaIb! ayauta OC.

4. Tlpu HEOOXOIUMOCTH TPOBECTH TPOLEAYpPY «0Oe30macHoro BoccTraHoBieHUs» [10
(cM. HUXKE).

5. B ciyuyae HEBO3MOKHOCTH BBITIOJIHEHHSI TIPOLIEAYPbI O€30I1aCHOTO BOCCTAaHOBJICHMUS,
MpeKkpatuTh dKcruryaramuio I1O, cBA3aTbes € OTAENOM TeXHHUYeCKOW mnoanepxku 3A0
«ABECT»  (koHTakTHass MHQOpMalusg  paclojokeHa Ha  calTe  NpeAnpUsTHS
https://www.avest.ny) u ngelicTBOBaTb B COOTBETCTBHHM C PEKOMEHIAIUSAMH COTPYIHHKA

oTAacjiaa TEXHUYECKOU IMOOACPIKKH.

[Ipouenypa «be3omacuoro BocctanoBieHus» 110 3akmrouaercs B nepenHcTasiiuu 110

Ha KOMITBIOTEP ¢ HOCUTEIS (KOMITAKT-MCKA) C ATAJIOHHBIM ycTaHOBOYHBIM (aiiiom [10. Ipu


https://www.avest.by/
http://www.avest.by/
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TOM PEKOMEHAYETCs IPEIBAPUTEIBHO MPOBEPUTH PAbOTOCIIOCOOHOCTh KOMIbIOTEpa O€3

YCTAHOBJICHHOI'O HaA HEM I10.

[Tpumeuanus:

1. BsaumopeiictBue ¢ otnenom texHudyeckod noanep:xkku 3A0 «ABECT» no Bompocam
skcrutyatanuu nporpamMmmHoro obecnedueHuss 3A0 «ABECT» B03MOXHO Tpu  yCIIOBHH
3akroyeHus: norpedutenem norosopa ¢ 3A0 «ABECT» Ha conpoBoxkaeHHE MPOTPAMMHBIX
nponayktoB 3A0 «ABECT».

2. Tlotpeburens, nomyuusiui nmporpammuoe obecrneuenne 3A0 «ABECT» Ha 3aKOHHBIX
OCHOBAHMSIX OT TPEThEU CTOPOHBI, [0 BOIIPOCAM IKCILTyaTal[iy MPOTPAMMHOTO 00ECIICUCHHUSI
3A0 «ABECT» pomkeH oOpamarbcs B OpPraHU3alMIO-NIOCTaBIIMKA MPOrPAMMHOIO
obecrnieuenus 3A0 «ABECT», eciiu nHOe HE OIPEENIEHO B IOTOBOPE MEXKIY OpraHU3aIuei-

nocTtaBIkoM U 3A0 «ABECT)».
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5. COKPAIIEHUA

NOK — undpactpykTypa OTKPBITBIX KIIOUEH;

HKMU — Hocutens kimo4yeBoit nHpopmanmu;

OC — onepalliOHHAs CUCTEMA;

[10O — nporpamMMHOE 00€CTIEUEHHUE;

CK3U — cpenctBo kpuntorpaduyeckoil 3amuThl HHOOPMALIUH;

COK — cepTudukar OTKpHITOro KJIH0Ya;

COC — cnucok 0TO3BaHHBIX CEPTU(PHUKATOB;

OUII — anexTpoHHas nudpoBas MOAMUCE,

OCSP (Online Certificate Status Protocol) — oHnaifHOBBIN IPOTOKOJI IPOBEPKH CTaTyca
ceptuduxara, onpeaeneunsiii B CTh 34.101.26;

TLS (Transport Layer Security) — mnpOTOKOJI 3allUThl TPAHCIIOPTHOTO YPOBHS,
onpeneneHssid B CTh 34.101.65.
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