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AHHOTALIUA

JIaHHBI ~ JTOKYMEHT  COJEpPXKHUT  PYKOBOJACTBO  OIlEparopa  NPOTPaMMHOTO  IPOJYKTa
PB.FOCKMN.13008-02 «YTuiura komaHgHoi ctpokd AvCmULt» (mamee — AvCmUL). B moxymenTte
cozepxkuTcs nHpopmals 1mo ucnosibzoBanuo AvCmuUt.

Yrunura komanaHou ctpokn AvCmUt npegHasHadyeHa Jis MPOBEICHUS BCIOMOTATENIbHBIX, a
TaK)K€ TECTOBBIX (KOHTPOJBHBIX) KpUNTOrpaUUecKuX TNPOLEAyp, BKIIOYAIONIMX B  ce0s
BBIPA0OTKY/TIPOBEPKY 3JIEKTPOHHO-IIUPPOBOI MOAMHUCH (manee — DI,
3amuppoBanue/pacmudpoBanme, BHIYUCICHIE 3HAUCHU (DYHKIMU X3IIUPOBAHUs, IPOBEPKY cTaTyca
cepruukara 1o mnpotokoiay OCSP, BbIpaOOTKY M MPOBEPKY KOHTPIOAMHUCH (KOHTPIIOAIKCH
(countersignature) - saeKTpOHHO-IIM(POBAs IMOANKCH, YAOCTOBEPSIOIIAs IPYTYIO 3JIEKTPOHHO-
U (POBYIO MOMIHNCH) U T. .

VYrunura koManaHoN crpoku AvCmUL npennasnavena s npuMeHenus B cpene OC Windows
copmectHo ¢ IIO «IIporpammusbiii kommuiekc «Kommuekt AGonenta ABECT» AvUCK» wu
pacnpocTpansieTcss B ero coctase (B coctae [Iporpammuoro kommiekca «llepcoHanbHbli MEHEIKED
ceprupukatoB ABECT» (AVPCM)).

YTtumura koMaHaHOW crpokn AVCMUL mocraBnsercs B BHAE HUCHOJHIEMOro  (aiina
AvCmuUtX.exe, rae X — Bepcus yTHIUTBL B HacTosIee BpeMs pacpocTpaHseTcs Bepcus 4.

Wzrorosurenem AvCmUL sBisercs Oenopycckoe MpeanpustTHe «3aKpbITOo€ aKLIHOHEPHOE
obmectBo «<ABECT» (3AO «<ABECT»).

Anpec npennpusrtusi: 220116, Pecniy6nuka benapycs, r. MuHck, np. razets! «lIpaBnay, 1. 5, mom.
3H, kal. 7.

Ten.: (+375 17) 257-99-74, 318-92-34, dakc: (+375 17) 303-91-49.

Wurepuer-ctpanuna: https://www.avest.by.

OnekTpoHHas mouta: Welcome@avest.by.
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1. YCJIOBUA BBIITOJIHEHW A ITPOI'PAMMEBI

AvCmUt npennasznaduen s paboOThl Ha MEPCOHATBHOM KOMITBIOTEpE OOMIET0 Ha3HAuYeHUS,
(GYHKIMOHUPYIOUIMM O] YIpaBJIeHHEM OJHOK u3 ciuenyromux OC:

— Windows 2008 R1 Server (x32, x64);

— Windows 2008 R2 Server (x64);

— Windows 2012 Server (x64);

— Windows 2012 R2 Server (x64);

— Windows 10 (x32, x64);

— Windows 2016 Server (x64);

— Windows 2019 Server (x64).

IMpumeuyanue. [lonyckaercs padora AvCmUL B cpene cieayronux OC WiNdows, KOTOpbIE CHSTBI
¢ moaaepKku kommanuu Microsoft:

— Windows 2003 Server (x32, x64) SP2;

— Windows XP SP3 (x32);

— Windows 7 (x32, x64);

— Windows 8 (x32, x64);

— Windows 8.1 (x32, x64).

B ciydyae wucnonb3oBanus BbleykazaHHbIX OC, CHATBIX € MOMACPKKH KomraHuu Microsoft,
ycroiunBas pabora AvCmUL He rapanTupyercs.

Hnsa  wucnonszoBanuss AvCmUt monp3oBaTens JOKEH HMeTh mpaBa  «Administrator
(Anmunuctparop)» 1u6o «Power User (ONBITHBIN MOTH30BATENb ).

Heo0OxonuMo yCTaHOBHUTH MOAAEPHKKY PYCCKOTO SI3bIKa AJSL MPOTpaMM, HE TOICPKUBAOLINX
KOnukon. [ns atoro:

B OC Windows XP, Windows 2003 Server:

1. Ilepeiitu B MeHt0 «Start» - «Control Panel» («Ilyck» - «[lanens ynpaBieHus»), B 3aBUCUMOCTH
OT MapaMeTpOB MPOCMOTPA 3JIEMEHTOB B MaHENIH YNpaBJiIeHUs (KJIACCHUECKUH BHJI WU 110 KaTeropHsM)
BbIOpaTh «Regional and Language Options» («SI3bIKk U peruoHanbHble cTaHAapTh») win «Date, Time,
Language and Regional Options» - «Regional and Language Options» («/lara, Bpems, $3bIK H
peruoHaNbHbIe CTAHIAPTHD) - «SI3BIK U PErHOHAJIBHBIE CTAHAAPTHI).

2. Ha Bxiamke «Regional options» («PermonanbHble mapamerpb») B mone «Standards and
formats» («SI3pikOBBIE cTaHmapThl U (opMaThl») BBIOpaTh pycCKUW s3bIK, B moie «Location»
(«Pacmonoxenney) ykazath bemapyce, Ha Bkiagke «Advanced» («/lonmomaurensHo») B mone «Language
for non-Unicode programsy» («fI3bIk 11 iporpamm, He moaepkuBaronux FOHnKo1») BRIOpaTh pycCcKuit
SI3BIK.

3. BbINonHUTH nepe3arpysKy.

4. TIpoBepuTh 0TOOpaXKEHHUE KOJUPOBKH.

B OC Windows 7, Windows 2008 Server:
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1. ITepeiitu B MeHto «Starty - «Control Panel» («Ilyck» - «I[lanens ynpaBiaeHus»), B 3aBUCUMOCTH
OT MapaMeTpOB OTOOPaKEHHS AJIEMEHTOB B TaHENM YIpaBieHUs (KaTeropusl WIM 3HAUYKW) BbIOpaTh
«Clock, Language and Region» - «Region and Language» («Yachwl, SI3bIK U PETHOH» - «SI3BIK U
peruoHaibHbIe cTanaapThl») win «Region and Language» («SI3bIK 1 peruoHanbHbIE CTAHIAPTHI).

2. Ha Brmanke «Formats» («®opmaTei») BbBIOpaTh PYCCKHMH s3BIK, Ha BKiIanke «Location»
(«Pacnonokenne») BoIOpaTh «bemapych», Ha Bkimanke «Administrative» («JlomoaHUTEIBHO») B TIOJIE
«Language for non-Unicode programs» («SI3bIk mjis mporpamm, He HoaaepKuBaromux FOHUKOI)
Hakath KHOMKY «Change system locale...» («M3MeHUTHh $3bIK CHCTEMBI...»), B OkHe «Region and
Language settings» («SI3bIK 1 pernoHaIbHBIC CTAaHAPTHI») BEIOPATH PYCCKUIT S3BIK.

3. BemmonHuTh nepe3arpysky.

4. IIpoBepuTh 0TOOpaKEHUE KOJUPOBKH.

B OC Windows 8, Windows 8.1, Windows 2012 Server:

1. Ilepeiitu B «Control Panel» («Ilanens ynpaBneHusi») oAHUM U3 CIOCOOOB, MPETyCMOTPEHHBIX
s nanHbix OC. Hampumep, HaBecTH Kypcop MBILIM Ha MpaBblii BEPXHUI WM HIKHUI yroa pabodero
crona. B oTkpeiBuIeiics OokoBoil maHenu BbIOpaTh HyHKT «Settings» («Ilapamerpsi»). B cnucke
napameTpoB BbIOpaTh NyHKT «Control Panel» («Ilanens ympasnenusi»). pyroii cmoco6 — HaxaTb
npaBoil kiaBumed mpimm 1o KHomke «Start» («Ilyck»), BeiOpars myHkKT «Control Panel» («Ilanens
yrpasienus»). [Ipu s3Tom Hyx)HO yuntbiBath, uTo B OC Windows 8 maHHas KHOIKa He OTOOpakaercs,
Uil ee OTOOpakeHUs] HY)KHO Ha paboueM CTOJe MEepEeMECTUTh Kypcop B HIDKHHIM JIEBBIM Yros SKpaHa.
Jlanee, B 3aBUCUMOCTH OT IapaMETPOB IPOCMOTpPA 3JIEMEHTOB, B MaHEIH YIpPaBICHUs (KaTeropus WM
3Ha4kM) BeIOpaTh «Clock, Language and Region» - «Region» («Hacsl, A3bIK U pernoH» - «PernonanbHble
cTaHaapThi») win «Region» («PerHoHaNbHbIC CTAHAAPTHI).

2. Ha Bknanke «Formats» («®opmatbl») BbIOpaTh pycCKMM s3bIK, Ha BkiIajke «Location»
(«MecTtomnonoxxeHue») BbiOpaTh «benapych», Ha Bkiagke «Administrativey («/loMOJHUTENBHO») B MOJIE
«Language for non-Unicode programs» («SI3bIk anis mporpamm, He mojaaepkuBaromux FOHUKOI)
HakaTh KHOMKY «Change system locale...» («/3MeHHTh $3bIK CHCTEMBI...»), B OkHe «Region and
Language settings» («PermoHanabHble CTaHIAPTHI») BEIOPATh PYCCKUIL SI3BIK.

3. BeInonHuTH Nepe3arpysKy.

4. TIpoBepuTh 0TOOpaXKEHUE KOJUPOBKH.

B OC Windows 10, Windows 2016 Server, Windows 2019 Server:

1. Ilepeiitu B «Control Panel» («Ilanens ympaBineHHs») OAHUM U3 CHOCOOOB, MPETYCMOTPEHHBIX
g nanHbix OC. Hampumep, B cTpoke moucka BBecTH «Control». Jlpyroit cmoco0 — HaxkaTh «Start»
(«Ilyck»), B cnucke mpwioxenuid Haitu «Windows System» («CayxkeOnbie Windowsy), BBIOpaTh
«Control Panel» («Ilanens ynpasnenus»). Jlanee, B 3aBUCUMOCTH OT [apaMeTPOB POCMOTpPA DJIEMEHTOB
B IMaHENW ympaBiieHus (kateropust wim 3Hadyku) BeIOpaTh «Clock and Region» - «Region» («Hacer u
peruon» - «PernoHanpHbIe CTAaHAAPTH) N «Region» («PernoHanabHbIE CTAaHAAPTHI).

2. Ha Bknanke «Formats» («®@opmatbl») BBIOpaTh PYCCKUH s3BIK, Ha BKJIaake «Administrative»
(«lonmonnurensHo») B moie «Language for non-Unicode programs» («SI3bIK [uig mporpamm, He
nopaepxxuBaronx FOHMKon») Haxkarh kHoOnKy «Change system locale..» («M3MeHUTH S3BIK
CHUCTEMHI...»), B OKHe «Region settings» («PermoHalbHBIC CTaHAAPTHD») BBHIOPATh PYCCKUN S3BIK.
lanmouky na mynkre «Beta: Use Unicode UTF-8 for worldwide language support» («bera-Bepcus:
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Hcnonb3oBare FOuukon (UTF-8) mig noaaepkku A3blka BO BCEM MUPE») HE yCTaHABINBATh.

3. BremonmHUTh mepe3arpysky.
4. TIpoBepuTh OTOOpAKECHHIE KOJUPOBKH.

BHUMAHHUE!!!
Jlia mpaBUIIBHOTO OTOOpaskeHHWE BCEX CHMBOJIOB B KOMAHJIHOM CTpOKe MpH paboTe ¢ yTUIUTOU

HY)KHO HCIOJIB30BaTh KOAMPOBKY chcp 1251 (komupoBka pycckoro tekcta Windows) mau chep 65001
(UTF-8), mpudTt Lucida Console uiu Consolas.

AvCmUt mnpennasHaueH s pabOThl Ha KOMIIBIOTEpe (cepBepe), HMEIOIMEM CIIEAYIOIINe

MHUHUMAJIBHBIC TCXHUYCCKHUEC XapaKTCPUCTUKH:

— mporeccop X86 (X64) ¢ TakTOBOI YacToToii - He MeHee 2,5 I'T'i;

— 00bem O3V - He menee 4 1°0;

— KECTKHUU NHUCK, cojaepkammid He MeHee 8 ['0 cBOOOJHOro MpOCTpaHCTBA JJIsl CTaHAAPTHOM
ycranoBku OC;

— MoHuTop ¢ noaaepxkor VGA mim 60iee BBICOKOTO pa3perieHus;

— MaHHMITYJISATOP «MBIIIb» Microsoft Wi COBMECTHUMOE yKa3bIBAIOIIEE YCTPOUCTBO,

— cBoboaubIi USB-11opT.

Jis  xpaHeHwsl JIMYHBIX Kioded monbs3oBatenst MOK AvCmUt wucmonb3yer oTdykaaeMbie

HOCHUTENH KIr04ueBOi nHpopmaruu (manee - HKN).

Hnsa paboter AvCmUt HeoOxonMMo Halu4re Ha KOMITBIOTEpPE MOJB30BaTellsl YCTaHOBIECHHOTO

OJTHOTO W3 CJCIYIOUIMX KPUITONPOBAHIECPOB WM CICIHUATM3HUPOBAHHBIX MTPOrPAMMHO-aIapaTHBIX
CK3U:

MPOTpaMMHOE CPEJCTBO KpUnTorpaduueckor 3ammtel nHpopmanuu «Kpunronposaiinep AVEST
CSP» AvCSP (PB.FOCKI.08000-03) (manee — kpunronposaiinep AVCSP): 32- paspsiaHas BepcHst
AVCSP B 32-paszpsanbix Bepcusix OC; 32- u 64-paspsgnabie Bepcun AVCSP B 64-pa3psaHbiX
Bepcusix OC;

IIPOrpaMMHOE CPEJCTBO KpunTorpaduueckoit 3amutel nHpopmanuu «Kpunronposaiinep AVEST
CSP BEL» AvCSPBEL (PB.FOCKI.12004-02) (manee — xpunromposaiinep AVCSPBEL): 32-
paspsaanas Bepcuss AvCSPBEL B 32-paspsamnbix Bepcusx OC; 32- u 64-paspsiiHble Bepcuu
AVCSPBEL B 64-pa3psnabix Bepcusix OC;

MIPOrpaMMHOE CPEACTBO KpumnTorpadguueckoi 3amutsl nHpopmanuu «Kpunrtonposaiinep AVEST
CSP BIGN» AvCSPBIGN (PB.FOCKH.12005-02) (nanee — kpunromnposaitnep AVCSPBIGN) (32-
paspsaHas Bepcusi AVCSPBIGN B 32-paspsimabix Bepeusix OC; 32- u 64-pa3psgHble BEepCUU
AVCSPBIGN B 64-pa3psaubix Bepcusix OC), HMCIMONB3YIOIUN KpUOTOTpaguuecKhue CepBUCHI
uzzenust Y cTpoicTBa MporpaMMHO-anapaTHble 3J1eKTPOHHOW HU(pOBOil moAnucH U muppoOBaHUSL
«AvBign» (MATA.467532.003);

YCTPONCTBO MpOrpaMMHO-anmnapaTHoe kpunrorpapudeckoe «AVHSM-Bign» (MSITA.466217.003)
(manee — ycrpoiictBo «AVHSM-Bigny);

YCTPOMCTBO MpOrpaMMHO-aIapaTHOE JJIEKTPOHHOW HHUPPOBOM moamucu U mudpoBaHUs
«AvBign» (UATA.467532.003) (manee — ycrpoiictBo «AVBigny).
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Yrumura AvCmUt obGecrieunBaeT  BhIMOJHEHHWE Kpunrorpadguieckux ceppucoB  OIIII,
mudpoBaHus, YIpaBieHUs KIoYyaMu, KOHTpois mernoctHoctH, yrpasieHus COK um COC aboneHTa
NOK, Bxitouasi aTpuOyTHbIE CepTU(PHUKATHI, B COOTBETCTBUU CO CIIEAYIOIIMMU HOPMATUBHBIMU aKTaMU
U JIOKyMEHTaMH:

1) TOCT 28147-89 «Cucrtembl 00pabOTKM HHGOpPMALKU. 3aliuTa KpUITOTrpaduyuecKas.
ANTOpUTM KpUNITOTpagUIecKOro mpeodpazoBaHus»;

2) CTb 1176.1-99 «Mudopmanronnas TexHosorus. 3ammra uHGopManuud. DOyHKIHS
X3IIUPOBAHUSY;

3) CTb 1176.2-99 «HMudopmaronHass TexHojorus. 3amura uHGOpMaruu. IIpomeaypsl
BBIPAOOTKH M ITPOBEPKH AIIEKTPOHHON IIU(PPOBOI MOATIUCHY;

4) CTb 34.101.17-2012 «MHpopMaMoHHbIe TEXHOJOTHH H 0Oe30macHOCTh. CHHTAKCHC
3arpoca Ha TOoJTy4eHHue cepTuduKarayy;

5) CTBb 34.101.19-2012 «MudopmMannoHHBIE TEXHOJOTHMH U Oe30macHOCTh. DopMaTh
cepTU(UKATOB U CIIHCKOB OTO3BAHHBIX CEPTU(HUKATOB MHPPACTPYKTYPHI OTKPBITHIX KITFOUEH)

6) CTb 34.101.23-2012 «MudopmannonHbie TeXHOJOTMH U Oe30macHOCTh. CHHTaKCHUC
KPUNTOTpaQHIECKUX COOOIICHUN;

7) CTb 34.101.26-2012 « udopManroHHbIE TEXHOJOIHMH M 0e30macHOCTh. OHIIaHOBBIHM
IPOTOKOJI IpoBepKkH cTaryca ceprudukara (OCSP)»;

9) CTb 34.101.31-2020 «MH(pOpMaIHOHHBIC TEXHOJOTMH W 0€30MaCHOCTh. AJITOPUTMBI
mrppOBaHUs U KOHTPOJIIS LIEIOCTHOCTU Y,

10) CTB 34.101.45-2013 «MHubopMaIMOHHBIE TEXHOJOTMH W 0€30MaCHOCTh. AJITOPUTMBI
3JIEKTPOHHOH IIM(PPOBOI MOANUCH U TPAHCIIOPTA KITI0OUA HA OCHOBE AIIIMITHYECKUX KPUBBIX»;

11) CTb 34.101.47-2017 «IHbOpMAIIMOHHBIE TEXHOJIOTUH U O€30MaCHOCTb.
Kpunrorpaduueckue anropuT™Mbl reHepauy MCeBIOCTyIaHBIX YACEI;

14) CTb 34.101.66-2014 «WHdopMaiOHHBIE TEXHOJOTUH M 0E30MacHOCTh. I[IPOTOKOIIBI
(dbopmMHpoBaHUs OOIIEro KII04a Ha OCHOBE SJUTMITHYECKUX KPUBBIX»;

15) CTb 34.101.67-2014 «MHpopMaOHHBIE TEXHOJIOTUH U Oe3omacHocTh. HpacTpykTypa
aTpUOYTHBIX CEPTHU(PUKATOBY;

16) CTBb 34.101.78-2019 «WHupopMaIiOHHBIE TEXHOJOTHH H 0e30macHOCTh. [Ipoduin
UHPPACTPYKTYPHI OTKPBITHIX KITIOUEH»;

17) TlIpoekr PykoBomsiiero mokymeHta PecnyOmuku benapych «BaHKOBCKHE TEXHOJOTHH.
[Tporokomnsl popmupoBanus odmiero kiouday ([IOOK);

18) TP 2013/027/BY «Wudopmannonnsie texHomorun. CpeacTBa 3amyMThl UHOOPMAIIHU.
WNudopmanronHas 6€30MacHOCTbY.

AvCmUt moxnepxuBaeT KpUNTOTpaQUUECKUE AITOPUTMBI B 3aBUCUMOCTH OT YCTAaHOBJICHHOTO
TUIA KPUNTOMpPOBalepa, CBEACHUS O MOJJAEPKKE KPUNTOrpaduyecKuX airopuTMOB KaXKIbIM THUIIOM
KpunToIpoBaiinepa B otaensHoctu coaepxkarcsa B [IPUJIOXXEHUE 1.

Oopamaem Barie BHUMaHue, yTo B 2020 1. B cBsa3u ¢ npukazom OAILL Ne77 ot 12 mapra 2020 r.
https://oac.gov.by/public/content/files/files/law/prikaz-0ac/2020-77.pdf ObuUlO TpPHHATO pelIeHHE O
IpeKpalleH!uH UCIoIb30BaHus Kpurronposaiiaepa Avest CSP tun 421 base (He3aBHCHMO OT BEpCHN),
peamuzyromero anroputm CTB 1176.2-99. CornacHo npukasy, 3TOT alrOPUTM MOXKET UCIIOIb30BaThCS
TOJBKO 11 nmpoBepku DI
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2. YCTAHOBKA U1 UCIIOJIb3OBAHUNE

YTunura BXOJUT B COCTaB MPOrpaMMHOTO Komiuiekca «llepcoHanbHBIl MEHEMKep cepTU(UKATOB
ABECT» AVPCM (nanee — [IK AVPCM ) u He TpeOyeT MOMOJHUTEIbHBIX MPOLEAYP MO YCTaHOBKE.
WcnonnasieMslii (ailsl yTUIMTHL HAXOAUTCS B OHOM manke ¢ ycraHoBineHHbIM [IK AVPCM.

JUisi  BBINOMHEHHMS  OTACHBHBIX MPOLENyp YTHIUTHI HEOOXOOMMO HaJM4ue KOPPEKTHO
MIPOMMIIOPTUPOBAHHBIX CEPTH(HUKATOB B XpaHWiMIIe, Ha kKotopoe HacTpoeHa [IK AVPCM, u HKU, Ha
KOTOPOM XPaHUTCS COOTBETCTBYIOIUHI K04 BeipaboTku DLII nons3oBaresns.

O6H.IPII>1 CHUHTAKCHUC KOMAaHAbI 3aIllyCKa YTUJIMUTBI BBINIAUT CICAYIOIHUM O6p330MZ

AvCmUt4 <Onepauus> <Bxoauoii ¢paiir> <Ilapamerpbr>

[Mpu 3amycke yTWIMTBI B KOMAaHJHOH CTpPOKE OTOOpakaeTcs BEpCUsi YTHWIMTBI U BEPCHUS
oubmmorexu AvCryptMail.dll:

Yrunmura Avest CryptMail. Bepcus X.X.X.XXX
AvCryptMail.dll. Bepcua X.X.X.XXXX

Bonpmme u maneHpkne OYKBBI B TapamMerpax pasinyaroTcs. To ecTh, KII0UM «-S» M «-S»
03HAYar0T Pa3JIMYHbIEC OIIEpALUH.

B kadectBe pazaenuTens Mexy omnepanueil U BXOAHBIM (pailjioM UCHOIb3yeTcs IpooOes, TakKe B
KaueCTBE Pa3JIeIUTENIs JOMYCTUMO UCIIOJIb30BaTh 3HAK «=». T.e omnepanusa BeipadoTku LI nns daiina
test ¢ ykazaHuem napaMeTpoB ayTeHTU(UKAIH

AvCmUt4.exe —-s test -1 4B5CAFE0235786E28FB55744A756C9BO1E822E66
-p 12345678

OyZeT aHalIOrMyHa
AvCmUt4.exe —-s=test —-1=4B5CAFE0235786E28FB55744A756C9BO1E822E66
-p=12345678

Ecnu B atpulyTrax mapamMeTpoB ecTh MpoOeNbl WIK CHEHabHbIE CUMBOJBI («>», «™» U T.1.), TO

aTpuOyT ciexyeTr OpaTh B ABOMHBIC KaBBIUKH, HAIIPUMED:
—-c "ALEXEY IVANOV"
Ecnu B arpulyTrax mapaMeTpoB €CTh KaBBIYKH, TO X HY>KHO yJIBauBaTh, HAIpUMep:
-X 2.5.4.10="3A0 ""Opraunmuzauua"""

Ecnu npennaznaueHHbI Uit 00paOoTku (haill HaXOIUTCS HE B OJHOW TMamke ¢ YTHIUTON

AvCmUL, Hy>)XKHO IpOTICATh €ro MOJHBIA MyTh.
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3. OCHOBHBIE OITEPAIINUA

OO0s13aTeIbHO HY)KHO YKa3aTh OJHY U3 OTICpaIlHiA.
BxonmHo#t (aiin 00s3aTenbHO yKa3bIBaeTCs IMOCHe YKa3aHus TpeOyemol omepamuu (3a
UCKJIFOYCHUEM OIIIMH BBIBOJIA CIIPABKU O TIPOrpamMMe -?).

3.1. BeiBoj crpaBku o mporpamme (-?)

AvCmUt4.exe -?

OT0Opa3uTh Ha PKpaHe CIIUCOK MOCPKUBAEMBIX OINEPAIlil U TapaMETPOB.

3.2. ®ynkiuu BeipadoTku DI
3.2.1. Beipabotka DIIIT BxoaHoro ¢aiina (-S)

AvCmUt4.exe -S <moanucbiBaeMblii (paiia>

Ecnu mapamerp «BbIX0HOH daiia» (cM. m. 4.2.1. Yka3zaHue BbIX0HOT0 (paiija (-0)) He yKa3zaH,
MOMUCAHHBIN IOKYMEHT OYyJIeT 3alican B (ailil ¢ pacIMpeHreM «.pP7S».

ITpumep:

AvCmUt4d .exe -s test.txt

3.2.2. Beipabotka ponoaautensHoi DI (—S)

AvCmUt4.exe -S <noanucsiBaemblii ¢aiia>

BxoaHolt daiin 1omKeH coaepikaTh MOANUCAHHBIM JOKYMEHT, onepaius 100aBut HoByro JLIIT.
Ecnu mapametp «BbIXOIHO# (aiin» He ykasaH (cM. I 4.2.1. Yka3aHue BbIX0aHOT0 daiina (-0)),
MOJIMMCAHHBINA JOKYMEHT OyZeT 3anucaH B (paiii ¢ pacmpeHreM «.p7s». Eciau nononHuTensHast
OUII BeIpabatbiBaeTcs K (ailily ¢ pacIMpeHUEM «.p7s», TO IPU BBIIIOJHEHUH ONepaliy JaHHbIN
¢aiin Oyner mepesamucaH, MOITOMY Hago Wi n00aBnaTe ¢aar —R (cm. m. 4.5.1. 3amenuTsn
cymecTBywmuii ¢aiin (-R)), win yka3piBaTh apaMeTp «BbIXOAHOH (aitm.

Ecnu nononuutensHas DLII BeipaOateiBaercs k ¢ainy ¢ paznenbHoi DI (kak BeipaboTaTh
paznenshyto OUII cm. B m. 4.4.4. He BK/IWYATL MCXOAHBIA JOKYMEHT B MOANHUCHIBaeMoe
cooomenne (-T)), Hy)KHO yKa3zaTh ¢ailn JoOKyMeHTa s mpoBepku paszaenbHoit DIIT (cm. m.
4.2.3. Ykazanue (paiijia 1okymMeHTa [1J1si npoBepku pasaeannoii I (-F)).

[Tpumep:

AvCmUt4.exe —-S test.txt.p7s -R

3.2.3. TIposepka DLIIT (-V)
AvCmUt4.exe -v <npoBepsiemblii ¢aiia>

IIpu mposepke DLII B mor OyayT BeIBomUTHCS pe3ynbrar mpoBepku OIIII, mata m Bpems
BeIpaboTku DI, nadopmaius o cyObekTe-moanucanTe U3 ero ceprudukara, nHGopMalus o
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NEUCTBUTENBPHOCTH  cepTu(dUKaTa ToAmucaHTa. BxonmHoil ¢daiim  momkeH  coxepikarb
MOANUCAHHBIA TOKyMeHT. Ecnu mapameTpsl ykazaHusi ceptudukaTta mpoBepsieMON MOJANUCH He
3amanbl (cM. 1. 4.3. JlomojiHWTe/NbHbIE NapaMeTpbl AJs BbIOOpa cepTH(PHUKATOB NpPHU
npoBepke JUII u 3amm¢ppoBanmu), Oynyr nposepensl Bee DIl B nokymente. Ecim
napaMmeTp «BBIXOJHOU (haiim» He yKa3aH, BBIXOIHOU Qaitn Oyner 3anmucad B ¢ailyl ¢ UCXOTHBIM
pacupeHneM.

[Tpumeuanue. Eciu npu nposepke DL mcmons3oBanuck HEASHCTBUTENBHBIE CEPTH(PHUKATHI
(HampuMep, € HUCTEKIIUM CpPOKOM JEWCTBHUS), TO pe3yJbTaThl BBINOJHEHMS (QYHKIUH OynyT
coJiepKaTh OMIMOKY ¢ yKa3aHMEM cepTH(HKaTa, KOTOpbIi ObL1 HexelcTBUTENeH. Ilpu 3Tom B
pesyabTare npoBepku DLII BeBoguTes coobimenue «3LII coolmieHus BepHa», 4TO O3HAUYaAET
OTCYTCTBHE OHIMOKK B pabote anroputma nposepku OLIII, T.e. memocTHOCTh coOOlIEHUs He
HapymeHa, HO npu 3ToM OLIII cooOuieHus sBiseTcss «HEAEHCTBUTENBHOW» B IOPUAUYECKOM
CMBICIIE.

[Ipumep:

AvCmUt4d.exe -v test.txt.p's

3.2.4. TIposepka DL 6e3 3anmucu ucxoaHoro gaiina (-V)
AvCmuUt4.exe -V <nposepsiemblii (paiia>

IIpn mposepke DLII B nor OyayT BbIBoAMTHCS pe3ynbTar npoBepku DL, mata um Bpems
BoIpaboTku DL, nadopmamnus o cyObekTe-moanucanTe U3 ero cepruduxara, nHGopManus o
NEeHCTBUTENBHOCTH  cepTu(UKaTa TmoAnucaHTa. BxogHoi  ¢aiin  JOMKEeH  colep’kaTh
MOANUCAaHHBIA TOKyMeHT. Ecnu mapameTpsl yka3zaHusi cepTudukaTta mpoBepsieMON MOJANKUCH He
3amanbl, OyayT npoBepensl Bee DI B qokymenTe.

ITpumeuanue. Eciu npu nposepke DLIT ucnonp3oBannuch HeAEHCTBUTENbHbBIE CEPTUDUKATHI
(HampuMep, € UCTEKIIUM CpPOKOM JEWCTBHUS), TO pe3yJabTaThl BBINOJHEHHMS (QYHKIUH OyIyT
coJiepKaTh OMIMOKY ¢ yKa3aHHeM cepTH(HKaTa, KOTOpbIi Obu1 HexaelcTBUTeNeH. Ilpu 3Tom B
pesyabtare npoBepku OLIT BeBoguTcs coobmenue «ILII cooluieHns BepHa», YTO O3HAYAET
OTCYTCTBHE OMIMOKK B pabore anroputma nposepku JLIII, T.e. memoctHOCTH cOOOIIEHUs He
HapymeHa, HO npu 3ToMm OLIII cooOuienus sBiseTcss «HEAEHCTBUTENBHOW» B IOPUANYECKOM
CMBICJIE.

[Tpumep:

AvCmUt4d.exe -V test.txt.p’s
Taxoke ucnonb3yercst (1 BBIXOTHOHU (haidt OyJIeT co3aBaThCs):

e npu nobasnernn B coobmenne orBera OCSP cepBepa mpoBepku craTyca cepTudukara,
arpuoOyTHOTO ceprudukara (cm. m. 5. IlpoBepka craryca cepTuukara mo mMpPoOTOKOIy
OCSP),

e 1pu yaocroBepenuu DL cooOmieHus, MpU yAOCTOBEPEHUU KOHTPHOAMUCH (CM. M. 6.
BbIpadoTKa KOHTPIOAMUCH).
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3.3. ®ynkiuu mudpoBaHus

3.3.1. 3ammppoBanue BxomHoro (aiina (-e)
AvCmuUt4.exe -e <sammppoBbiBaeMblii ¢aiia>

HyxHo yka3zatb atpuOyThl ceprudukara moxydatens 3amudpoBaHHOTO Qaiisa, Ui KOTOPOTro
OyzeT mpou3BeAeHO 3ammdpoBaHue, ey MOIydaTeNId He ONpEIesieHbI, 3alu(poBanue Oyaer
npousBeficHO Ha cebs. Ecnm mapamerp «BbIXOAHOH (haim»y He ykasaH, 3alIM(pOBAHHBIN
JOKYMEHT OYJIET 3arucaH B Gailyl ¢ paCIIMpeHUEM «.P7Ex».

Ceptudukar moiydatenst 3almuppoOBaHHOTO COOOIIEHUS JOJKCH HAXOJUTCS B CETEBOM
CIPAaBOYHHKE CEPTUPUKATOB U OBITH IEHCTBUTEIILHBIM HA MOMEHT 3amu(POBAHHUS.
MaxkcumanbHOe KOJMYECTBO TOdydaresnell 3amu@poBaHHOTO COOOMICHHS yKa3aHO B (aiiie
AvCmUt4.ini B cextmu [ENCRYPT] (100 o ymosI4aHuio):

[ENCRYPT]
MaxRecipient=100

Ecim  xonmuecTBO mosrydarenei  3amupoBaHHOTO coobmenuss Oompme 100, Hamo
orpemakTupoBaTh ¢paitt AvCmUt4.ini, yka3aB Hy»KHOE KOJHYECTBO.

[Ipumep:

AvCmUt4d.exe —-e test.txt

3.3.2. Pacmmdporanue BxoaHoro daiina (-d)
AvCmuUt4.exe -d <pacmudpoBbiBaemblii daiiir>

BxonHo#t ¢aiin nomkeH coaepkaTh 3alin@pPOBaHHBIA JOKYMEHT, IOJIy4aTeaeM KOTOPOro
ABIIICTCA BJIQAENCl JIMYHOro Kiro4a. Ecim mapaMeTp «BBIXOJHOM (ain» HE yKasad,
pacirdpoBaHHbIN JOKYMEHT Oy/IeT 3amucaH B Gailsl ¢ HICXOAHBIM pPacCIIMPEHUEM.

[Tpumep:

AvCmUt4d.exe —-d test.txt.p'e

3.4. ®yukuuu BeipadboTku DI u 3ammdpoBanus

3.4.1. Bripabotka DIIIT u 3ammpposanue BxoaHoro ¢aiina (-E)

AvCmUt4.exe -E <noanucwsiBaemslii 1 3ammudpoBbiBaeMblii ¢aiii>

O06s3aTenbHO HY)KHO yKa3aTh aTpuOyThl cepTuduKaTa noxyuyatens 3amudpoBanHoro ¢aiina, s
KOTOpOro OyAeT Mpou3BeleHO 3aiupoBaHUE, €CIM [OJydaTelid He ONpeAeTeHbl —
3amu@poBanue OyneT mpous3BeneHo Ha cebs. Ecnm mapamerp «BBIXOJHOHM (ailim» He ykasaH,
MTOAMMCAHHBIN 1 3amMPOBAHHBIA TOKYMEHT OYy/eT 3anucan B Gaiiil ¢ paciupeHreM «P7S.p7ex.

MakcumanbHOE KOJIMYECTBO ToJydaTesield 3ammgpoBaHHOTO COOOIICHHS yKa3aHo B (paiine
AvCmUt4.ini B cekumu [ENCRYPT] (100 mo ymorganuio):
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[ENCRYPT]
MaxRecipient=100

Ecnmu xommyectBo momydareneit 3amudpoBaHHOTO cooOmieHust Oonbiie 100, HyXHO
orpenaktupoBath (aitn AvCmUt4.ini, ykazaB Hy)KHOE KOJIHYECTBO.
IIpumep:

AvCmUt4d.exe -E test.txt

3.4.2. Bripabotka nomnonauTenbHoN DI n 3ammudposanue BxoaHoro daiiia (-G)
AvCmUt4.exe -G <moanucbiBaeMblii 1 3ammM(ppoBbIBaeMblii daiir>

BxonHoit daiin gomkeH coaepkaTh MOAMUCAHHBIN JOKYMEHT, onepaius 100aBuT HOBYyr0 DLIII.
OO6s13aTenbHO HAIO YKa3aTh aTpUOYTH cepTUduKaTa monydaress 3amudpoBanHoro Qaiina, s
KOTOpOro OyzAeT nmpousBeaeHo 3amudpoBanue (cM. m. 4.3. /lonoaHUTeIbHbIE TApaAMeTPbI 1151
BbiOOpa cepTudukaroB npu nposepke DIl u 3ammdpoBaHum), eciau Moaydyareid He
orpeeneHsl — 3ammudpoBanue OyaeT mpousBeaeHo Ha cebs. Eciau mapaMmerp «BBIXOTHOW (haitmy
HE yKa3aH, MOJNMMCAaHHBINA U 3amr(poBaHHBIA JOKYMEHT OyJeT 3anmucaH B (aiisl ¢ pacmupeHneM
«prs.prer.

ITpumep:

AvCmUt4d.exe -G test.txt.p7s

3.4.3. Pacumdporanue u nposepka DI (-D)
AvCmUt4.exe -D <pacuudpoBbiBaemblii 1 IpoBepsieMblii ¢aiiir>

ITpu mpoBepke DI B jor OyneT BHIBOAUTHCS MH(POPMAIUSA O CyObEKTE-MOIMUCAHTE, a TaKXKe
JaTa U BpeMs ToJAnucu. BxoaHol (aiin momkeH cojepaTh MOJMUCAHHBIN U 3amu(poBaHHBIN
JIOKYMEHT, IoJTydaTelieM KOTOpPOro SIBJISETCS Biajesel JIMYHoro kitoda. Ecnu mapametpsl amns
ompenereHus: cepTudukata MpoBepsieMoil MOAMUCH He 3ahaHbl, OyayT npoBepensl Bee DLIII B
nokymeHTe. Ecnu mapameTp «BbIXOIHOU (aitm» He ykazaH, pacumdpoBanHblil ¢daiin 6e3 DI
Oyzer 3anucaH B (a1 ¢ HCXOTHBIM PACIIUPEHHUEM.

[Tpumep:

AvCmUt4d.exe -D test.txt.p7s.p’e

3.5. OyHKIMY BBIYUCIICHUS 3HAYCHUM XAITUPOBAHUS

3.5.1. Beruncnenue 3HaueHus GyHKun xsmupoBanus o anroputmy CTh
34.101.31-2020 Belt (-H)

AvCmUt4.exe -H <ucxoausliii ¢aiia>

IIpumep:

AvCmUt4d.exe -H avc.dll
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3.5.2. Brruucnenue 3nauenust GyHkuuu xsmupoBanud mno anroputmy CTh 1176.1-
99 BHF (-h)

AvCmuUt4.exe -h <ucxoanblii daiiir>

[Tpumep:

AvCmUt4d.exe -h avc.dll

3.6. dyHKIMU pabOTHI C cepTHPHUKATAMU

3.6.1. 3amyck mactepa ummnoprta ceprudukaroB 1 COC u3 daiina *.p7b (-1)
AvCmuUt4.exe -i <¢aiia PKCS#7 (*.p7b)>
[Ipumep:

AvCmUt4d.exe -i certificate.p’b

3.6.2. Ummopt COC u3 daiina *.crl (-C)
AvCmuUt4.exe -C <gaiia ¢ COC (*.crl)>
ITpumep:

AvCmUt4.exe -C CRL.crl

3.6.3. O6noBnenune COC u ceprudukaroB Y1l onnaiin (-CDP)
AvCmUt4.exe -CDP <gaiia Touek pacnpocrpanenuss COC>

IIpumep:

AvCmUt4.exe -CDP CrlDPExt.txt

3.6.4. 3amyck MacTepa reHepaiiu 3amnpoca Ha ceptudukar (-r)
AvCmuUt4.exe -r <BbIxoaHOii ¢aiii (*.req)>

3amyck MacTepa reHepaliy 3anpoca Ha cepTu(HUKar.

ITocne co3mganus 3ampoca OH OyAeT COXpaHEeH B yKazaHHBIN ¢ain. J{ns reHepauu 3ampoca Ha
OCHOBE NpEIOIpeesIeHHOro mabjaoHa Ha cepTudukar, ucnonabsyire onmuio —t (cm. m. 4.2.4.
VYka3zanue ¢aiiia madaona Ha ceprudukar (-t)).

ITpumep:

AvCmUt4.exe -r request.req -t face.tpl



-16 -
PB.FOCKI.13008-02 34 01

4. IIAPAMETPBI

4.1. TTapameTpsl ayTeHTU(DUKALNN TTOJTH30BATEIS

HapaMeTpLI aYTeHTI/I(bI/IKaHI/II/I I0JIB30BATENIA HE ABJISIOTCI 00513aTeIbHBIMU.

Q)

4.1.1. Ykazanue uaeHTU(DHUKATOpa OTKPHITOrO KJtoua cepTudukaTa mojib30oBaTess

AvCmUt4.exe <omepamusr™> <BxoaHoi (paiinr> -l <upenrndpuxarop>

Wnentudukatop  OTKpPHITOrO  Kiro4a  cepTU(duKara  IOJb30BaTelsl  yKa3blBaeTcs B
HIeCTHAALATEpPUYHOM BHJE. B ciyuae, ecnu JaHHBIM apaMeTp HE yKasaH, IporpamMmoi Oyzaer
BBIJIaH JTHAJIOT /ISl BBIOOPA JIMYHOTO CepTH(HKATA.

Ecnu mpu 3TOoM Takke yka3aHO 3Ha4YeHHE Hapois (mapamerp —p), TO YTWIHTa He OyaeT
BBIBOJIUTh HMKAKUX JHAJIOTOBBIX OKOH, a €CJIM MapaMeTrp —P HeE yKa3aH, TO OyJeT BBbIBEIEH
JUAJIOT JUIs BBOJA 3HAYECHHUS M1apOoJIsl.

[Ipumep:

AvCmUt4d .exe -s test.txt -1
4B5CAFE0235786E28FB55744A756C9BO1E822E66

- Belpabotka DIl x daiimy test.tXt ¢ ykazanumem uWAECHTH(PHUKATOpPA OTKPHITOrO KIFOYa
cepTu(UKaTa MOIH30BATENS, BHIIOIHAIOUIETO ONEPAIIHIO.

4.1.2. Yka3aHue 3HaUCHUS MapoJIsd K KOHTEHHEPY C IUYHBIM KIrodoM (-p)
AvCmUt4.exe <omepanus> <BX0AHOH (paiii>-p <maposp>
[Tpumep:

AvCmUt4d.exe -s test.txt -p password

- BeipaboTka DIIII k daitny test.txt ¢ ykazanuem 3Ha4eHUS MapoJIsl HA JOCTYN K KOHTEHHEPY ¢
JIMYHBIM KJIIFOYOM.

4.1.3. be3 ayrentuduxammu (-NA)

AvCmUt4.exe <omepauusi> <BxoaHoii ¢paiia> -NA

IIpu mcnonbp30BaHUU TaHHOTO MapaMeTpa XpaHWIUIIEe cepTU(UKATOB JTOHKHO OBITH B peecTpe
wim LDAP

MoskeT UCTI0Ib30BaThCS:

1. npu nposepke DI

[Tpumep:

AvCmUt4d.exe -v test.txt.p7s -NA

2. 3ammdpoBanuu (TP BBHIOOpE MoNydyarenei 3amudpoBaHHOTO cooOmeHus, cMm. m. 4.3.
JomosiHuTE/IbHBIE MapaMeTpbl 1 BbiOopa cepruduxaToB npu mnposepke I u
3amM(ppPOBAHNH).

IIpumep:
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AvCmUt4d .exe -e test.txt -c "MrahHor M. UN." -NA

4.2. JlonoJHUTENbHBIE TapaMETPHI

4.2.1. Ykazanwue BeIxogHoro (aiina (-0)
AvCmUt4.exe <omepauusi> <BX0AHOIi (aiija> -0 <BbIXOAHOIi (aiia>

B cnydae, ecnu 1aHHBIN mapaMeTp OMyIleH, ¢aii OyieT co3aH ¢ paclIMpeHUEM 0 YMOIYaHHIO
1U1s BBIOpaHHOM ollepanuy.
IIpumep:

AvCmUt4d .exe -s test.txt -o test

4.2.2. Yka3zanwue (aina s 3aiicy pe3ybTaToB BhINOIHEHUs onepanuii (-O)

AvCmUt4.exe <onmepamusi> <BxoaHo# ¢aiia> -O <daiia qis 3anucu>

Hcnons3oBanue:
npu nposepke DLIIT: B nanubIil daiin Oyaer 3anucaHo 3HAYCHHE UICHTU(UKATOPOB OTKPHITHIX
kiroueit, nmposepka DIIIT kotopeix mponuia yenemso (cMm. mm. 3.2.3. Ilposepka DI (-v) u
3.2.4. lIposepka DIIII 6e3 3anucu ucxoaHoro gaiina (-V));

[Ipumep:
AvCmUt4d.exe -v test.txt.p7s -0 ip.txt

Opy BBIYKCICHHH 3Ha4YeHWi ¢(yHkimid xsmupoBanus Belt u Bhf (em. m. 3.5. ®ynkuun
BBIYHC/IEHUS 3HAYEHHI XIHPOBAHUS);

[Tpumep:
AvCmUt4d.exe -v test.txt.p7s -0 ip.txt

npu BeinojaHeHun omepanun O6HoBiAeHHe COC wu ceprudpukaroB YI[ (em. m. 3.6.3.
OonoBaenune COC u ceprudpuxaros YII onnaiin (-CDP)).

ITpumep:
AvCmUt4.exe —-CDP CrlDPExt.txt -0 result.txt

4.2.3. Ykazanwue (haiina 1oKyMeHTa s npoepku pasaenbraoi DI (-F)

AvCmUt4.exe <omepauusi> <BXxoaHoii ¢aiia> -F <¢paiin ¢ HCXOAHBIM TOKYMEHTOM>
Hcnons3yercs npu nposepke DL, B ciaydae, ecnu npu BeipadoTke DLIT ucXonHblid TOKyMEHT
He ObUI BKJIIOYEH B TMOAMHCHIBaeMoe cooOmieHue (cM. m. 4.4.4. He BKJI0OYATHh HCXOMAHBIH
AOKYMeHT B moanucbiBaemoe coodmenue (-T)). Ilpu nposepke oraenenHon JLII1 3ammch
BBIXOAHOTO (haiina He TPOU3BOIUTCS.

[Tpumep:

AvCmUt4d.exe -v test.txt.p’7s -F test.txt
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Taxke mapamerp —F wucnomb3yercs mnpu BbeIpaboTke momosHuTenbHON OIII x  daitmy ¢
pasnensHoit DIIII (kax BeIpaboraTe momonHuTenbHyr OIII cm. B m. 3.2.2. BbipaGoTka
ponojuuteabHoit DI (-S)).

IIpumep:

AvCmUt4d.exe -S test.txt.p7s -o out.txt.p7s -F test.txt

4.2.4. Ykazanue (aiina mabdiioHa Ha ceprudukar (-t)
AvCmULt4.exe <onepauus> <BXxoaHou ¢aiiir> -t <¢aiin madaona>

HeoOs3arenpubiii mapametp. Hcmonb3yercss Mpu TeHepaluu 3ampoca Ha ceprudurar (cm.
n.3.6.4. 3anmyck MacTepa reHepanuu 3anpoca Ha ceptugukar (-r)).

[Tapametp yka3biBaeT ums Qaiia, B KOTOPOM HAXOAUTCS IIa0JIOH 3ampoca Ha cepTudukar, ams
TeHepaluy 3anpoca Ha CepTU(HKAT C UCIOJIb30BAHUEM JAaHHOTO 1abJIoHa.

ITpumep:

AvCmUt4.exe -r request.req -t face.tpl

4.2.5. YkazaHue Marku JUIsg MOMEIIEeHUs BEIXOAHBIX (haiiioB (-P)
AvCmUt4.exe <omepauusi> <BX0aHoii (aiia> -P <ums nmanku>
ITpumep:

AvCmUt4.exe —-s test.txt -P "c:\out"

- BeipaboTka DIIT mst daiina test.txt ¢ ykazanueMm manku c:\OUt JJIsl TOMEIIEHHST BBIXOIHOTO
¢aiina test.txt.p7s.

4.2.6. Yka3zanwue (haiiia jiora Jisi BBIBOJIOB PE3YJITATOB BHIMIOJIHEHUS ONIepaIuii (-
LOG)

AvCmUt4.exe <onepauus> <sxoanou ¢aiia> -LOG <paiix jora>

Ecnu nanHblil mapamerp He 3aiaH, TO mo ymomdanuroo Qaiin nmora AvCmULt4.log cosnaercs B
TeKyIlel namnke (B nanke, U3 KOTOpoi ObLIa 3amylieHa KOMaHHas CTPOKa).
ITpumep:

AvCmUt4.exe -s test.txt -LOG "c:\LOG FOLDER\AvCmUt4.log"

- BeIpaboTka DI mis ¢aiina test.txt ¢ ykasanuem ¢aiina ¢:\LOG_FOLDER\AvCmULt4.log
JUTS 3QITACH PE3YJIbTATOB BBIMIOJIHECHHUS OTICpPAIINH.

4.2.7. 3anper Ha 3anuch jora (-LOG NUL)
AvCmUt4.exe <omepauusi> <Bxoanoii ¢aiia>-LOG NUL
ITpumep:

AvCmUt4d .exe -s test.txt -LOG NUL
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4.3. lonomHuTENbHBIEC TApaMETPhI Il BbIOOpa cepTudukatoB rnpu nposepke DI u
3amuppoBaHUM

JlaHHbIe TIapaMeTphl MOTYT OBITH YyKa3aHbl NpU 3amU(ppOBAaHUM Ui BbIOOpA MOIydaTess
3amm@poBaHHOro cooOmenuss U npu nposepke DLIT mis BeiGopa tex LI, koTopbie HaIO
IIPOBEPUTD.

4.3.1. Ykazaanre Common Name (-C)
AvCmuUt4.exe <omepanusi> <BxojHoii paiia> -c <Common Name>

[Tapametp ucrnonb3yercs sl yKa3aHUs OOLIMX JaHHBIX (HauMeHoBaHue opranusammu, ©. U. O.
BJIaJICTIbIIa CePTU(HUKATA OTKPBITOTO KIFOYa H T.[I.).

ITpumep:

AvCmUt4d.exe -v test.p7s -c "ALEXEY IVANOV"

— nposepka DIIII B ¢aiine test.p7s ¢ ordbopom cepTuduKaToB, BIAIEIBIIEM KOTOPBIX SBIISCTCS
ALEXEY IVANOV.

4.3.2. Ykazanue atpudyta cyonekra (-X)
AvCmUt4.exe <omepamus™> <pxoaHoi ¢paiia> -X <OID>=<3nauenune>

Takux mapamMeTpoB B KOMAaHIHOH CTPOKE MOXET ObITh yKa3aHO HECKOJIbKO, IPU 3TOM Oyaer
MIPOU3BOJIUTCS OTOOP CEPTH(PHUKATOB, B KOTOPHIX YCTAHOBJCHBI BC€ YyKa3aHHbIC aTpuOyTa
cyObeKTa.

[Tpumep:
AvCmUt4d.exe -v test.p7s -X 2.5.4.10="3A0 ""Oprauuzaumua"""

— nposepka DLIII B ¢aiine test.p7s ¢ ordbopom cepTru(UKaTOB, BRITYIIEHHBIX Ha OpraHU3aIUI0
3A0 "Opranuzanus"

4.3.3. Yka3zaHue JOMOTHEHHUS, UMCIOIETOCs B cepTu(uKare B TEKCTOBOM Bujie (-X)

AvCmUt4.exe <onepanusi> <BxoaHoii ¢aitia> -x <OID>=<3nauenmne>

Takux mapameTpoB B KOMaHAHOW CTPOKE MOKET OBITh yKa3aHO HECKOJBKO, MpPU ITOM Oyner
MIPOU3BOIUTCS OTOOP CEPTH(PHKATOB, B KOTOPBIX YCTAaHOBJICHBI BCE YKa3aHHbIE JJOMOTHEHMUS.

[Tpumep:
AvCmUt4d.exe -e test.txt -x rfc822Name=test@email.org

— 3ammdpoBanue (Qaiina test.txt Ha mosb3oBaTeneil, B cepTuuKaTax KOTOPBIX yKa3aH aJpec
AIIEKTPOHHOM MOYTHI test@email.org.

4.3.4. Ykazanue OID pacumpeHHOro npuMeHeHus Kiroda (—U)

AvCmUt4.exe <omepauusi> <BxoaHoii ¢aiia> -u <OID>
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Takux napameTpoB B KOMaHJIHOW CTPOKE MOXKET OBbITh YKa3aHO HECKOJIbKO, IPH 3TOM Oyaer
MIPOU3BOIUTCS OTOOp CcepTU(UKATOB, B KOTOPHIX YCTAHOBJICHBI BCE YKAa3aHHBIC PACIIMPEHHBIC
IIPUMEHEHHUs KJIF0Ya.

IIpumep:
AvCmUt4d.exe —-e test.txt -u 1.3.6.1.4.1.12656.101.1.1

— 3ammm@poBanue (Qaiina test.txt na monp3oBareneil, B cepTU(UKATaX KOTOPHIX YCTAHOBJIEHO
pacuimpeHHoe npumeHenue kimoua ¢ OID 1.3.6.1.4.1.12656.101.1.1. B nmanHom npumepe
MIPOU3BOUTCS OTOOpP cepTU(UKATOB, IMEIOIINX PACIIMPEHHOE MpuMeHeHue kitoua “Tloamnuch
JIOKYMEHTOB Ha 0aHK.

Jlanubie mapameTpbl oTOopa ceprudukaroB (-C, -X, -X, -U) MOTYT HCIIOJIb30BATHCSI COBMECTHO, MPHU
3TOM MPOU3BOJUTCS OTOOP CEPTUPUKATOB, YIOBIECTBOPSIONINX BCEM YKa3aHHBIM YCIIOBHUSM.

4.3.5. Ykazanue uaeHTH(PHUKATOPA OTKPHITOTO Kirova cepTrdukata (-K)
AvCmUt4.exe <omepamus™> <BXoaHo# (paitr> -K <upeHTnpukarop>

Takux mapamMeTpoB B KOMaHIHOW CTPOKE MOXET OBITh YKa3aHO HECKOJBbKO, OyIyT OTOOpaHbI
CepTH(HKATHI C YKa3aHHBIMH UCHTU()UKATOPAMH.

WNnentudukaTtop OTKPBHITOrO KJO4a SIBISETCS YHUKaJIbHBIM mapameTrpoMm. llpu ero yxazanuu
3a/1aBaTh OCTaJbHBIEC TAPAMETPBI HE CIEAYET.

[Ipumep:

AvCmUt4d.exe -e test.txt -k
AB5CAFE0235786E28FB55744A756C9B91E822E66 -k
462D8D14A47BA35B3DBR7DDEFSBES1ICDO6DI9EDD337

— 3ammdpoBanue ¢aiina test.txt Ha nBa ceprudukara ¢ uaeHTUPUKATOPAMHI OTKPHITOTO

kiroua 4B5CAFEQ0235786E28FB55744A756C9B91E822E66 mis ogHoro u
462D8D14A47BA35B3DB7DDF5BES1CD0O6D9EDD337 mist mpyroro.

4.3.6. Kontpomns atpulyToB arpubyTHOTO cepTuduKaTa (cepTudUKaTOB) MPU
BbIpaboTke u mposepke DI (-A)

AvCmUt4.exe <omepauusi> <BxoaHoii ¢gaiia> -A <OID>=<3nauenune>

Takux nmapameTpoB B KOMaHJIHOW CTPOKE MOXXET OBbITh yKa3aHO HECKOJBbKO, MPHU ITOM OyneT
MIPOU3BOAUTCS OTOOp aTpUOYTHBIX CEPTU(UKATOB, B KOTOPBIX YCTAHOBICHBI BCe YyKa3aHHbIE
aTpuOYTHI.

Ipu Bripadorke DUII (cm. mm. 3.2.1. Beipagorka DIII Bxoanoro ¢aiina (-S) m 3.2.2.
Boipa6orka ponmosmmutensnoii I (-S)), mpousBoauTcs MOMCK aTpUOYTHOTO cepTU(HUKATa
VIIOBJICTBOPSIIONIETO TApaMETPOM  KOHTPOJISI, HAWISHHBIA CcepTUPHUKAT IOMENIaeTcsl B
MOJITMCAHHOE COOOLIEHNUE.

Mpu nposepke DI (cm. mm. 3.2.3. Iposepka DI (-v) u 3.2.4. IIposepka DI 6e3
3anucu ucxogHoro ¢aiina (-V)), mpoBepseTcs COOTBETCTBHE cepTH(]UKaTa mapamerpam
KOHTPOJIS, €CJIM cepTU(UKAT HE YJOBIETBOPSIET MapameTpaMm KOHTPOJIS, IPOU3BOIUTCS MOUCK
aTpUOYTHBIX CEPTU(PUKATOB B COOOIICHHMM M XpaHWIUIIE CEPTUPUKATOB U MPOBEPAETCS
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COOTBETCTBHUE TapaMeTpaM KOHTPOJS, a TaKKe JEeHCTBUTEIBHOCTh aTpHOYTHOTO cepTU(UKATA.
Ecnu tpebyemsblit atpuOyTHBIN cepTudukat He HaiaeH, D11 cuntaercs HeACHCTBUTETLHOM.

IIpumepsr:
AvCmUt4.exe -s input.txt -A 1.2.112.1.2.1.1.1.1.2=123456789

- mobaBneHue aTpuOyTHOTO cepTU(HKaTa B MOAMUCAHHOE COOOIIeHHE (aTpHOyT:
VHII=123456789):

AvCmUt4d.exe -v output.p’7s -A 1.2.112.1.2.1.1.1.1.2=123456789
- npoBepka DI s opranuzanuu ¢ YHII 123456789

4.4, ®naru, mo3BoJigrone He BKIouaTh ceptudukarel, COC, UCXOIHBINA JOKYMEHT
B MOAIMMCAHHOE COOOIIIEHUE

4.4.1. He Bxto4ath cepTU(UKATHI B TIOIKCAHHOE cooOMIcHHE (-M)
AvCmUt4.exe <omepauusi> <BX0AHOI (aiia> -m

[To ymonuaHWIO B TOJNHMCHIBAEMOE COOOIICHHE BKJIFOYAIOTCS BCS IIETOYKa CepTU(UKATOB OT
CepTHU(HUKATOB KOPHEBOTO W TOJYMHEHHOTO YIOCTOBEPSIIOIIMX ILIEHTPOB 10 cepTudukara
MOJIMKCHIBAIOIIETO U BCE COOTBETCTBYIOIIHME CIIMCKHA OTO3BaHHBIX cepTudukaros. [Ipu ykazaHnuu
JTaHHOTO (hrara Iernovyka cepTU(UKATOB B IOANMCAHHOE COOOLICHHE BKIIFOUATHCS HE OYeT.
Ucnone3ytorcss s omeparnuit  BeipaboTku  DUI/monomuurensuoit OUIT (em. mm. 3.2.1.
Boipa6orka DI Bxoanoro ¢aiina (-S) u 3.2.2. Beipa6orka nonoanurensnoii LI (-S)).

[Tpumep:

AvCmUt4d .exe -s test.txt -m

4.4.2. He Bkimtoyath cepTU(UKATHI U3aTeNeH B OAMKCaHHOE coobmeHue (-m1l)
AvCmUt4.exe <omepanus> <BxoaHo# paia>-ml

[Tpu ykazanue nanHoro (hyara B MOAIMUCAHHOE COOOIIEHUE Oy/IeT BKIIOYATHCS TOIBKO JTMYHBINA
ceprudukar moAmucaHTa 0e3 cepTU(PHUKATOB yIOCTOBEPSIONIUX IIEHTPOB U CIIHCKOB
OTO3BAaHHBIX CEPTH(PHKATOB.

Ucnone3ytorcss s omepanuit  BeipaboTku  DUI/monomuurensuoit OUIT (em. mm. 3.2.1.
Boipaoorka JIIII Bxoanoro gaiina (-S) u 3.2.2. Beipadorka gonoauureasnoi I (-S)).

[Tpumep:
AvCmUt4d .exe -s test.txt —ml

4.4.3. He Bxmouats COC B moamucannoe coodbiienue (-M)
AvCmUt4.exe <omepaunusi> <BxoaHoii paiia> -M

[Tpu yxazanue naHHOTO (hr1ara B OJAMHCAHHOE COOOIICHHE OYAEeT BKITFOUATHCS TOIBKO JTMYHBIN
cepTuduKaT MOAMUCAHTA U CEPTU(PUKATHI U3/IaTesIe 0€3 CITMCKOB OTO3BAHHBIX CEPTU(PHUKATOB.
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Ucnone3ytoress s omeparnuii  BeipaboTku DU/ monomaurensroit OLIT (em. mm. 3.2.1.
Boipadorka IIIII Bxoanoro gaiina (-S) u 3.2.2. Beipadorka gonoanureasnoi I (-S)).

[Tpumep:
AvCmUt4d .exe -s test.txt -M

4.4.4. He BKIII0YaTh MCXOIHBIN JOKYMEHT B IoAnuchiBacMoe coooienue (-T)
AvCmUt4.exe <omepauusi> <BxoaHoii ¢gaiia> -T

JlanHbIil (aar ykasslBaeTCs NMPU HEOOXOIUMOCTH BBIpAOOTKHU pasnenbHoi DI, T.e. moamucu
¢aiina 6e3 coxpaHeHUs UCXOJHOTO JOKYMEHTA B BBIXOJIHOM (ailie.

Ucnone3zytorcs s omepanuit  Boipabotku DI/ monomaurensuoit OLIT (em. mm. 3.2.1.
Boipa6orka DI Bxoanoro ¢aiina (-S) u 3.2.2. Beipa6orka nonoanurensnoii LI (-S)).

[Ipumep:
AvCmUt4d.exe -s test.txt -T

IIpu mnposepke otaenenHor OLII HykHO yKa3aThb (Qailm ¢ HCXOTHBIM JOKYMEHTOM C
ucnoibp3oBaHueM mapamerpa —F (cm. m. 4.2.3. Yka3anue ¢aiina 1oKkymMeHTa /sl TPOBEPKH
pazneannoii I (-F)), 3anuck BeixoaHOrO (haiiia mpu 3ToM MPOU3BOIUTHCS HE OYy/IET.

Jis Beipabotku nomomautenbHOM DI x dadiny ¢ ormenennou DIII mapamerp —T He
IIpUMEHSIETCA, YKa3bIBaeTcs (aill ¢ MCXOAHBIM JIOKYMEHTOM C HCII0JIb30BaHWEM Hapamerpa —F,
(cM. m. 4.2.3. Yka3zanue daiija fokymMeHTa s nposepku pasaenabnoii LTI (-F)).

4.5. lononHuTenbHbIE (praru

4.5.1. 3amenuts cymectBytommii paiin (-R)
AvCmUt4.exe <onepauus> <BxoaHoi ¢aiia> -R

Hcnone3yercs B ciydae, ecid UMs BBIXOJHOTO (aiina coBmagaer ¢ uMmeHeMm (haiina, yxke
CYLIECTBYIOILIETO B YKa3aHHOM Marike, U HaJl0 €ro nepe3arncarh.

[Tpumep:
AvCmUt4d.exe -V test.txt.p7s -R

4.5.2. YcTaHOBUTH JaTy U BpeMs BBIXOJAHOTO (haiijia paBHOM J1aTe€ U BpEeMEHU
BX0HOTO (aiina (-a)
AvCmUt4.exe <onepauus> <BX01HOMH aiir> -a
IIpumep:
AvCmUt4d.exe -V test.txt.p7s -a
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4.5.3. Onepaiuio BbIMOIHATh, €CJIH XOTS Obl OJIUH U3 CEPTU(DUKATOB YIOBICTBOPSET
ycioBuio (-n)
AvCmUt4.exe <omepanusi> <BX0JHOii (paiia> -n

Ucnomnb3yercs:

1. opu nposepke DI (cm. mm. 3.2.3. Ilposepka DI (-v) u 3.2.4. IIpoBepka IIIII Ge3
3amMcH UCXoaHOoro (aiiia (-V);
IIpumep:
AvCmUt4d.exe -v test.txt.p7s -n

2. npu mnpoBepke orBera OCSP cepBepa mpoBepku craryca cepTudukara/arpuOyTHOTO
ceprudukara (cM. m. 5. [IpoBepka craryca ceprudukara no nporoxkoay OCSP);
[Ipumep:
AvCmUt4d.exe -v out.p/s.p’7s —-o result.txt -VERIFYTIME SIGNTIME -n
- mposepsercs daiin ¢ gonoaauteapHoi DI, orBer OCSP Ob11 00aBIeH U BBIpaOOTKE
Tonbko fomnonHuTenbHor DI, ecnu Ob1 mapameTp —N He ObLT yKa3aH, TO ObLIa ObI OIIKMOKA
Oummoka: OCSP orBer 111 JaHHOTO cepTU(HUKATA OTCYTCTBYET B COOOIIEHHMN;

3. mpu 3ammppoBaHuK Ha momydartens (cM. m. 4.3. JlomoJHHUTeIbHbIe MapaMeTpbl JJIA
BbIOOpa cepTudukaToB npu nposepke I u 3ammdppoBanun).
ITpumep:
AvCmUt4d.exe —e test.txt -k
4B5CAFE02357860E28FB55744A756C9B91E822E66 —k
462D8D14A47BA35B3DB7DDF5BES1ICDO06D9EDD337 —n

4.5.4. TIpocmoTtp DUII coobrenuit (-VIEWMSG)
AvCmUt4.exe <onepauus> <exoanoi ¢aiiar> -VIEWMSG

Hcnons3oBanue:

e npu nposepke LTI (cm. mm. 3.2.3. Ilposepka DI (-v) u 3.2.4. IIpoBepka
OUII 6e3 3anucu ucxoaHoro gaiiaa (-V);

e 1pu BeipaboTke nononHuTensHoi DLIT (cm. m. 3.2.2. BeipaboTka
ponoaauTeabHoi DI (-S));

e 1pu ONLINE mpoBepke craryca ceprudukara/arpudyrnoro ceprudurara (cm. mm. 5.1.
ONLINE mnpoBepka craryca ceprudukara (-L) m 5.2. ONLINE nposepka craryca
aTpudyTHOro ceprudukara (-LA));

e 1pu npoepke DI coobmenwmii, conepxamux orBer OCSP cepBepa mpoBepku craryca
ceptuduxara/arpubyTHOro ceptudukara, B TOM YUCIE C HCIOIb30BAaHUEM MapaMeTpa —
VERIFYTIME (cm. m. 5.5. TIpoBepsiTh cTaTyc cepruduKaTa Ha yKazaHHoe Bpems (-
VERIFYTIME));

® TIpu BBIPaOOTKE/TIPOBEPKE KOHTPIOAUCH (cM. 1. 6. BbIpadoTka KOHTpHOATNCH).

JlanHbIi apaMeTp OTKpbIBaeT okHO mpocMmotpa JLIII B rpaduueckom untepdeiice.

Oxkno npocmotpa DIIT cocTonT U3 YeThIpex 3akIagoK (OTKPBIBAIOTCS B JICBOM YaCTH OKHA):
e OO6uwme (cBeneHus o HUPPOBOI MOAMNCH),
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e ATpuOYTHI OAIHKCH,
e AtpuOyThl cepTuduKara,
e [lyts npoBepku (TIOKa3aHa BCS MEMOYKA CEPTUPHUKATOB, YAOCTOBEPSIOMINX TaHHBIN
ceptuduKar, 10 KOPHEBOTO).
[TpaBast 9acTh OKHa COCTOUT U3 TPEX MOJICH:
e DOIIII coobmeHus,
e Konrent (oToOpaskaeTcst COAEPKUMOE COOOIIEHN),
e Ceprudukare/COC, nobaBneHHBIC B COOOIICHUE.

3aknaoka «Obwuey.

OtoOpakaercs mHpoOpMaIUs O CYOBEKTE-MOANMMCAHTE, a TAKXKE JaTa M BpeMs IMOAMHCH (CM.

Pucynok 1. 3akmagka «OO01mue»).

PKCS#7 X

O6wwe |A1p1465m>| nmnucul Arputyrel cemu@uxara] Myre npnaepml
3L coobiuerms

‘_= Ci o Bpema noanucu: 20.10.202315:10:44 =2
&r¥| 373 UMPPOEAR NOANUCE ABHCTEMTENEHS é’ ALEXEY IVANOV

CeeneHua o Noanqcaled cTopone
Mone | 3naverme |

\/’ Owwue aaHHbIe ALEXEY IVANOV, PASBY-MP011282

\/ Koa crpariel BY

\/ WaeHTU®HKALUOHHBIR [AMYHBIR) HoMep PASBY-MP011282

W Pammnia IBAHOU/MBAHOB Korrent

« s e [recTosce coobluetite
TecTosoe coofiluerme

\f Oruecteo ANAKCER YNANIMIPABIYAANEKCER BNAIMMWPOBMY Tecrosoe coofituierine
TecTosoe coobuenne

\/ Agpec 3 EKTPOHHON NoYTEl ivanov@gmail. com Tecrosoe coobutere

Tecrosoe coobuienne
TecTosoe coobuueHite

CepTid mn/COé 8 coob
[E)ALEXEY VANOY

[ENoaummensit yaocTosepsiowmi LeTp
[EKopresoit yA0CTOBEPSIOWIAR LEHTD
EElNonwmerbi YAOCTOBEPRIOWMA LEHTP
BE)Kopresoit yaocTosepsiowiii LeHTp

Pucynok 1. 3akmanka «O0mme»

3axnaoxka «Ampubymuel noonucuy.

Otobpaxaercst uHpopmanms o0 arpulOyrax moamucH (Bepcus, IOCTaBUIMK cepTHduKara-
MOJNKCAHTa, aJTOPUTM BBIpaOOTKM U T.1.). [Ipu BeIOOpe OAHOrO W3 mojell BHU3Y MaHenu OyneT

otoOpakeHa nHpopMarus o ero cocraBe (cM. Pucynok 2. 3aknaaka «ATpUOYTHI TIOIITHCHY).



-25.-
PB.IOCKH.13008-02 34 01

PKCS#E7

Ofuve ATpudyrsl noanuck | Arpusyret cepruamkara | Myrs nposepin |

3LM coobuierms
Mone | 3naverme ] =
Bepcua V2 !_ ALEXEY IVANOV
MNocraswmk MoguiHeEsHSIR YA0CTOEERSIoWMA LEHTD.
CepitHeii Homep 40ESBBF1F399BA3900009434
Anroputv BeiGoprM CTE 341013
Anroputi Wwudposanua ek, CTE 34.101.45
3Havenue noanuoK AB31 3090 1AFF 8446 DSCC OEEC SABD B742 DS1F QA3E 7E1C 5AA4 BASD A
YpocToBepeHHEIE aTPHOYTEI
Tun cogepmumoro 1.2B840.113549.1.7.1
Bpems noamicarus 30,09 2020 11:53:31
Beifopka coofwerus EEBDIC3F 88653544 CAISCB1F 84730514 EDF2264D ECBLABI0 BD377B09 ...
KoHTeHT
TEST
TEST
TEST
TEST

Cepruduxate!/COC nobasnernbie 5 coobulenie

Elaeey vanov

[ENonuwserseit ynocTosepsiout ussTp
[E)Kop=esoi yaocToseprowi uskTp
Enonusesrii yaoctosepmowei uswTp
AB31 3080 1AFF 24A6 D5CC OE6C SA€D B742 DS1F OA3E 7€1C SRA4 BASD ASeC TDAR EKopresoi yaocTosepsiowmii uewTp
95DD F48€ 4947 9B77 1SEE E36B 1BCB 59CF 8890

Pucynok 2. 3aknanka «ATpuOYTHI TOIMTHCH)

3axnaoxka «Ampubymel cepmughuxamay.

B nmanHOI maHenw MOKHO YBHJETh TOYHBIA COCTaB CepTH(HUKATAa, B TOM YHCIE €ro CEPHIHBIN
HOMEp, QJITOPUTM MOANUCH, OTKPBITBIM K04 cepTudukata u T.A. (cM. PucyHok 3. 3aknaaka
«ATpuOYTHI cepTHdUKATAY).

DKCSET

Ofiwue | Arpubyrel nagnucy  ATPUBUTEI cepTUdMraTa | Myre npoaq:nm]
- Ceprupukar
Bepcua=t/3
- Cepuirbi romep=40E5 88F1 F339 BA39 0000 3434
- Anropuri noanueu=CTE 34.101.45/34.101.31
[#- MocT aBuimk =MogusesHsit yaocTosepsow usHT
- Nencteurenss c=29.09.2020 13:27.45
DefcterTeney no=28.09,2022 235353
& CyfoexT=ALEXEY IVANDY
= Otrpereit kmow=Anropurm CTE 34.101.45 (512 bits)
i 3C30474B 54AAD27F CEFAEBCT 02FED1F4 BDB30BRE DB454757 S44ERSES 48369511 15514ACE 5083E9:
MNapameTpel anroputma U M=kaerTupurarop ofeerTa cornacro CTE 34.101.45

KoHTeHT
= fononHeHua
 VReNTPHKETOp KiNONa USHTDa CepTMPHKaTos=GF 4B 025 DISD ABS4 CF52 65AC 9033 EFICBASE 2343 | |17
- DCHOBHBIE OFPaHUYEHMA TEST
— MaermuguraTop kanua cyfeekta=2804 TE52 BC35 AC31 CAFD 6CDA BB35 0590 SASE 7186 TEST
- Touku pacnpocTpadenua cnckos otaesa (CAL)
- Momariiky cepTHdukaTa
- [lononHurensHoe WA cyserTa
Ceprudurar
CeprudiaTsl/COC a0b: 8 coob
EJaeEy vanov

[Ednonusenstsii yaocTosepRowi usHTp
[EdKopresoi yaocTosepmowi ueHTp
Eronwsessii yocTosepmowst LenTp
EdKopresod yaocTosepaiowwii LetTp

Pucynok 3. 3aknaaka «ATpuOyTHI cepTuhHUKATA
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3axnaoka «Ilyms nposepxuy.

B nanHO# naHenn MOXHO YBUJETh, KAKUM CEpTH(PUKATOM ObLI BbIJJaH cepTU(UKAT MOANNUCAHTA, U
B KaKOM CHHCKE OTO3BaHHBIX cepTHU(UKAaTOB OH Obul mpoBepeH (cMm. Pucynok 4. 3axmaaka «IlyTb

IIPOBEPKHY).

Dﬁume} ATputyTel noanucu | ATpubyre ceprupukata 14T NpoBEpKU
Myre npoBepku

3N coobuerms

=-I=] ALEXEY [VANDV
--[=] ALEXEY IMANOY
=] Moaqm-erHsIt YAOCTOBEDAIOWIN LEHTD
KopHeBoi Ya0CTOBEPAIOIIMA USHTD
= B KopHesoii yaocTosepaowmil ueHTn
KopHesoil yaocTOBEpAIoWMA UeHTp
=g Noawmenrsit yAOCTOBEDRAIOWN LEHTD
- [E] Noawmeroiit Y20CTOBEDRIOULST LEHTD
[E] KopHesoit yrocToBepAoWMA UeHTD
=B Kopresoli yiocTosepsowuil ueHTp
K.opHesoi yaocTOBEPAIOWMIA LEHTD

Cocroamue CEpTUPHKATE:

%’ ALEXEY IVANOV

KoHTeHT

TEST

CeprudukaTs!/COC aobasnerroie 8 coobulerme

3ra 3UN geicTeuTenHa

ElAaeey Ivanov

Q!‘louwﬁmrﬁ YAOCTOBEDSIOULET UEHTD
[Z)Kopresci yaocrosepmounsil ustTp

B nonwsieroit yaocTosepaouwnst usHTp
Bl kopresoi yaocroseprowmi usHTp

Pucynok 4. 3aknanka «IlyTe npoBepku»

x|

Ecnu npu mpoBepke kakoro-inbo M3 IOKa3zaHHBIX cepTUdukaroB uiau npu mnposepke COC
BO3HHUKJIA Kakasg-TM0O oOIIMOKa, HampuMmep, HEBEpHas MOJMHCh, cepTHdHUKAT OyaeT OToOpakeH ¢
KPECTUKOM B KpacHOM Kpyre. BHu3y manenu Oyner otoOpaxeHa HH(OpMAIMs O pe3ysibTaTe IPOBEPKU

uenouku ceprudukatos u COC.

Taxxe B okHe IlyTh mpoBepku OyneT oToOpakaTbCs CBEIEHUS O KOHTPHOJINUCHU (B ciydae ee

Hasmuus B coodmennn) U orBer OCSP cepBepa (eciu B cooO1nieHne 100aBieH Takoi OTBET WU €ClIU
B MEHE/DKepe CepTU(HUKATOB MPOMUCAHbI HACTPOiiKkK noakIroueHust kK OCSP).

ITpu nmpoBepke cooOuienuit, coaepxkamux orBer OCSP cepBepa, Ha/l0 UMETh B BUJY, UYTO CPOK
JeWCTBUSL TAaHHOTO OTBETa OrpaHHuYeH HAcTpoWKaMHu cepBepa (IO YMOJYaHUIO 2 yaca ¢ MOMEHTa

no0aBJIeHMsI), COOTBETCTBEHHO IPU HCTEUYEHUU JIaHHOro BpemeHH mpu mpocmotpe DIl B orBere
OCSP oyner omuoka: Cpok aeiictBusi OCSP oTBeTa HCTEK.

[Tpumeps! BeiBosia okHa ipocMoTpa DI B coobmenwust ¢ orBetamu OCSP 1 KOHTPIOANHUCHIO:

1. TIposepka DUII u orBeta OCSP cepBepa B (aiine out.p7s (B ¢aitn nodasnen orser OCSP
cepBepa MPOBEPKHU CTaTyca JUYHOTO U aTpHOyTHOTO CEpTH(PHUKATOB) C KOHTPOJIEM aTpudyTa

atpubytHoro ceptudukara YHII=123456789:
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AvCmUt4d.exe -v out.p7s -o result.txt -A
1.2.112.1.2.1.1.1.1.2=123456789 -VERIFYTIME "2020-08-28 1:00:00"
—VIEWMSG

Pesynbrar BhIMOMHEHMsT B KoMaHaHOU cTpoke (otBeT OCSP cepBepa: nuuHbBI W aTpuOyTHBIHA
cepTu(UKATHI 1eiCTBUTEIBHBI):

[TpoBepka 3SUII

ObpaboTrka o¢Gamnna: out.p’s

Banmucek ¢pamnmyga result.txt

[TpoBepka 3UII

HOaTa/Bpems nomnmucu: 28.08.2020 16:28:16

Havinmen aTpuOyTHEM CepTUOMKAT CEPUMHEI HOMEpP:
40E584F5A10BOAF700008BD6

[Ipoeepka oTeeTOB OCSP ceppBepa nOOABJIEHHEIX B COOOMEHUE
OreerT OCSP cepreepa orT 28.08.2020 16:28:13

CepTudukaT OEeNCTBUTEJIEH

ATpuOYTHHM CcepTUOMKAT NOOXOOUT OJd yOoCcToBepeHusa OIIII
CybmeKT:

<.>

CepuMHb HOMep ceptubmkxaTta: 40E584D7FB79CF190000CCFEF
VneHTUudUKaTOP OTKPBITOI'O KJIOUA:
F234E2B84DFD55CA64ES5DA375A06A313B3629E8D

SUIl coofmeHMsa BepHa

[lpoBepka oTBeTOB OCSP cepBepa HOOOaBJIEHHEIX B COOOLEeHME
OreeT OCSP ceprepa or 28.08.2020 16:28:14

CeprudpmkaT OeVICTBUTEJIEH

SUII memcTBUTEJIbHA

Oxno mpocmotpa DI, ecnmu ¢ momenTa nobasnenus orseta OCSP cepBepa npouuio meHee 2
gacoB (cMm. PucynHok 5. BeiBox oxHa mnpocmorpa OIII mpu mnpoBepke cooOumieHus ¢
nobasnenHsiM otBeToM OCSP cepBepa, Bkiaaka «I1yTh mpoBepkm»):



PKCS#7

-28 -

Otwwme | Arpudyre noarwcy | Arpusyrel ceprupucara  Myre nposepru |

PB.JOCKM.13008-02 34 01

Myre npoeepru

1] ALEXEY IVANDY

]1— 3UN coobuerna

OCSP_SRY3
= MofuMHEHHSIE YAOCT OBEDROWIT LIEHTD
(] Kopesoi yaocToBEPAOWIA LEHTD
-BE] KopHesoi ylocToBepaIowmi ueHTp
[&] KopHesoi yaocToBEPAOWIMA LEHTD
[=1.{=] 40E584D7FB73CF130000CCFF

=1g) OCSP. [DCSP) OCSP_SAYV3

=-{=] 0CSP_SRV3
2-[E] Noowserswii ya0CT0BEDRMOWT LEHTD
[E] KopHesoil ynocToBEpALWA UEHTD
=1-B&] KopHesoi ynocToBepAOLIMA LeHTD
[E] KopHesoi yaocToBEpAIGIIMIA LEHTP

Coctosrie ceprudMkaTa:

[ Je——smmmeptin

NpOBEpKK CTaTyca
ceprudurara

oteet cepeepa OCSP
NPOBEpKK CTaTyca

atpubyTHoro cepTudmkara

KoxrenT

Tectosoe coobuerme
TecTosoe coobuierme
Tectosoe coobuerme
TecToso0e coobuierue
Tecrosoe coobuiermne
Tectosoe coobuierme
Tectosoe coobuerme
Tectosoe coobulerne
Tectosoe coobuerme
TecTosoe coobuerne

CepTidukaTs!/COC nobasnerrsie B coobuleHie

[Elaexey vanov

[E=) Noauimserssit yaocToBEDROWINT LEHTD
[E)Kopresoit yaocTosepsowMit LERTD
Ecnyxba apufiyTrbix cepTudikaTos
[H40E584D7FB79CF 190000CCFF

) Nonusersit yaocToBepmOuLl usHTD

3ror OCSP aelicreurener

EKopHesoi yaocTosepsiowni ueHTp
Ecnyxba aTpubyTHbIX CEPTUdMKETOB

_ x|

Pucynoxk 5. BeiBoj okHa mpocmoTtpa DI npu npoBepke coobuieHus ¢ nobasineHHbsM otBetom OCSP
cepBepa, Bkiaaka «[lyTe mpoBepkm»

Oxno mpocmotpa DI, ecnu cpok nerictBus otBeta OCSP cepBepa ucrek (cM. Pucynok 6.
BriBog okHa npocmotpa DI mpu mpoBepke coodmerus ¢ nodaBineHHsM otBeToM OCSP cepsepa,
BkJaska «Ilytb mpoBepku» (cpok aeiictust orBeta OCSP cepBepa ucrek):

U&uue| ATpubiyre nmmcﬂ] ATpUBYTE CepTHGMKaTa 14T NpoBepKU |

l

“Myre nposepru
B E ALEXEY IVANOV I‘— 3UN coobwerun ~
= [=] ALEXEY IVANOY
&g OCSP: (0CSP) OCSP_SRAV3 e haepa
E1=] OCSP_ShAv3 nposEpiv craTyca
=-E] Noa # yaocTosep i uBHTD cepdunata

[E] KopHesoi yaocToBEPAOWLIMIA UEHTP
=B Kopresoi yaocTosepsiowi ueHTp
KopHeBoi yaocTOBEPSIOW A WEHTP
E-{E] Noaumessi yaocrosepaowii uesrp
(£ KopHesoit yrocToBepAIoWMA UBHTD
-5 Kopresoii ytocTosepaowmil uekTp
KopHesoil Y10CTOBEPAOLIWE UEHTD
E-EEl Noaunmerrwi yaocToseprous ueHTp
=-[E] Noawmerswiit yaocTosepRIousst ueHTp
Kopresoii ynocTosepaiow M ueHTp
=185 Kopresoi yaocTosepaowmil usHTP
=) Kopresoit yaocTosepsowM LEHTP
A0E 584D 7FB79CF190000CCFF

B OCSP- (OCSP) OCSP_SRV3

=-[=] DCSP_SRAV3
EHE] Noasrerssit ya0CTOBEPRIOWIN UEHTD

CocTosHue cepTUdHKaTa:

oteeT OCSP cepeepa
NpoBepKY CTaTyca
arpubiytHoro cepTudmrara

v

Mpocterp ..

Fror CepTudurar AsicTBUTENEH

KoHTEHT

Tectosoe coobwenmne
TecTosoe coobuerne
Tectosoe coobuierme
Tecrosoe coobuierine
Tecrosoe coobuiere
Tectosoe coofwenme
TecTosoe coofuerme
Tecrosoe coobluenme
TecTosoe coofwerme
TecTosoe coofuwerme

CepridinaTel/COC aobasneHHsie 8 coobuieHie

=] aLexEY vANOV

[ENoa-userswit yaocTosepmounst ueHTp
[E)Kopresoit yaocTosepmow LeHTp
[ECayxba aTpubyTHux cepTudHkaTos

= 40E 584D 7B 79CF 190000CCFF

&l Noguiserswit yaocTosepriouwst uenTp
Bl Kopresoit ynocrosepsowmi uesTp

Bl crynba arpubyTrii cepridukaTos

x|

Pucynok 6. BeiBoj okHa mpocmoTtpa DI pu mpoBepke coobuieHwust ¢ godarieHHbpM otBeToM OCSP

cepsepa, Bkiaaka «Ilyte mpoBepkm» (cpok aevictus orBera OCSP cepBepa ncrek)
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2. Tlposepka DIIII, KOHTPIOANKMCH W TOJIUCH, YIOCTOBEPSIONIEH KOHTPIOINHUCH, B (haiiie
test.p7s.p7s.p7s 6e3 aBTopu3aIMK C BBIBOJIOM OKHA IipocMoTpa DLIT coobmenus:

AvCmUt4.exe -v test.p’/s.p7/s.p7s —-o result -NA -VIEWMSG
Pe3ynbTaT BBINOJHEHNS B KOMAHHOM CTPOKE:

[lpoBepka OSMII
Obpaborka oGamna: test.txt.p7s.p7s.p’s
3anmuce ¢pamnyia result
[TpoBepka 3SUII
HOara/Bpems nomnucu: 03.09.2020 12:41:21
CybwekT: CN=ALEXEY IVANOV
<>
CepumHrer HOMep cepTudbmkara: 40E584D7FB79CF190000CCFEF
NneHTM@UKATOP OTKPEITOT'O KJIKOYA:
F234E2B84DFD55CA64ES5DA375A06A313B3629E8D
SUIl coofmeHMsa BepHa
CepTUdUKAT IOEeNCTBUTEJIEH
SUIl ymocToBepeHa. [IpoBepka KOHTPIOIIMCEN
l[Toonmuce yIOOCTOBEPMII:
CybpekT: CN="OAO ""TecTorad oOpraHMU3alLUd
<>
CepuitiHeir HoMep cepTudmkaTa: 40ES584F7DC59308CO000CFEFFB
VneHTudUKaTOpP OTKPBITOT'O KJIOUA:
OAA65A9D0OF89FE37B315795AF464CECC40480757
HOaTa/Bpems nomnucu: 03.09.2020 12:41:52
SUII ymocToORepsSoIley MNOAOMNUCKU BEpPHAa
YoocToBepamlasd NOONMCh yOOCTOBepeHa. IlIpoBepka
YIOOCTOBEPANIMX I[TOONMCEN
[Toonmuce yOOCTOBEPWMII:
CybwekT: CN="Piotr Brouka
<>
Cepuitneir HoMep ceptudmkara: 40E574104CBFCA36000000D6
neHTM@UKATOP OTKPHEITOT'O KJIOYA:
E6A3BE26A9B7DOAA31AD5B2479B56A0AC5DD9294
IDara/Bpems nomnucu: 03.09.2020 12:42:31
SLIl ynmocToBepsaRUEeN NOONMUCK BEpPHA
CepTudmukaT OEeNCTBUTEIJIEH
SUII memcTBUTEJIbHA

Oxno mpocmotpa DLII, Bkmagka «Ilyte mpoBepku» (cMm. Pucynok 7. BeiBoj okHa mpocMoTpa
SUIT ¢ KOHTPIOAMUCHIO U MOAMKUCHIO, YIOCTOBEPSFONILYI0 KOHTPIOIMKCE, BKIIaaKa «[1yTh MpOBEpKn»):
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PKCS#7

Otwwe | Arpubyre nagnueu | Arpusyre: ceprigucara  MuTe nposepky |

 Nyre nposepru

-3UMN coobwerms I

-] ALEXEY [VANDY | —— T

=] ALEXEY IVANDYV

¥,
= E Noauwwerroit yaocTosepAous: UEHTD
KOpHEBOi YAOCTOBEPAOWMIA USHTD
= B KopHesoi yaocTosepmiowmil ueHTp
[ i BEAIDWMA LEHTR
(=17 0AQ "Tectossn opraHusaums’” 44— oHTprognucs
=1-{=] 0AD "Tecrosan opratusauna”
=& Noawmerrsiit yaocTosepaiousst ueHTp
=& Noaumesreit yaocTosepsiowusi ueHtp
=[] Noawmerseit yA0CTOBEDAOWIST UBHTD
- [E] Koprepoii yaocToBEPAOWMIA LEHTP
=1 B&] Kopuesoi yaocTosepmowmit ueHtp
] Kopresoi ytocTosepAiowMil LeHTR
=] Piotr Brouka
= Fiotr Brouka
= STEND PecnyfmKaHCKWA YoCTOBEDRIOWMA WEHTD
STEND KopHesoi yaocT 0BepaIoiLMil LeHTp

KOHTPNOANUCE

CocTosHue CepTUdUKETa:

NOANUCE, YAOCTOBEPAIDLLAA

MpocmaTp ...

% ALEXEY IVANOV

-Kﬂﬂ'ﬂﬂ'

Tectosoe coobuierie ~
TecTosoe coobiieHie
Tectosoe coobuierme
Tecrosoe coobuterme
TecTosoe cooblerme
TecTosoe coobuerne
Tectosoe coobuierme
TecTosoe coobuierue
Tecrosoe cooblieHie
TecTosoe cooferme v

CepTudiraTs!/COC aobasneqHsie 8 coobwerne

3ot Ceprudurat aencTeuTensH

Eaexer vanov

[E] Noaumersein yaocTosepmoui uesTp
[ElKopresoit yaocTosepmowm uenTp

B Nonsmersmin yaocTosepmousi uertp
Kopnemﬁ YAOCTOBEDSIOWWA LIBHTD

x|

Pucynoxk 7. BeiBog okHa mpocmoTtpa D111 ¢ KOHTPHOAIUCHIO U HOANKCHIO, YIOCTOBEPSIIOILYIO
KOHTPIIOAINCH, BKIagka «IlyTb mpoBepkm»
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5. IPOBEPKA CTATYCA CEPTU®UKATA I10 ITPOTOKOJIY OCSP

ITpu mpoBepke cratyca ceptudukara mo mporokory OCSP dopmupyercs zampoc B CiayxOy
OCSP u ero ormpaBka 1o ajapecy, NMPOIMUCAHHOMY B cepTU(UKaTe MM YKa3aHHOMY B HACTPOUKAx
koH(purypamonnoro ¢aitna AvCmMSsg.ini, KOTopelii HAXOAMUTCS B Tamke ¢ ycTaHoBieHHbIM [1K
AVPCM (moxpobuee cm. Ilporpammublii komiuieke «IlepcoHabHbIE MeHeq:Kep cepTH(UKATOB
ABect» PykoBoacTtBo omepartopa, n. 6.14.3. Hacrpoiika aBTOMaTH4eckoili NMPOBEPKH CcTaTyca
ceprupukara (aTpudyTHOro cepruukKara) npH MOMOIIA CEePBHCA OHJIANH-TIPOBEPKH
ceprudukara (OCSP-cepsepa)).

BosmoxHbI 3 cTaTyca AeHCTBUTENLHOCTH CEPTU(PHUKATOB:

® JCHICTBUTEIICH:

- BBITIOJIHAIOTCSL BCE YCIIOBHSI IEMCTBUTEIILHOCTH cepTU(duKara,;
® HeJCHCTBUTEINEH:

- CPOK JIeHCTBUS cepTu(duKaTa UCTEK,

- ot OCSP cepsepa nonyuen otset "Ceprudukar oTo3Ban",

- HE CTPOUTCS LIeTI0UKa CepTU(UKALINY,

- ceprudukat nMeeT HeKoppekTHyto DL,
® HEU3BECTEH.

B ciywae orcyrcTBus M B cepTUdUKaTe, U B HACTPOWKAX MEHeIKepa CepTH(]HKATOB ajapeca
OCSP wnmu ykazanwsi HecyiecTByromero anpeca, HepoctymHoctd OCSP cepBepa, oTcyrcTBHA
WNurepuer noaxmouenus u T.4. mpu ONLINE nposepke craryca ceptudukara OyaeT BO3BpamaThCs
Ommnbdka npu oopamennu k OCSP cepsepy.

5.1. ONLINE nmpoBepka craryca ceprudukata (-L)

AvCmUt4.exe <onepauus> <BxoaHoii ¢aiia> -L

Ucnonp3yercst mpu nposepke DL (cm. mm. 3.2.3. Iposepka DI (-v) u 3.2.4. IIposepka DI
0e3 3anmcu ucxoaHoro (paiina (-V)).

Brixonnot ¢aiin Oyner 3ammcaH BHe 3aBucuMocTH OT oTBeta OCSP cepmepa (ecnu
HCIIOJIb30BATh KOMaHIy —V).

[Tpumep:
ITposepka DLII B daiine out.p7s ¢ mpoBepKoii cTaryca cepTuduKaTa MOAMUCAHTA!

AvCmUt4.exe -v out.p7s -o result.txt -L

PC3YJ'H:T3.T BBIIIOJIHEHUS B KOMaHIHOM CTPOKE, ceanq)mcaT NOANMUCAHTA JeliCTBUTEJIEH .

[TpoBepka 31II

Obpaborka oGamna: out.p’s

3anmuck damyaa result.txt

IOara/Bpema nomnmucu: 06.03.2017 11:15:19

CybmexT:

<..>

CepuMHeE HOMep cepTudmkaTa: 40E427ECAB5910B40003E3F7
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NoeHTrdMKATOP OTKPHITOI'O KJIOYA :
40D0OC8DA3AB10ED832810FB4337FFB73A7009E0C

SUII coobuweHMsa BepHa

[lonyuyeHme cTaTyca cepTudmxaTra oT OCSP ceprepa

OrBeT OCSP cepBepa or 06.03.2017 11:16:59

CepTrudmkaT OeVCTBUTEJIEH

SUII meMcTBUTEJILHA

Pe3ynbTaT BBINOIHEHHS B KOMAHJHOM CTPOKE, CePTUPUKAT MOANMUCAHTA HeJeHCTBUTEJIEH

[TpoBepka 3SUII

ObpaboTka ¢anya: out.p7s

Banuck damnyga result.txt

[lpoBepka OMII

IaTta/BpemMs nomnmucu: 06.03.2017 16:51:02

CybBeKT:

<..>

CepuitiHeir HoMep cepTudmkaTa: 40E427ECAB5910B40003E3F7

VneHTUudUKaTOP OTKPBITOT'O KJIOUA:
40D0OC8DA3ABI10ED832810FB4337FFB73A7009E0C

SUIl coofmeHMda BepHa

[lonnyyeHue craTyca ceprtupmxkara or OCSP cepsepa

OrBeT OCSP cepBepa or 06.03.2017 17:51:01

Ceprudmxar He zmemctBuresieH: CepTuduKaT OTO3BAH.

Oumbxa: CepTudMkaT He IOSUCTBUTEJIEH

PGSYJ'ILTaT BBIIIOJIHEHUS B KOMaHIHOM CTpPOKE, €CTaTyC ceanq)mcaTa MNOANMMUCAHTA HEU3BECTCH:

[lpoBepka OJIII

ObpaboTka Ganma: out.p’s

3anmuce damnnaa result.txt

[TpoBepka 31II

IOara/Bpemsa nomnmucu: 06.03.2017 16:58:34

CybmeKkT:

<.>

CepuitHeir HoMmep cepTudmkaTa: 40E427ECAB5910B40003E3F7

NneHTM@UKATOP OTKPETOT'O KJIKOYA:
40D0OC8DA3ABI10ED832810FBR4337FFB73A7009E0C

SUII coofumeHMsa BepHa

[lonyueHme craTyca ceprtudmxaTra oT OCSP ceprepa

OrBeT OCSP cepeepa or 06.03.2017 17:01:37

Ceprupmukar He npemcrBuUTesieH: OCSP-cepBepy He yInaJjloChb
OIpeneJIMTh CTaTyC cepTudmkaTa

Oumbra: CepTudmkaT He IOEeVUCTBUTEJIEH

Pe3ynbTar BEIMOTHEHHS B KOMAaHIHOM cTpoke, ommubka npu odpamenun k OCSP cepBepy:

[TpoBepka 31II
ObpaboTka ¢anna: out.p7s
Sanmuce ¢panmyia result.txt
[TlpoBepka 3111
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HOara/Bpemsa nomnmucu: 06.03.2017 11:22:06

CybBeKT:

<..>

CepuiiHeir HoMmep cepTudmkaTa: 40E427ECAB5910B40003E3F7

NneHTMOUKATOP OTKPHETOI'O KJINYA:
40D0OC8DA3ABI10ED832810FB4337FFB73A7009E0C

SUII coobuweHMsa BepHa

[onmyueHnme craTyca ceprudmxara or OCSP ceprepa

Oumbka: Oumbka npm obpauweHurm k OCSP ceprepy: OCSP cepsuc
IJIA OaHHOT'O cepTudmkaTa He 3alaH

5.2. ONLINE nposepka ctatryca atpudyTHOro ceptudukara (-LA)

AvCmUt4.exe <onmepauus> <BxoaHoii ¢aiin>-LA

Hcnons3yercst mpu BeipadoTke/mposepke DT (cm. m. 3.2. @ynkuuu Bbipadorku IIIIT).

[Tpu BEIpaboTke DLIIT BeIX0MHOM (haiin OyAeT 3amucaH, €ClIi CTaTyC aTpuOyTHOTO cepThdHUKaTa
— ICUCTBUTEIICH.

[Ipu mposepke DIl BeixomHoi ¢aiin Oyner 3amuMcaH BHE 3aBHCUMOCTH OT Pe3yJbTaToOB
MPOBEPKH (€CIIH UCII0JIb30BATH KOMAHy —V).

[Tpu nposepke DLII ogHOBpeMEHHO ¢ OHIIAMH MPOBEPKOM cTaTryca aTpuOyTHOro cepTudukara
MIPOUCXOIUT MPOBEPKA CTaTyca JMYHOTO CepTU(HUKATA MTOITUCAHTA.

[Ipumepsr:

1. Beipabotka DLII ¢ noGaBieHunem arpuOyTHoro ceprudukara ¢ arpuOyToM YUeTHbI HoMep
mnatenbinuka=123456789 u mpoBepkoii ero craryca:

AvCmUt4.exe -s test.txt -o out.p7s -A
1.2.112.1.2.1.1.1.1.2=789456123 -1LA

Pe3synpTaT BBINOJIHEHHS B KOMAaHIHOW CTpPOKE, aTPUOYTHBIA cepTH(HMKAT C 33JaHHBIM
apaMeTpoM JiefiCTBUTEJIeH:

Havinen aTpuOyTHBM CepTUdMKAT CEPMVHBIY HOMEpP:
40E4E59463C7A6B300000001

[lonydyeHMe cTaTyca aTpmbyTHOTO cepTtupmxkara or OCSP cepsepa
OrBeT OCSP cepeepa or 06.03.2017 17:36:48

ATpuOYTHEM CcepTUdUKAT OEeUCTBUTEJIEH

ATpUMOYTHEN cepTUdMKAT HNOOXOOMUT OJIS yIoCcToBepeHms OISUII
BeipaboTka OIlII

ObpaboTka Ganna: test.txt

Banmuce ¢pamnmya out.p’s

Pesynbrar BBIMOJHEHHWS B KOMAHIHOW CTpOKE, aTPUOYTHbIH cepTHQHUKAT C 33JaHHBIM
MapaMeTpOM HeJAeMCTBUTEJIeH

HammeH aTpuMOYyTHENM CepTUOMKAT CEPUMHEIN HOMEDP:
40E4E0D04624B7E70000001A
[lonyyeHre cTaTyca aTpubyTHOTO cepTudbmukara or OCSP cepsepa
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OrBeT OCSP cepBepa or 06.03.2017 17:45:45
ATpMOyTHEI CepTHUdMKAT He HmeMcTBuTeneH: CepTudmKaT
OTO3BaH.

Ommbka: He HaMneH TpeOyeMBlM aTpuUOyTHBIM CcepTudmKaT

2. Tlpomepka DIIIT B daiine out.p7s ¢ aTpuOyTHBIM cepTUdHUKATOM (ITapameTp KOHTPOJS -
aTpuOyT YueTHbIl HOMED IuTaTenbirka=123456789) u npoBepkoii ero craryca:

AvCmUt4.exe -v out.p7s -o result -A
1.2.112.1.2.1.1.1.1.2=123456789 -LA

Pe3ynbTaT BBINOJHEHHS B KOMAaHJIHOMW CTPOKE, JHYHBIA cepTH(UKAT JelicTBUTEJIEH,
aTpuOyTHBIH cepTU(UKAT C 33JaHHBIM TAPAMETPOM /IeliCTBUTEJIEH:

[IpoBepka OJMII

ObpaboTka oGamnmaa: out.p’s

3anmuck ¢amnmyga result

[lpoBepka OJIII

IOara/Bpems nomnucu: 06.03.2017 16:37:07

Havnmen aTpuOyTHEM CepTUOMKAT CEPUMHEIN HOMEpP:
40E4E59463C7A6B300000001

[lonryyeHMe cTaTyca aTpmubyTHOTO cepTupmxkara or OCSP cepsepa
OreeT OCSP ceprepa or 06.03.2017 16:40:27

ATpMOYTHEIM CepTUOMKAT IOEeNCTBUTEJIEH

ATPUOYTHEIN CepTUOMKAT MNOOXOOUT OJIS yIOoCTOoBepeHms OIIIII
CybmeKkT:

<..>

CepuMHer HOMep cepTudbmkaTa: 40E4D9553E59321A0000419B
NneHTM@UKATOP OTKPEITOT'O KJIOYA:
22CA80968321BDB8EOCS5COF40F775A4B518394D0B

SUII coobueHMsa BepHa

[lonmyueHme craTyca ceprudmxara orT OCSP ceprepa

OrBeT OCSP cepBepa or 06.03.2017 16:40:27

CeprudpmkaT OeVCTBUTEJIEH

SUII meMcTBUTEJbLHA

Pe3ynbprar BBITOMHEHHST B KOMAHJIHOW CTPOKE JIMYHBIA CepTUPHUKAT HeAeHCTBHUTEICH,
aTpuOyTHBINH cepTU(UKAT C 33JaHHBIM TAPAMETPOM /IeliCTBUTEJIEH:

[lposepka OJIII

ObpaboTka Ganya: out.p’s

3anmuce ¢damnaa result

[lposepka OJIII

IDara/Bpemsa nomnmucu: 06.03.2017 16:37:07

Havinen aTpuOyTHBM CcepTudMKaAT CEepPMVHBIY HOMEpP:
40E4E59463C7A6B300000001

[lonydyeHMe cTaTyca aTpmbyTHOTO cepTtupmxkaTra oT OCSP cepsmepa
Oreer OCSP ceppepa oT 06.03.2017 16:46:43

ATpuOYTHEM CcepTUdUKAT OEeUCTBUTEJIEH

ATPUOYTHEN CepTUOMKAT MNOAXOOUT OJIS yIoCToBepeHms Il
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CybBeKT:

<..>

Cepuitaeir HoMmep cepTudbmkaTta: 40E4D9553E59321A0000419B
NoeHTHOUKATOP OTKPETOT'O KJIOYA:
22CA80968321BDB8E9C5COF40F775A4B518394D0B

SUII coobuweHMsa BepHa

[lonyuyeHme cTaTyca cepTudmxaTra oT OCSP ceprepa

OrBeT OCSP cepBepa or 06.03.2017 16:46:43

CeprudpukarT He nemcrButresyieH: CeprtudmMkaT OTO3BaH.
Ommbxa: CepTudMKaT HE IOEUCTBUTEJIEH

Pe3ynbTaT BBINOJHEHUS B KOMAHJIHOW CTpPOKE JIMYHBbIH CcepTH(UKAT [AelCTBUTEJIEH,
aTpuOyTHBINH cepTU(UKAT C 33J]aHHBIM TapaMETPOM HeelCTBUTEIEH:

[lpoBepka OJlII

ObpaboTka Gamnnaa: out.p’s

Banuck ¢amnyga result

[lpoBepka OJII

IOara/Bpems nomnucu: 06.03.2017 16:37:07

Havnmen aTpuOyTHEM CepTUOMKAT CEPUMHEIM HOMEpP:
40E4E59463C7A6B300000001

[lonryyeHMe cTaTyca aTpmubyTHOTO cepTupmxkara or OCSP cepsepa
OreeT OCSP ceprepa oT 06.03.2017 16:44:53

ATpubOyTHEM cepTudUKAT He mercTteuresieH: CepTudmxaT
OTO3BAaH.

[lapaMeTprl oTbOopa cepTudMkaTa He HNOOXOIAT IJjid HpoBepkm OUII
Nel

Oumbxa: B coobumeHMM HeT NOOXONAUMX IONNMUCEMN

Pe3ynbrar BBINIOJIHEHHWS B KOMaHIHOM CTPOKE JIMYHBIA CepTH(HUKAT NeHCTBHUTE/IEH, CTATyC
aTpulyTHOro cepruduKaTa c 3aJaHHbIM [TAPAMETPOM HEM3BECTEeH:

[IpoBepka OJIII

ObpaboTka Ganmaa: out.p’s

3anuce ¢Qanyia result

[lpoBepka OJIII

IOara/Bpemsa nomnucu: 06.03.2017 17:06:47

Havinen aTpuOyTHBM CcepTudMKAT CEePMVHBIY HOMEpP:
40E4E0D04624B7E70000001A

[lonydyeHMe cTaTyca aTpmbyTHOTO cepTtupmxkaTra oT OCSP cepsmepa
OrBer OCSP cepeepa or 06.03.2017 17:07:27

ATpuOyTHBEIM cepTudmkaT He neuctemuresieH: OCSP-ceprepy He
yIaJIOCh OIpenesiMTh CTaTyC cepTudmukara

[lapaMeTprl oTbOopa cepTudMKaTa HEe HNOOXOOAT IJjid HpoBepkm OSUII
Nel

Oumbxa: B coobumeHMM HeT NOOXONAUMX IONNMUCEMN
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5.3. lobGaButh B coobiienue otBethl cepsepa OCSP nmpoBepku ctatyca cepTudukara
(-ADDOCSP)

AvCmuUt4.exe <omepaunusi> <BxoaHoii ¢paiir> -ADDOCSP

Hcnonp3oBanue:

1. Mpwu Beipadorke DUII (cM. mm. 3.2.1. Beipadorka JDIIII BxogHoro ¢aiina (-S) u 3.2.2.
Boipadorka gonoanurenbHoii IIII (-S)).

Jo6asnsercs npu BeipadboTke DI/ mononaurenshoi DI (mapametp -S/-S).

Ecnu mapameTp «BBIXOJHOH (aiiiy, HE yKa3aH IMOANMCAHHBIN JOKYMEHT OyAeT 3amucad B (aiin
C pacUIMpPEHUEM «.p7s».

[Tpu BeIpaboTke DI BeIxOAHOI (aiin OyneT 3anucan B ciydae, eciau otBeT oT OCSP cepsepa
Oyner: craryc cepTudukara AeliCTBUTENEH WM HedeiiCTBUTeJNeH W He OyaeT 3amucaH B
cllydae, eclii CTaTyc cepTu(HKaTa HeM3BeCTeH WK MMPOU30IUIa OIIMOKA MPH 00palIeHuH K
OCSP cepsepy.

2 Tlpu nposepke DIIII ¢ ucnonb3oBanuem napamerpa -V (cm. m. 3.2. ®yHKIMH BbIPAGOTKH
C1111))
[Ipu sTOM NOMycKaeTcs 3aJaHue BBIXOJIHOTO (aiina mapamerpoM —O0 (cm. m. 4.2.1. Yka3aHue
BBIXOHOTO (paiina (-0)). Eciiu mapamerp «BbIXOAHOM (aitn» He ObUT 33/1aH, BEIXOJHOM (ail ¢
OTBETOM cepBepa OyJeT 3anmucaH B (aill ¢ pacIUpeHUEM «.p7s».

[Tpu mposepke DL BeixomHo# (aitn ¢ otBetom OCSP cepBepa Oyzmer 3amucaH B cirydae
oTcyTcTBUS omMOKM npu odpamenun k OCSP cepsepy.

IIpumepsr:
1. Beipabotka DUII ¢ nob6aBnennem orBeta OCSP cepsepa:

AvCmUt4.exe -s test -o out.p7s —-ADDOCSP

Pe3ynbprar BEINIOJIHEHNS B KOMAaHIHOM CTPOKE, CEPTH(PHKAT 1eiCTBUTE/ICH !

BeipaboTka OIII

ObpaboTrka oGamna: test.txt

[lonydyeHMe cTaTyca JIMJYHOTO ceptudmukaTta oT OCSP ceprepa
OrBer OCSP cepeepa or 06.03.2017 17:30:41
CMHXpOHM3AaLMA BpeMeHu C cepBepoM OCSP, Tekylee BpeMAa:
06.03.2017 17:30:40

CeprudmkaT OeVCTBUTEJIEH

OrBeT OCSP cepsBepa nobaBJjieH B COOOueHMEe

3anuce ¢pamnya out.p’s

Pe3ynprar BEINIOJIHEHNS] B KOMaHIHON CTPOKE, CEPTH(PHMKAT HeAeHCTBUTEJICH:

BreipaboTrka 3UII
ObpaboTrka oGamna: test.txt
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[lonyuyeHre cTaTyca JMYHOIO cepTudmxkara oT OCSP cepreepa
OrBeT OCSP cepBepa or 06.03.2017 17:10:55

CepTudmkaT He IOEeMCTBUTEJIEH

OrBeT OCSP cepBepa nobamjieH B CooDlleHUe

Banmuce Qamna out.p7s

B o6oux cnyyasx Oyaer 3anmucaH BeIXOAHOU (aiin out.p7s, conepxkarmii ST u oTseT
OCSP cepBepa npoBepkH cTaryca cepTudukara.

2. Tlposepka DLII B daiine out.p7s ¢ modbaBnenrem oreta OCSP ceppepa:

AvCmUt4.exe -V out.p7s —-ADDOCSP
Pe3ynbprar BBIIIOJIHEHNS] B KOMAaHHOM CTPOKE, CePTH(PMKAT JeiiCTBUTE/ICH !

[lpoBepka OJlII

ObpaboTka o¢Ganiaa: out.p’s

[lpoBepka OJlII

IaTta/Bpems nomnmucu: 06.03.2017 17:33:05
CybBeKT:

<..>

SUII coobueHMsa BepHa

[lonnyyeHue craTyca ceprtupmxkara or OCSP cepsepa
OrBeT OCSP cepBepa or 06.03.2017 17:34:01
CepTudukaT OENCTBUTEJIEH

OrBeT OCSP cepsepa nobaBjieH B COOOleHME
SUII meMcTBUTEJBLHA

3anuce ¢pamnya out.p’/s.p’s

Pe3ynbTaT BBINOTHEHNS B KOMAHHON CTPOKE, CEPTU(PUKAT HeIeHCTBUTEICH:
Nuannumanusanys NpuIoKEHHUS ...

[TpoBepka 31II

Obpaborka oamna: out.p’/s

[lpoBepka 31II

IDara/Bpemsa nomnmucu: 06.03.2017 17:36:25
CybmeKkT:

<.>

SUIl coofumeHMsa BepHa

[lonmyueHme craTyca ceprtudmxara oT OCSP ceprepa
OrBer OCSP cepBepa or 06.03.2017 18:14:36
Ceprudpukar He zneycrBuresieH: CeprudmkaT OTO3BAaH.
OrBeT OCSP cepmBepa nobamBjieH B CcoobleHue

SUIl He mewcTBUTeNbHa: CepTudUKaAT OTO3BAH.
3anuce ¢pamnmya out.p’/s.p’s

Pe3ynprar BEIIOJIHEHNS B KOMaHIHOM CTPOKE, CTaTyC CepTHGUKATA HEM3BECTEH !

[TlpoBepka 3111
ObpaboTrka oGamnna: out.p’s
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[TpoBepka 3UII
IaTta/Bpems nommmcu: 06.03.2017 17:16:28
CybBeKT:
<.>
SUIl coofmeHMsa BepHa
[lonyuyeHme cTaTyca cepTudmxaTra oT OCSP ceprepa
OrBeT OCSP cepeepa or 06.03.2017 18:19:27
Ceprudmkar He zmemctBuresieH: OCSP-ceprBepy He yInajloCh
onpemeNuTh CTaTyC cepTudmxara
OreerT OCSP cepreepa nodOapbJjieH B COOOleHUue
SUII He meycrTeMTeNbHA: OCSP-cepBepy He yIaJjlOChk ONPEeleNUThb
cTaTyc ceprTmudmkaTa
3anmuce Qpamya out.p/s.p’s

Bo Bcex cnmyuasx Oyner 3amucaH BbIXOAHOHN (aiinm out.p7s.p7s, comepxamuii DI u orBer
OCSP cepsepa nmpoBepku craTyca ceprudurara

IIpoBepka pgoGaBienHoro orBera OCSP cepBepa B c000IIEHMM OCYHIECTBJSETCH C
ucnojn3oBanuem napamerpa -VERIFITME (em. n. 5.5. IlpoBepsaTh craryc ceprudukara Ha
yka3zanHoe Bpems (-VERIFYTIME).

5.4. JlobaButh B coobiienre otBeThl cepepa OCSP npoBepku craryca aTpuOyTHOTO
ceprudukara (-ADDAOCSP)

AvCmUt4.exe <onepauus> <Bxoanoii ¢aiia> -ADDAOCSP

Ucnons3oBaunue:

1. npu BbIipaGorke SUII/nomonanurensHoit IIII (cm. nm. 3.2.1. BeipaGorka IIIII
BX0aHOro aiija (-S) u 3.2.2. Beipadorka gonoanurennnoii I (-S)).
Ecnu napamerp «BbIXOAHOH (hailin», HE yKa3aH MOANMCAHHBIM TOKYMEHT OyJeT 3amucaH B
(aiin ¢ pacIMpeHueM «.p7s».

2. npu nposepke JIIII ¢ ucnosb3oBanuem napamerpa -V (cum. m. 3.2.4. Iposepka DI
0e3 3anucu ucxoaHoro daiiaa (-V))
[Tpu nmoGariiennn B coodmeHue orBera cepBepa OCSP pomyckaercs 3ajaHie BBIXOJIHOTO
daitna mapametpom —0 (cM. 1. 4.2.1. Yka3anue BoIX0aHOTo (paiisia (-0)), eciiu mapamerp
«BBIXO/IHOM (hailm» He ObLI 3aj7jaH, BBHIXOAHOM (aiii ¢ 0TBETOM cepBepa OyZeT 3amucaH B
daiin ¢ pacupeHreM «.p7s»).

[Ipu nobGaBnenmn B coodbmenne orBer OCSP cepBepa mpoBepkn craTyca aTpuOyTHOTO
cepruukaTa BBIXOJHOH (pail 3amumieTcs TOJbKO B CJIydae, €CIM CTaTryc aTpUOyTHOTO
cepruukaTa — el CTBUTEJIEH.

IIpumepsr:
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1. Beipabotka DI nns daiina test.txt ¢ mobaBneHuem arpuOyTHOTO ceprudukara ¢ aTpudyToM
Yuérueiii HOmMep matenbiuka (YHIT) = 123456789 u noGasnenuem otBetoB oT OCSP
cepBepa MPOBEPKH CTATYCOB JIMYHOTO M aTPUOYTHOTO CEPTU(PHUKATOB

AvCmUt4d.exe -s test.txt -o output.p’7s -A
1.2.112.1.2.1.1.1.1.2=123456789 -ADDOCSP -ADDAOCSP

Pe3ynbpTaT BBIMOJHEHHWS B KOMAaHIHON CTpoke (JMuHBI cepTHdUKAT JelCTBHTEJIEH,
aTpUOYTHBIN cepTU(DUKAT C 3aJaHHBIM [TaPAMETPOM A€l CTBHTE/IEH):

Havinen aTpuOyTHEM CEePTUOMKAT CEPUMHEI HOMEpP:
40E4E59463C7A6B300000001

[lonryyeHMe cTaTyca aTpmubyTHOTO cepTupmxkara or OCSP cepsepa
OreeT OCSP ceprepa or 06.03.2017 16:58:47

ATpuOYTHEM cepTudUKaAT OEeMCTBUTEJIEH

CMHXpOHM3aLUMA BpeMeHUu C cepBepoM OCSP, Tekyllee BpeMA:
05.03.2017 19:58:46

ATpuOYyTHEM cepTU®MKAT HDOOXOOUT OJA ymocTobepeHmusa OUII
Beipaborka OIII

Obpaborka oGamna: test.txt

OrBeT OCSP cepBepa g aTpubyTHOTO cepTudmkaTa HoOaABJIEH B
coobumeHue

[lonmyueHme crTaTyca JIMYHOTO ceprudmxkara or OCSP ceprepa
OrBeT OCSP cepBepa or 06.03.2017 16:58:48

CeprudpmkaT OeVCTBUTEJIEH

OreBeT OCSP cepsepa nobaBijieH B CoOOOueHMe

3anuce ¢pamnya out.p’s

Brixonno#t aitn out.p7s Oyner comepxkarb LT u orBer OCSP cepBepa mpoBepku craTyca
JIUYHOTO ¥ aTpUOYTHOTO CEPTU(PHUKATOB.

Pe3ynbrar BHIMOIHEHHS B KOMaHIHOW CTpoKe (JIMYHBIA cepTU(UKAT AelicTBUTENIeH, CTaTyc
aTpuOyTHOTO CepTU(HKATA C 33IaHHBIM [TAPaMETPOM HeAeiCTBUTEIEH):

Havinen aTpuOyTHBM CepTUOMKAT CEPMMHBIM HOMED :
40E4E0D04624B7E70000001A

3HaueHre aTpmbyTta 1.2.112.1.2.1.1.1.1.2=364387654 He
COOTBETCTBYyEeT 3amaHHoMy 123456789

HarineHn aTpubOyTHBEM CepTUOMKAT CEPUMHBIY HOMEP:
40E4E59463C7A6B300000001

[lonyuyeHme cTaTyca aTpubyTHOTO cepTudmxkaTa oT OCSP ceprepa
OrBeT OCSP cepBepa or 06.03.2017 16:39:06

ATpuOyTHBEIM cepTudmKaT He peucrtemuresieH: CeprTudpmxaT
OTO3BaH.

Oumbxa: He HavnmeH TpebOyeMel aTpuUOYTHHM cepTU®UKAT

Brixonnoit (haiin 3amucan He Oygier.
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Pe3ynbrar BBINOMHEHHS B KOMAHIHOM CTpoKe (JIMYHBIM cepTHU(QHUKAT JAeiicTBUTEJIEH,
aTpUOYTHBIN cepTU(DUKAT C 33JaHHBIM [1aPAMETPOM HeA el CTBHTEIEH):

Havinmen aTpuOyTHEM CEePTUOMKAT CEPUMHEI HOMEpP:
40E4E8172851059C00000006

[lonmyueHme craTyca arTpubyTHOTO ceprudmxara or OCSP ceprepa
OrBeT OCSP cepmepa or 06.03.2017 17:27:00

ATPpUOYTHENM CcepTUdMKAT He OelcTBUTeJieH: CepTuduKaT
OTO3BaH.

[lapamMeTpr oTbOopa cepTudMKaTa He NOOXOLOAT IJid NpoBepku OlII
Nel

Oumbxa: B coobumeHMM HeT MNOOXONAUMX IONIMCeMN

BrixogHotii (haiin 3anucan He Oyer.

2. IIposepka DOUII B ¢aite out.p7s ¢ aTpuOyTHBIM CepTU(HUKATOM C yKa3aHUEM IapaMerpa
KOHTpoJs atpubyra HammenoBanme opranmzammu "OAO "Opranmzanus" u g00aBieHHEM
oteera oT OCSP cepBepa npoBepKu CTaTyCOB JMYHOTO U aTPUOYTHOTO CepTU(UKATOB:

AvCmUt4.exe -V out.p7s -o result.p’7s -R -A 2.5.4.10="000
""Opraumzauua""" -ADDOCSP —-ADDAOCSP

Pe3ynbraT BBINONHEHHS B KOMAHJHOW CTpPOKE (JIMYHBIN cepTUHUKAT HeNelCTBUTEJIEH,
aTpuOyTHBII cCepTUHKAT C 3alaHHBIM [TAPAMETPOM JAeHCTBUTEIEH):

Bxonmn B cucremy

[IpoBepka OJIII

Obpaborka oamna: out.p’/s

[TpoBepka 31II

IDara/Bpemsa nomnmucu: 06.03.2017 16:31:40

Havimen aTpubOyTHBEM cepTudMKAT CEPUMHBIM HOMED :
40E4E59463C7A6B300000001

[lonyueHme craTyca aTpubyTHOTO cepTudmxara oT OCSP ceprepa
OrBeT OCSP cepBepa or 06.03.2017 16:37:14

ATpuOYTHEM CcepTUdUKAT OEeMCTBUTEJIEH

ATpUMOYTHEN CcepTUdMKAT HNOOXOOUT OJIS yIocToBepeHms OSUII
OrBeT OCSP cepBepa aTpubOyTHHEX CepTUOMKATOB HOOOABJIEH B
coobmeHMe

<.>

CepuniHet HoMep cepTudmxaTta: 40E4DO9553E59321A0000419B
NneHTM@UKATOP OTKPETOT'O KJIKOYA:
22CA80968321BDB8E9C5COF40F775A4B518394D0B

SUII coobueHMsa BepHa

[lonmyueHme craTyca ceprtudmxara orT OCSP ceprepa

OrBeT OCSP cepeepa or 06.03.2017 16:37:14

CeprudukaT He nemcTBuUTesieH: CepTudUkaT OTO3BaH.
OrBeT OCSP cepBepa nobOaBJIeH B COOOUWeHME

SUIl He mewcTBUTeNbHa: CepTudUKaAT OTO3BAH.

Banmucek ¢pamnmyga result
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Beixognoti daiin result.p7s oyaer comepxkars DLII u orBer OCSP cepBepa nmpoBepku craryca
JMYHOTO U aTpHOyTHOTO CEPTUPHUKATOB.

IIpoBepka podaBjeHHoro orBera OCSP cepBepa B co00lIeHMM OCYLIECTBJsSIETCS €
ucnojn3osanuem napamerpa -VERIFITME (cm. m. 5.5. IlpoBepsith craryc ceprudukara Ha
yka3zanHoe Bpems (-VERIFYTIME).

BHUMAHHUE!!!

IIpu npomepke coobmenus ¢ orBeToM cepBepa OCSP mpoBepku craryca aTpuOyTHOTO
ceprudukara o yMOJlYaHUIO OyIeT Takke MPOUCXOAUTh MpoBepka oTBeTra OCSP craTyca TUYHOTO
cepTuduKara.

[TosTroMy Hamo [00aBIATH OTBET MPOBEPKH cTaTyca arpuOyTHOTO cepThdHKara Win
OJTHOBPEMEHHO C JI00aBJICHUEM OTBETa MPOBEPKHU CTATyca JIMYHOTO CEpTUPUKATA, UK B COOOIICHUE C
y’Ke T00aBJICHHBIM OTBETOM, MHAYE MPH IMPOBEPKE TAKOTO COOOIEHUS OyIeT OInOKa:

HarimeHn aTpubOyTHBM cepTudMKAT CEPUMHBIM HOMED :
40E4E59463C7A6B300000001

[Ipoeepka oTeeTOB OCSP ceppBepa nOOABJIEHHEIX B COOOWEHUE
OrBeT OCSP cepBepa or 06.03.2017 11:02:33

CepTudukaT OEeNCTBUTEJIEH

ATpUOYTHEIN CcepTUdMKAT HNOOXOOUT OJig yIocToBepeHmsa OUII
CybBeKT:

<..>

CepuitiHeir HoMep cepTudmkaTta: 40E4D9553E59321A0000419B
VneHTudUKaTOpP OTKPBITOI'O KJIOUA:
22CA80968321BDBEO9C5COF40F775A4B518394D0B

SUIl coofmeHMda BepHa

[lpoBepka oTBeTOB OCSP cepBepa noOaBJIEHHEX B COOOLEHME
Ommbxa: OCSP oTreT IJjid ODAHHOTO cepTudmkaTa OTCYyTCTBYET B
COOOIEeHUN .

5.5. IlpoBepsTh cratyc ceprudrkaTa Ha ykazanHoe Bpems (-VERIFYTIME)

AvCmUt4.exe <omepammsi> <BxoaHoii ¢aiini> -VERIFYTIME <[SIGNTIMEJ/[YYYY-

MM-DD HH:MM:SS]>

[TpoBepka nobaBineHHbIXx 0TBeToB OCSP cepBepa B COOOIICHNH, UCIIONB3YETCS TPU MPOBEPKE
SUIT (em. mm. 3.2.3. [IpoBepka DUII (-v) u 3.2.4. IIposepka JIIII 6e3 3anucu ncxogHoro daiiaa (-

V).
I[Ba cnocoGa 3alaHUs BpCMCHU:

1. -VERIFYTIME SIGNTIME
Ucnonszyercs, Tonpko ecnu otBeT OCSP cepBepa 011 100aBieH Bo BpeMs BeipadoTku LI,

2. -VERIFYTIME [YYYY-MM-DD HH:MM:SS]
Hcnonw3yeTcst kKak B ciydae, €Ciii OTBET cepBepa OblT 100aBiieH Bo BpeMs BeipaboTku DIII1, Tak
U B cy4ae, €CJIM OTBET cepBepa j00aBiieH Bo Bpems npoepku D1II1.
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JlnanaszoH JOMYCTUMOTO BPEMEHHM HauyWHaeTcs ¢ MoMeHTa noOaBiienus orBera OCSP cepBepa
IUTIOC 2 Yaca (B 3aBUCHMOCTH OT HaCTPOEK CepBepa).

[Tpumepsr:

1. TIposepka DLII u orBeta OCSP cepBepa npoBepku craryca cepTudukara, 100aBISHHOTO BO
Bpems BeipaboTku DIIII, B dhaiine output.p7s:

AvCmUt4d.exe -v output.p7s -o result -VERIFYTIME SIGNTIME

Pesynprar BbImosnHeHHsT B KomaHgHou crpoke (otBer OCSP cepBepa — cepTudHKaT
JAeiCTBUTEIEH):

[lpoBepka OJlII

ObpaboTrka ¢amnna: output.p’s

B3anmuck damyga result

[lpoBepka OJII

IOara/Bpems nomnucu: 06.03.2017 11:11:37
CybmeKT:

<.>

SUII coobueHMsa BepHa

[Ipoeepka oTeeTOB OCSP ceppBepa nOOABJIEHHEIX B COOOWEHUE
OrBer OCSP cepBepa or 06.03.2017 11:11:36
CepTudukaT OEeNCTBUTEIIEH

SUII meMcTBUTEJBLHA

Pesynmprar BbIMONHEHWS B KoMmaHgHOM crpoke (otBer OCSP cepBepa — cepTHdHKAT
HeeliCTBUTEJIEH):

[TpoBepka 31II

Obpaborka oGamna: output.p’s

3anmuce ¢Qamnaa result

[TpoBepka 31II

IOara/Bpemsa nomnmucu: 06.03.2017 11:15:27
CybmeKkT:

<>

SUIl coofumeHusa BepHa

[lpoBepka oTBeTOB OCSP cepBepa HOOOABJIEHHEX B COOOWEHME
OrBeT OCSP cepeepa or 06.03.2017 11:15:27
Ceprtudpukar He zneycrBuresieH: CeprudmkaT OTO3BAH.
Oumnbxa: CepTmdukaT OTO3BAH.

Brixomno#i ¢aiin result Oyaer mnpenacTaBisATh coOOW HMCXOMHOM JOKYMEHT J0 MOMEHTa
noanucanus u nodasnenus B Hero oreeta OCSP cepaepa.

2. Tlpomepka DIII u orBeroB OCSP cepBepa mpoBepku craryca cepTudukara, J00aBICHHOTO
BO Bpems npoBepku D111, B daiine output.p7s:
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AvCmUt4.exe -v out.p7s -o result -VERIFYTIME "2017-03-06
17:00:00"

Pesynprar BbImONHEHHsT B KoMmaHgHOM crpoke (otBer OCSP cepBepa — cepTudHKaT
JAeCTBUTENIEH):

[TpoBepka 3UII

ObpaboTrka oGamnnua: out.p’s

Banucek ¢amnyga result

[TpoBepka 3SUII

IaTta/Bpems nommmcu: 06.03.2017 16:31:40
CybBeKT:

<..>

[Ipoeepka oTeeTOB OCSP ceppBepa nOOABJIEHHEIX B COOOWEHUE
OreeT OCSP ceprepa or 06.03.2017 16:37:14
CepTudukaT OEeNCTBUTEJIEH

SUII meMCcTBUTEJIbHA

Pesynbrar BbmmonHeHuss B komaHgHOW cTpoke (otBer OCSP cepBepa — cepruduxar
He/leiiCTBUTEJIEH):

[IpoBepka OJlII

ObpaboTrka ¢Gamnmaa: out.p’s

Banuck ¢amnyga result

[IpoBepka OJIII

IOara/Bpemsa nomnmucu: 06.03.2017 16:31:40
CybmeKkT:

<>

SUII coobueHMsa BepHa

[Ipoeepka oTeeTOB OCSP CceppBepa nOOOABJIEHHEIX B COOOULEHUE
OrBeT OCSP cepBepa or 06.03.2017 16:37:14
Ceprtudmkar He nmemcrTBuTeseH: CepTudmKaT OTO3BAH.
Ommbxa: CepTmdMKaT OTO3BAH.

BreixogHoii ¢aiin result OymeT mnpeacTaBisATh cOOOW HMCXOAHOM JTOKYMEHT JO MOMEHTa
noanucanus u nodasnexus B Hero orseta OCSP cepaepa.

3. Ilposepka B (aiine out.p7s DLII u orBetoB OCSP cepBepa mpoBepkH craTyca CepTUHHUKATOB
(ocHOBHOTO M aTpuOyTHOro), no0aBieHHBIX Tpu mpoBepke JLII, mapamerp KoHTpoms
atpubyra — YHII=123456789:

AvCmUt4.exe -v out.p7s -o result -A
1.2.112.1.2.1.1.1.1.2=123456789 -VERIFYTIME "2017-03-06
16:15:00"

Pesynprar BbIMONHEHHA B KoMaHAHOH cTpoke (otBer OCSP cepBepa - nu4HBIN cepTH(HKAT
AelicTBUTeJeH, aTpUOYTHBIN cepTU(UKAT JelCTBUTEIeH):

[TpoBepka 3UII
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ObpaboTrka o¢amnnua: out.p’s

3anuce ¢pamnyia result

[TpoBepka 3SUII

HOara/Bpemsa nomnmucu: 06.03.2017 15:49:23

Havinmen aTpuOyTHEM CEPTUOMKAT CEPUMHEI HOMEpP:
40E4E59463C7A6B300000001

[lpoBepka oTBeTOB OCSP cepBepa OOOABJIEHHEIX B COOODlIeHUE
OrBeT OCSP cepBepa or 06.03.2017 16:00:26

CepTudmukaT HOeVCTBUTEJIEH

ATpMOYTHEIM CepTHUOMKAT HOOXOOUT IJd yIOoCToBepeHmsa OIII
CybBeKT:

<..>

CeputiHeir HoMep cepTudmkaTta: 40E4D9553E59321A0000419B
VneHTudUKaTOpP OTKPBITOI'O KJIOUA:
22CA80968321BDBE9CS5COF40F775A4B518394D0B

SUIl coofmeHMda BepHa

[lpoBepka oTBeTOB OCSP cepBepa HOOOaBJIEHHEIX B COOOLEHME
OrBeT OCSP cepBepa or 06.03.2017 16:00:26

CepTUdUKAT IOEeNCTBUTEJIEH

SUII memcTBUTEJIbHA

Pesynbrar BhImonHeHus B koMaHAHOW cTpoke (otBeT OCSP cepBepa - nuuHbIlil cepTudukar
HeJelcTBUTEJIEH, aTpUOYTHBIN cepTU(HUKAT AeiCTBUTENIEH):

HarimeH aTpubOyTHBEM CcepTUdOMKAT CEPUMHBIY HOMEP:
40E4E8172851059C00000006

[lonyueHme crTaTyca aTpubyTHOTO cepTudmxara oT OCSP ceprepa
OrBeT OCSP cepBepa or 27.03.2017 10:27:00

ATpuOyTHBEIM cepTudMKaT He neucrtemuresieH: CeprudpmxaT
OTO3BAaH.

[lapamMeTpe oTbHoOpa cepTUdMKaTa He NOOXOOAT OJjda nporepku SUII
Nel

Oumbxa: B coobumeHMM HeT NOAOXONAUMX IONNMCEMN

[lpoBepka 31II

Obpaborka oamna: out.p’/s

Banuck ¢amyua result

[TpoBepka 3II

IOara/Bpemsa nomnmcu: 09.03.2017 9:53:17

HarineHn aTpubOyTHBEM CepTUOMKAT CEPUMHBIY HOMEpP:
40E4E59463C7A6B300000001

[Ipoeepka oTeeTOB OCSP cepbBepa nOOOABJIEHHEIX B COOOULEHUE
OrBeT OCSP cepeepa or 09.03.2017 9:53:52

CeprudmkaT OeVCTBUTEJIEH

ATPpUMOYTHEN CcepTUdMKAT HNOOXOOMUT OJIS yIoCcToBepeHms OSUII
CybbBeKT:

<..>

CepurHrelt HOMep cepTubmkaTa: 40E4D9553E59321A0000419B
VneHTudmuraTop OTKPBITOI'O KJIOUA :
22CA80968321BDBEOCS5COF40F775A4B518394D0B

SUII coobueHMa BepHa
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[lpoBepka oTBeTOB OCSP cepBepa OOOABJIEHHEIX B COODlIeHUE
OreeT OCSP ceprepa or 09.03.2017 9:53:52

CeprudpukarT He nemcrButresyieH: CeprtudmMkraT OTO3BaH.
Ommbka: CepTUdMKAT OTO3RBaAH.
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6. BLIPABOTKA KOHTPIIOAITMCHU

KonTprnoanuce (countersignature) - 3JeKTpOHHO-IIU(DPOBas MOANKCH, YIOCTOBEPSIONIAs APYTYIO
IIOAIINUCH.

KOHTpHOI[HI/ICb HCIOJIB3YCTCA IIpU HCO6XOHI/IMOCTI/I 3aBCPpUTH APYr'yr0 MNOAIUCH, T.C. SABJIACTCA
IIOAINMChIO HE JAHHBIX, a I[perﬁ IIoAIIMUCH.

[Togpo6uee cm. CTH 34.101.23-2012 HudopManuoHHbIe TEeXHOJOTHM H 0€30MACHOCTb.
CuHTaKcuC KpUnTorpapuyecKnux cooOmeHmni.

6.1. Yaoctoseputs DL coobrienus (mo6aButh kouTprioanucs) (-ADDCS)

AvCmUt4.exe -V <xoaHoii ¢aiinr>-ADDCS

Kontpnoanuce nobasnsercs npu nposepke DI coobuienus ¢ ucnonb3oBanueM mnapamerpa -V
(cM. m. ®ynkuuu BbipadoTkm OJIII). Ilpu sTOM jgomyckaeTcs 3aJaHde BBIXOTHOTO (aiiia
napaMeTpoM —oO, €CJIHM T[apaMmeTp <«BBIXOAHOW (aiim» He ObUT 3a4aH, BBIXOAHOW dain ¢
yIIOCTOBEPSIOLICH MOAMICHIO OyeT 3anucan B (ailil ¢ pacliupeHUeM «.p7s».

ITpumep:

[IpoBepka ¢aiina ¢ DLII test.p7s ¢ nobapnenuem ygocrosepsitorei D1IT:
AvCmUt4d.exe -V test.txt.p7s -R —-ADDCS

Pe3ynbrar BeIOTHEHHUS B KOMaHIHOM cTpoke (B ciaydae, ecinu DL BepHa):

SUII coofmeHusa BepHa

CepTudukaT OEeNCTBUTEJIEH

SUIl BepHa

SUIl ymocTOBEpEeHa JIMYHBM KJIIOUOM
3anuce ¢anya test.txt.p7s.p7s

Beixonnoii (aiin test.txt.p7s.p7s Oyzaer BKiIoUaTh nepBoHavaabHyto DL 1 kKoHTproaAmUCk.

6.2. Ynoctoseputsb kouTprnioamnucs (-ADDRECS)

AvCmUt4.exe -V <xoaHoii ¢aiin> -ADDRECS

JloGaBnisieTcst B coOOmIeHWE C KOHTproAnmuchio mpu mpoBepke LI coobmenus ¢
ucnosb3oBanueM mapamerpa —V (cm. m. 3.2.4. Ilposepka DIIII 6e3 3anucu ucxogHoro paiiaa (-V)).
IIpu »sTOM JnomyckaeTcs 3afaHue BBIXOAHOTO (aiina mapamerpoMm —0 (cMm. m. 4.2.1. Yka3anmue
BBIXOAHOTO ¢aiina (-0)), ecnu mapameTp «BBIXOJHOH (ail» He ObUI 3a1aH, BBIXOJHOW (aili c
yJIOCTOBEPSIOIEH NOANUCHI0 OYAeT 3anmucaH B (hailsl ¢ paCIIuPEHUEM «.p7S».

[Tpumep:
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IIpoBepka daiina test.p7s.p7s, Bkaovatomero B ceds DIIII u xonTpnoanuck, ¢ gqo0aBIeHUEM
MOAMKCH, YIOCTOBEPSAIONICH KOHTPIOIIHUCH:

AvCmUt4d.exe -V test.p7s.p7s -o result —-ADDRECS

Pe3ynbTaT BBINOJHEHNS! B KOMAHIHOM CTPOKE:
[TpoBepka 3UII
ObpaboTka ¢anna: test.txt.p7s.p7s
[lpoBepka OSLII
HOara/Bpems nomnucu: 07.03.2017 12:59:04
CybBeKT:
<>
CepumHrer HOMep cepTudbmkaTra: 40E4D9553E59321A0000419B
NneHTM@UKATOP OTKPEITOT'O KJIKOYA:
22CAB80968321BDBEICSCOF40F775A4B518394D0B
SUII coobueHMsa BepHa
CeprudpmkaT OeVCTBUTEJIEH
SUIl ymocTorRepeHa. llpoBepka koHTpnoamnmucem 1
[ToonmMce yIOOCTOBEPWMII:
CybmekKkT:
<..>
CepuitiHeit HoMep cepTudmkaTa: 40E4E574555FFD2F000041A4
neHTM@UKATOP OTKPEITOT'O KJIOYA:
BA71B86C6F902C89769D2AACI98CEOR614FDC74CE
IDara/Bpemsa nommmcu: 07.03.2017 14:00:36
SUII ymocToRepsSoley MNOAOMNUCK BEPHAa
CepTudukaT OENCTBUTEIIEH
YonocToBepsdawouasa NOONUCH YyIOCTOBepeHa JIMUHBIM KJII0UOM
SUII memMcTBUTEJIbHA
3anuce ¢Qanya result

Brixonno#t ¢aiin result 6yner Bxmtouats DIII, KOHTPHIOANKUCH U MOAMKUCH, YAOCTOBEPSIONIYIO
KOHTPIO/IHKCH.

6.3. Mcnoap30BaTh KOHTPIOIMKMCH 33JaHHOTO cepTrdukara mpu nposepke DIIIT (-
USECS)

AvCmUt4.exe <onepamus> <BxoaHoi ¢aiin> -USECS <certificate filter>

Hcnonwsyercst npu npoBepke OIIT (cm. mm. 3.2.3. Iposepka DI (-v) u 3.2.4.
IMposepka DIIII 6e3 3anucu ucxoauoro gaiina (-V)).
[Ipu ykazanum ganHoro napamerpa Oyayt nposepersl BCE DI, conepikarmiuecst B JOKyMEHTe,
U BaJUJIHOCTH TOJNBKO TOTO cepTu(uKaTa, KOTOPHIM Oblla BBINOJHEHA KOHTPHIOANUCH IIPH
COOTBETCTBHH €T0 33J]aHHBIM ITapamMeTpam oToopa.
[Tapametpsr or6opa ceprudukaron <certificate filter> sxmoyaror:
1. obs3arenbHble (IpeaonpeaencHubie) nois ceprupukara (KeylD, SerialNumber u 1.71.);
2. HeoOs13aTeJbHbIE MOJISI: aTpHOYTHl MMEHH CYOBEKTa WIIM CIICIMATBHOTO JIOTIOJHEHUS,
kotopsle 3amatorcs ymbo B Bujme RDN OID nmannoro atpuOyta, OO0 MPHUCBOSHHOTO
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Ha3BaHUs — yka3aHbl B cekuu [AliasOID] ¢aitna AvCmMsg.ini (Hanpumep, CN wnu
2.5.4.3 — o6miee umst; O win 2.5.4.10 — cokpaleHHOe Ha3BaHUE OpraHU3alluy 1 T.1.).
Hano ykaseiBath mapameTpbl oTOOpa cepTudUKaTa, KOTOPHIM ObUIa BBIOJIHEHA ITOCIICTHSS
KOHTPHOJNKCh. B citydae, ecnu mapamerpsl 0TOOpa ObLTH yKa3aHbl Uil APYroro CepTH(HKATA N
3aJ]aHbl HENPaBHIBHO, TO OymyT mpoBepeHbl Bece DLIII U AeiicTBUTENFHOCTh BCEX CEPTUPUKATOB B
COOO0IICHUH U OYJIET BhIBEACHA OITHNOKA: !

CeprudmkaT He NOOXOIUT OJIS YyOOCTOBEPEHMS IOLNUCU
Ommbka: Ceprubuxkar/COC He YIOBJIETBOPSET YCJOBMAM OTOOPA.

151 BBOJ1a 3HAYEHUsI aTPUOYTA ero HY’KHO IKPAHUPOBATH OAMHOYHBIMH KABBIYKAMH, €CJIU
3HaYeHHe aTpudyra COHAEpP:KMT Npoleibl, TO BCe 3HAYECHHE HAN0 3KPAHMPOBATH BOMHBIMH
KABbIYKAMM:

—-USECS "CN='ALEXEY IVANOV'"

ECJII/I B anI/I6YTaX HapaMeTpOB €CThb KaBbIYKH, TO UX Hy)KHO YI[BaI/IBaTI), HaHpI/IMep:
-USECS "O=='3A0 " "Opl—'aHMBaLU/IF{" wrn

HapaMeTpOB MOJKET OBITH 3aJaHO HCCKOJIbKO.

Jlnst or6opa cepTH(PHUKATOB, COOTBETCTBYIOIIUX BCEM 3aJaHHBIM IMapaMeTpaM, HCIOJIb3YeTCs
ornepan <and>:

-USECS "CN='ALEXEY IVANOV' and C='BY'"

s orbopa cepTHU(PHUKATOB, COOTBETCTBYIOIIUX XOTSH Obl OJHOMY MapaMETpPy HCIOJIb3YyeTcs
TOYKA C 3amaTon <;>

—USECS "CN='ALEXEY IVANOV'; O='OAO ""Opraunmzaumg""'"

bonee moapoOHO mapameTpsl oTOopa ceptudukaroB onucanbl B AvCryptSQL.pdf (moxymeHT
BKJItOueH B coctaB [IK AVPCM).

[Ipumepsr:

1. TIposepka DULII u ynocroepsromieit moanucu B ¢aiine -V test.txt.p7s.p7s c orbopom u
MIPOBEPKOI IEHCTBUTEIBHOCTU CEPTU(PHKATA, KOTOPHIM ObLIa BHIMOJIHEHA KOHTPIIOAIHUCH, 110
napametpy Maentudukarop kioda cyobexTa
KeylD=22CA80968321BD8EIC5CIF40F775A4B518394D0B:

AvCmUt4d.exe -v test.txt.p7s.p7s -USECS
"KeyID="'22CA80968321BD8ESC5COF40F775A4B518394D0B""

Pe3ynbrar BbIMOMHEHUS B KOMaHIHOW CTpoke (HaiiieH JelCTBUTENbHbIN cepTuduKar,
KOTOphIM ObUIa BBINOJIHEHA YJOCTOBEpsIONIass MOJINUCH, CcepTU(UKAT yA0BJIETBOPSET
3aJaHHOMY TTapaMeTpy):

[TpoBepka 3111
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ObpaboTrka Gamna: test.txt.p7s.p’s
Banmuce damna test.txt.p7s
[TpoBepka 3UII
HOara/Bpems nomnucu: 06.03.2017 10:45:50
CybBeKT:
<..>
CepuiiHeir HoMep cepTudmkaTa: 40E4E531850CDAFA000041A3
NneHTM@UKATOP OTKPHETOI'O KJINYA:
BB67CED6067ARAA248237C064BF2AB163DEES441C
SUIl coofmeHMsa BepHa
Sl ymocToBepeHa. lIpoBepKa KOHTPIOANMUCEN
Momnuce yOOCTOBEPUJ:
CybmekKkT:
<..>
CepuMmHrell HOMep cepTudbmkara: 40E4D9553E59321A0000419B
NneHTM@UKATOP OTKPEITOT'O KJIOYA:
22CA80968321BDB8EOCSCOF40F775A4B518394D0B
HOara/Bpems nomnucu: 06.03.2017 10:46:34
SUII ymocToBepAKUEeN NONNMCK BepHAa
CepTudukaT OEeNCTBUTEJIEH
CeprudmkaT HOOXOOUT IOJId YyIOOCTOBEPEHMSA IOINMCU
SUII meMCcTBUTEJIbHA

[Tpoepka DUII u xouTpnoamnucu B daine -V test.ixt.p7s.p7s ¢ orbopom u mpoBEpKOi
JeMCTBUTENILHOCTH cepTU(UKaTa, KOTOPHIM Oblia BBIMOJIHEHA KOHTPIIOAIKUCH, [0 apaMeTpam
Oo6mme nanabie CN u Anpec >neKTpoHHOM mouTsl E (3a1aHbl B BU/IEe TPUCBOSHHBIX HA3BaHUI):

AvCmUt4d.exe -v test.txt.p7s.p’7s -USECS "CN='lBaHOB Mmxamsu
OppeBru' and E='mail@mail.by"'"

PesynpTaT BBIMONHEHUS B KOMaHAHOM CcTpoke (HaiiieH AelCTBUTENbHBIH cepTUu(UKaT,
KOTOpPbIM ObliIa BBINIOJHEHA YIOCTOBEpsIOLIas MOANUCH, CEPTU(UKAT yIO0BJIAETBOpSIET
3a/IaHHOMY TIapaMeTpy):

[lpoBepka OJIII
ObpaboTrka Gamnna: test.txt.p7s.p’s
Banuce ¢panya test.txt.p’s
[TpoBepka 3II
IDara/Bpemsa nomnmucu: 06.03.2017 10:45:50
CybmeKkT:
<.>
CepuitiHeii HoMep cepTudmkaTa: 40E4E531850CDAFA000041A3
NneHTM@UKATOP OTKPETOT'O KJIKOYA:
BB67CED6067ARAA248237C064BRF2AB163DEES441C
SUIl coofumeHMsa BepHa
SUIl ynmocToBepeHa. [IpoBepka KOHTPIOLIMCEN
[Toonuce yOOCTOBEPWMII:
CybmeKkT:
<.>
CepumrHeM HOMep cepTudmkaTa: 40E4D9553E59321A0000419B
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NoeHTMOUKATOP OTKPEHTOT'O KJIOYA:
22CA80968321BDBEO9CS5CIOF40F775A4B518394D0B
HOara/Bpems nomnucu: 06.03.2017 10:46:34
SUIl ymocToBRepdnlley NOIOINMUCK BEepHa
CepTUdHUKAT IEeNCTBUTEJIEH
CepTudmkaT HOOXOOUT IJid yOOCTOBEPEHMUS IIOIINNCHU
SUII meMcTBUTEJILHA

ITpoBepka DLl u ymocroBepstomeit moanucu B (aiine -V test.txt.p7s.p7s ¢ orbopom wu
MPOBEPKOM JEHCTBUTENBHOCTH CepTHU(UKATa, KOTOPHIM ObLIa BBIMOJHEHA KOHTPIIOIIHCH.
[Tapamerpsr oTO60pa: obmue nanubie CN nau HaceneHHbIM MyHKT 2.5.4.7 (Ha3BaHUE 3a/1aHO B
Buze OID aTpubyra) u nomkHOCTh 2.5.4.12 (Ha3zBanwue 3amaHo B Buae OID arpubyra):

AvCmUt4d.exe -v test.txt.p7s.p7s -USECS "CN='ALEXEY
IVANOV'; 2.5.4.7 ="';m. Kamednwxun' and 2.5.4.12="'gupexTop'"

Pesynmprar BBIMONHEHWS B KOMAaHAHON CTpOKe (HaiJeH AeiCTBUTENBbHBIH cepTuuKar,
KOTOpPBIM OBUIa BBIIIOJHEHA KOHTPIIOANHUCH, CEPTH(PHUKAT YyAOBJIETBOPSET 33JaHHOMY
napamerpy):

[lpoBepka OMII
ObpaboTka ¢anna: test.txt.p7s.p7s
3anuce ¢anyia test.txt.p’s
[lpoBepka OJIII
IOara/Bpemsa nomnmucu: 06.03.2017 10:45:50
CybBeKT:
<..>
CepuiiHeir HoMep cepTudmkaTa: 40E4E531850CDAFAQ000041A3
VneHTudUKaTOp OTKPBITOT'O KJIOUA:
BB67CED6067AAA248237C064BF2AB163DEES441C
SUII coobueHMsa BEepHa
SUIl ymocToBepeHa. [IpoBepka KOHTPIOIIMCEN
l[ToonmMce yIOOCTOBEPMII:
CybBeKT:
<..>
CepuMHb HOMep ceptTubmxaTa: 40E4D9553E59321A0000419B
VneHTudmuraTop OTKPBITOI'O KJIOUA :
22CA80968321BDB8E9C5COF40F775A4B518394D0B
IOara/Bpemsa nomnmucu: 06.03.2017 10:46:34
SUII ymoCcToOBRepsSoIley TMOANUCKU BEpPHAa
CeprudmkaT OeVCTBUTEJIEH
CepTUdHUKAT HNOOXOOUT IJid YyOOCTOBEPEHMUS IIOINNCHU
SUII memcTBUTEJIbHA
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7. OBPABOTKA ®ANJIOB 110 MACKE

Yrumura AVCMUL MOXKeT BBITOJIHATH TPYNIIOBBIE ONEpaliiy ¢ (aijiaMu, Ipy STOM UCTIOIb3YeTCs
MackKa UMeHH (aiiia, coaepKaasi CHMBOJIBI TOJICTAHOBKH «*» U «?».

CumBon «?» B Macke o3HadaeT POBHO OJJMH HpOH3BOJ’IBHBIfI CHMBOJI.
CuMBOI «*» B MacKe O3HAYaeT J'IIOGYI-O IIOCJICA0BATCIIBHOCTE CHMBOJIOB HpOH3BOJ’IBHOI>i JJINHBI.

VYkazanue Macku ¢aiia JOMyCTUMO MPU BCEX OCHOBHBIX OMEPAIUSAX, BBHIOTHSEMBIX YTHIIUTON
(BeIpaboTka/mpoBepka DI, 3ammdpoBanue/pacmudpoBanne, BBHIYHUCICHUE 3HAYCHUS (DYHKITUH
X3UIMPOBAHUS U T.JI).

[Tpu ucnons3oBaHuM Macku (aiisia 3alaHue UMEHU BBIXOAHOTO (paiiyia HeI0MYCTHMO, BHIXOHBIM
¢aiinam OyneT MpUCBOEHO 3HAYEHHUE MO YMOIYaHUIO (Hampumep, *.p7S — npu noanucu, *.p7e — npu
3amu(pPOBAHKH ).

Ecimu mpennasHadeHHBIH a1t 00paboOTKM (aily HEe HaXOOUTCS B OJHON Tamke ¢ YTHIATOM
AvCmUt, Hy>KHO mponKcaTh €ro MOJHYI0 TUPEKTOPUIO, UMEHA KAaTaJIOroB MPH 3aJaHuH MyTH K (aiimy
HaJI0 MPOMUCHIBATh MTOJIHOCTHIO.

ITpumepsi:

Bripaborka SLIT nyst Beex ¢aiinoB B hopmare txt:
AvCmUt4d.exe -s *.txt

[Toanumryrcs Bee daitnbl popmata txt, hopMaT BEIXOAHBIX (aiiioB - tXL.p7s.

ITposepka DUII a1 Bcex daitnos B popmate txt.p7s:
AvCmUt4d.exe -v *.txt.p7s

dopmar BBIXOJHBIX (haitnoB — tXt.

3amudpoBanue (HaiiaoB ¢ TFOOBIM paCHIUPEHUEM, B UMEHAX KOTOPBIX COJIEPKAT JI0 MSTH CUMBOJIOB:
AvCmUtd .exe —-e 2?2?2?2?2.%

®dopmar BBIXOJHBIX (ailioB — pre.

Brraucnienune 3Hauenns ¢GyHkun xsmmposanus 1o anroputMmy CTh 34.101.31-2020 (Belt) muis daitios
C UMEeHeM, HaunHaroImumMcs Ha «Av» 1 pacmupenuem dll:
AvCmUt4.exe -H Av*.dll

Brraucnienune 3Hauenns ¢GyHkun xsmmposanus 1o anroputmy CTh 1176.1-99 (BHF) mst Bcex daiinos
B YKa3aHHOM Marke:
AvCmUt4.exe -h "c:\test AvCmUt\*"
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8. IPUMEPBI IIPUMEHEHUA

1. Beipabotka DIl ¢ yka3zanuem napamMeTpoB ayTeHTH(HUKAIIMY 110JIb30BaTels (HaeHTrdGuKaTopa
OTKPBITOTO KJTFOYA U 3HAUCHHUS ITapoJIs):

AvCmUt4.exe s input.txt -o output.p7s -1
8F22ECC42DFC14D21D6BBECO6CEF49A66CT7TAD37933 -p 12345678

2. IIposepxa DUII, Beipaborannoiit ALEXEY IVANOV, 6e3 co3nanus BHIXOAHOTO (aiina:
AvCmUt4.exe -V input.p7s -c "ALEXEY IVANOV"

3. Bripabotka paznenshoii D11 6e3 coxpaHeHus: HCXOAHOTO TOKyMEHTa B BEIXOIHOM (haiiie:
AvCmUt4d.exe -s input.txt -o output.p7s -T

4. Tlposepka pazaensHoii DI ¢ 3anuckio Qaiina jiora B yka3aHHYIO ManKy:

AvCmUt4d.exe -v input.p7s —-o output.txt -F input.txt -LOG
"c:\LOG FOLDER\AvCmUt4.log"

5. IIposepka DLII 6e3 ayrenTrdukanum ¢ oT00poM cepTu(UKATOB, BHITYIICHHBIX HA OPraHU3AILUI0
OO0111eCTBO ¢ OTpaHUYEHHON OTBETCTBEHHOCTHIO ""TecToBas opranu3amnms':

AvCmUt4.exe -v input.p7s —-o output.txt -X 2.5.4.41="00mecTBO C
OTPaHMYEHHOM OTBeTCTBeHHOCThI ""TecToBas opraHm3auma""" -NA

6. 3ammdpoBaHue Ha MoJyyaTess ¢ yKa3aHMEM HJIEHTH(UKATOpa OTKPHITOrO Kiroya IMojiyyaTess,
BBITIOJTHEHHOE 0€3 ayTeHTU(UKALUU!

AvCmUt4.exe -e input.txt -o output.p’7e -k
4B5CAFEQ235786E28FB55744A756C9BO1E822E66 -NA

7. PacmudpoBanue nmoanucu ¢ ykazanuem Qaiina ass 3anucu HAeHTU(UKATOpa OTKPHITOTO KII0Ya!
AvCmUt4.exe -d input.p7e -o output.txt -0 sub key id
8. Breipabotka DIIII n 3amudpoBaHre ¢ yKazaHUEM ITaNKH JIJIsl TOMEIICHHS BBIXOTHBIX (ailiioB:

AvCmUt4.exe -E input.txt —-o output.p7e —-P "c:\Program
Files\output"

9. PacmudpoBanue u mpoBepKa MOIMUCH C OTOOPOM CepTU(DUKATOB, BHIMYIIICHHBIX Ha OPTaHU3AIHIO
OO611ecTBO ¢ OTpaHUUYEHHOM OTBETCTBEHHOCTHIO ""TecToBast opranuzamnms':

AvCmUt4.exe -D input.p7s -X 2.5.4.41="00meCcTBO C OI'PaHUUEHHOM
orTBeTCcTBeHHOCTBEI ""TecTorada opraHmszauma""" -o out.txt

10. TI'enepanus 3anmpoca Ha cepTHdHUKAT ¢ yKazaHueM ¢aiina madioHa Ha cepTUdHKaT:
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AvCmUt4.exe -r request.req -t org.tpl

11. WUmmopt COC:
AvCmUt4d.exe -C crl.crl

12. O6uornenne COC u ceptudukaroB Y1l ¢ BeiBomom pesynbrara B daiin LogCDP.txt:
AvCmUt4.exe -CDP CrlDPExt.txt -0 "c:\log folder\LogCDP.txt"

13. Beruucnenue 3Hayenus GyHKIMU X3MpoBaHus ¢aiina test mo anroputmy CTh
34.101.31-2020 (Belt) ¢ BeiBogoM pesynbrata B (haiin result.txt:

AvCmUt4d .exe -h test -0 result
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9. KOAbI BO3BPATA

303113([()):Ta Kparkoe onucanue ommoxu Bo3mo:kHbIe IPUYNHBI BOSHUKHOBEHHS OIIMOKHU

0 YcneuHoe BHIOTHEHNE
HenpaBunpHble napameTpbl B xomanHO#M cTpoke BBeeH(bl) HEPaBUIbHBIHN(€)

1 KOMAaHJTHOW CTPOKH napameTp(bl) HJIH OTCYTCTBYET(FOT) 00s13aTeIbHBIN(E)

napameTp(bl).

2

3

— HenpaBuibHO yKa3zaH myTh K BXOJHOMY (haiiny B
(aiine HacTpoek 100 B KOMaHIHOM CTPOKE;
4 Ommbka yTeHHs BXOJAHOTO —  BXOJIHOIA (ailyl OTCYTCTBYET;
(paitna — BXOAHOM (ailyl OTKPBHIT APYrOl MPOrpaMMOii.
— HenpaBuibHO yka3aH MyTh K BBIXOAHOMY (ailiny B

5 OmmbKa 3amvcy BBIXOTHOTO (aiine HacTpoek 100 B KOMaHIHOM CTPOKE;

daiina — BBIXOJHOM (hailsl 3alIMINEH OT 3aIUCH;
— BBIXOJHOM (haiis OTKPBIT APYToil MporpaMmon.
He naiinen tpeGyembrii — Ceprudukar He yI0BIETBOPSIET apaMeTpam
6 aTpuOyTHBINA CepTU(UKAT KOHTPOJIS;
— ceptu(uKaT HeJIeHCTBUTEIIEH.
He HalineH koHTelHEp ¢ Ha Hocutene oTcyTCTBYIOT JINUHBIE KIIKOYH,

; JIMYHBIM KJITI0YOM, COOTBETCTBYIOIIME OTKPBITHIM KIIFOUaM, YKa3aHHbBIM B
COOTBETCTBYIOIIUM JINYHOMY JeicTByroleM cepTuukare, HaXOASIEMCS B IUYHOM
ceptudukary CIIPaBOYHHMKE.

BBenén HeBepHBIii Maposib B mapamerpe -p KOMaHIHOM CTPOKH yKa3aH HE TO
8 3alUThl JMYHOTO KJIH0Ya 3HAYEHUE MapoJisi K KOHTEHHEPY C JTUYHBIM KIII0UOM,
KOTOpoe ObLIO0 3a/1aH pU (POPMHUPOBAHUH JTUUHBIX
KJIFO4EH.
He naiineno xpanunuiie — He naiinen gaitn-xpanunuiie cepTuukaToB
9 cepTU(PUKATOB CertStore.xml;
— HEBO3MOYKHO MOJIKIIIOUYUATHCS K B/I.

10
Hesepublit popmat Bosnukaer npu nposepke DLII1:

11 — OUII HecaHKITMOHUPOBAHHO U3MEHEHA;

— (aiin ve nognucan DLII.

12 on;[Houﬁ daitn umeer Bo BxogHOM (aiine oTcyTcTBYeT HHPOpMAITHS.
HYJIEBOI pazmep
OTCyTCTBYIOT NIOJTy4aTeNn Boznukaet npu 3amm@poBaHuu:
3amu(poBaHHOTO COOOIIEHUS — cepruduKara MmoaydaTessi HET B CETEBOM CIPABOYHUKE

13 cepTu(duKaToB;

— ceptuduKaT MmojaydaTess HeAehcTBUTENeH (cepTudukar

MoJTy4aTesisi 0TO3BaH (MPUOCTAHOBJICH), CPOK JICUCTBUS
COC wucrexk, Het noBepus cepruukary KopHeroro Y1I).
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HesepHsrii popmar

Bosznukaer npu pacum@poBaHuu:
— (paiin HeCAaHKIIMOHUPOBAHHO U3MEHEH T0CIIe

14
3amuQpoOBaHHS;
— ¢aiin He 3ammdppoBaH.
HeBo3moxHO pacmmppoBaTh 3ammdpoBanHblii (aiin He npenHa3HaueH a0OHEHTY,
coo0l1leHue: cpeau KOTOPBIH MBITaeTCs €ro pacmudpoBaTh
cepTu(dUKaTOB MoTydaTesnen
15  |cooOuieHust OTCYTCTBYET
JMYHBIA CepTH(HKAT
ayTeHTU(UIUPOBAHHOTO
TI0JIb30BATEIIS.
16 He naiinen ceprudukar mis
nposepku DI
17 IMoxnuce o cooOreHeM Bosnukaer npu nposepke I1II1.
HEBEpHA [Moanucannsiit SLIT ¢aiin 6611 U3MEHEH WU TOBPEXKICH.
B cnipaBouHuKe CICKOB, Bosnukaer npu umnopre COC
OTO3BaHHBIX CEPTUPUKATOB
nMeeTcst 0oJiee HOBBIH (TaKoU
18 e) COC maHHOTO M3IATENS
100 OOBEKT yXKe CYIIECTBYET
(ummoptupyembrit COC yxe
HNPUCYTCTBYET B
CIIPaBOYHHUKE)
19 B cooOuiennn Her ITapameTprl 0TOOpa HE COOTBETCTBYIOT CEPTUDHUKATY,
HOIXOAALINX MOANHUCEH KOTOpbIM Obla BbimosHeHa DL coobuienus
20
Cpox nericteusa COC ucrek Cpok neiicTBUs CIMCKA OTO3BAHHBIX CEPTU(DUKATOB
21 WJIM HE HACTYIUJ (COC) V1, uznasuiero ceptudukaT, UCTEK UIH HE
HACTYIHIL.
Cpok neiictBus ceptudukara
22 OTKPBITHIX KJIIOUei abOHEeHTa
UCTEK
23  |Ceprudukar oro3Ban
24 AOOHEHT TpepBa PaboTa mporpamMmsl ObI1a TpepBaHa MOJIb30BATEIIEM.
OCYIIECTBIISIEMYIO 00pa0OTKY
o5 Her nosepus ceptuduxary AOOHEHT He ycTaHOBUI jJoBepue ceptudukary Y1,
W3IaBIINI TaHHBIA CepTH(UKAT.
OmmmOka npu oGpaleHNH K
26
OCSP cepBepy
97 Ceprudukar ne neiicreutenen | OCSP cepBep He moaTBep I AEHCTBUTEITHHOCTD

ceprudukara.

28
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Hocurens ¢ TMYHBIM KIIFOUOM

B cuutrsiBarene OTCYTCTBYCT HOCUTCJIb JIMYHBIX KJIIOYEH.

29  |HE YyCTaHOBJICH B
CUUTHIBATEIIb.
B nuuHOM cripaBoYHHKE B nudHOM cripaBOYHHKE CePTH(PUKATOB OTCYTCTBYET
30 OTCYTCTBYET JACHCTBYIOITUI JNEHCTBYIOMUN cepTU(UKAT.
ceptudukar
He naitnen aeiictByrommi B nmuuHOM cripaBouHUKE cepTU(PHUKATOB HE HANACH
31 JUYHBIA cepTU(dUKAT, cepTuduKaT, COOTBETCTBYIOITUI ITapaMeTpaM 0TOopa.
COOTBETCTBYIOITUI
napameTpam oToopa.
B nudHOM cripaBoYHUKE B nudHOM cripaBOYHUKE CePTHPUKATOB HMEETCs OOJIBIIE
32 CEepTU(UKATOB OOJIbIIE OJTHOTO JICUCTBYIOLIETO cepTU(HUKATA.
OIHOTO CepTH{HKaTa. HyxHo ykazaTh mapameTpbl 0TOOpa Jij1sl BBIOOpA OJTHOTO
ceprudukara.
33 Hocutenp MMYHBIX KIIIOYEH HE
3apEruCTPUPOBAH.
34 OmunOKa 3anucy Ha HOCHTEIb B03MO0HO HOCHTEIh JIMYHBIX KITFOUSH TTOBPEKIEH.
JIMYHBIX KIIFOYEH.
35 Buytpennss ommbdka

OUOJIMOTEKMU.
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10. IOAAEPXXKA MAKPOCOB

Jiis ynoOCcTBa UCTIOIB30BAHUS YTUIUTHI, TIOIICPIKUBAIOTCS MAKPOCHI, KOTOPBIC 3aIMCHIBAIOTCS B
¢aitn AvCmUt4.ini B cekiuro [Alias].
B ¢aiin AvCmUt4.ini BHECEH CIeIYIOIIHIA TPUMEP:

[Alias]

;Sign=Login -s

;EncAvest=Login Stan Max -e

; Stan=-k=72F3D8EODCECE3A23578581CA1IDFDE3D3F73239D
;Max=-k=72F3D8EODCECE3A23578581CA1IDFDE3D3F732391
;Login=-1 "72F3D8EODCECE3A23578581CA1DFDE3D3F73239D" -
p=12345678

Ecnu yganute KOMMEHTApUH «;», TO IPHU UCIIOIb30BAaHUN YTUIUTHI BBI3OB!
AvCmUt4.exe Sign test.txt

6yneT AHAJIOTUYCH BbBI3OBY:

AvCmUt4d.exe -1 "72F3DS8EODCECE3A23578581CA1DFDE3D3F73239D"
p=12345678 -s test.txt

a BBI3OB!:
AvCmUt4.exe EncAvest test.txt

AQHAJIOTUYEH BBI3OBY.
AvCmUt4d.exe -1 "72F3D8S8EODCECE3A23578581CA1DFDE3D3F73239D"
p=12345678 -k 72F3D8EODCECE3A23578581CA1DFDE3D3F73239D -k

7T2F3D8EODCECE3A23578581CA1DFDE3D3F732391 -e test.txt

[To ananoruu B qaHHOM (paitie MOXHO CO3/1aBaTh CBOM MaKpOCHI.
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[MPMJIOXXEHME 1

[Tonnepxka kpunrtorpadpudeckux arroputMoB AvCmuUL B 3aBUCUMOCTH OT

THUIA YCTAHOBJIEHHOI'O KPUNITONPOBAKIepa

Onepanuu X31UUPOBaHUS

Crannmapt CTb 1176.1-99 CTb 34.101.31-2020
Tun
KPHUIITOIIpOBaiiaepa
Avest CSP Base + +
(tum 421)
Avest CSP Bel + +
(Tum 423)
Avest CSP Bign + +
(tum 424)
Oneparuu D11
Crangapt CTb 1176.2-99 / CTb 34.101.45-2013 /
CTb 34.101.31-2020 CTB 34.101.31-2020
Tun
KpUNITONIpOBaiiiepa
Avest CSP Base + -
(tTum 421)
Avest CSP Bel + +
(Tum 423)
Avest CSP Bign + +
(tum 424)

Onepaunu mudpoBaHus

Cranmapr I'OCT 28147-89 CTB 34.101.31-2020
Tun
KPHUIITOIIpOBaiiiepa
Avest CSP Base + -
(tTrm 421)
Avest CSP Bel + +
(Tum 423)
Avest CSP Bign + +

(tum 424)




-59 -
PB.FOCKHN.13008-02 34 01

IIEPEUYEHL COKPAILIEHUIA

AC — arpulOyTHBIN cepTUdUKAT;
b/l — 6a3a maHHBIX;

NOK — undpacTpyKTypa OTKPHITHIX KIIOUEH;
KVYII — xopHEBOIl y1OCTOBEPAIOIIUI LIEHTD;
HKMU — HocuTens KiIr0UeBOi HHPOPMALINY;

I1O — nmporpamMmHOe 0oOecrieYeHHE;

[TY1] — n0OAYMHEHHBIN yIOCTOBEPSIOLINN LIEHT;
CAC — ciy»x0a aTpuOyTHBIX CepTU(PHKATOB;
COK — ceptu¢ukat OTKpHITOrO KIII0Ya;

COC — cniicok 0TO3BaHHBIX CEPTHU(HHUKATOB;

LIC — nentp ceprudukanmu;

VI — yaocToBepsronuil HEHTp;

OUII — sanexTpoHHas HUQPpPoBas NOINUCH,

OCSP (Online Certificate Status Protocol) — ommaiiHOBBIH MPOTOKOJ MPOBEPKH CTAaTyca
ceprudukara, onpeaeneuuwiii B CTh 34.101.26.
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